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Hyperledger and Open Source: Enterprise Grade
Blockchain for Today and Tomorrow

( Speech on 15™ OCOW Summit )
Brian Behlendorf

Executive Director, Hyperledger, The Linux Foundation

Hello everyone, my name is Brian Behlendorf and I’'m executive director of
Hyperledger an initiative hosted at the Linux foundation. I'm very excited to be
speaking with you today at the Open Source China Open Source World Summit
hosted by COPU who is a great organization. I’ve been giving talks with this
organization for over 15 years and every time I come to China there’s always an
exciting degree of growth in the open source community here. And so it’s really
exciting to be here again and to be here virtually with all of you, I wish I could be
there in person of course, And the conditions are different today, But hopefully
you’ll hear something new in my talk and we’ll find perhaps some opportunity to
collaborate together. I’'m excited to tell you today more about Hyperledger.
Hyperledger is an initiative under the Linux Foundation and stepping into my next
slide, Hyperledger is really all about open source software for building distributed
ledger networks you could call them enterprise block chain networks in many ways,
they work very similarly to Bitcoin or Ethereum but it very much is the flavor of
distributed ledger that is in very well supported here in China, in fact there is
support even from the Top. President Xi Jinping has been very supportive of the
importance and the industry adoption of enterprise block chain technology for all
sorts of purposes. 3In fact he says that China must take blockchain as an important
breakthrough for independent innovation of core technologies clarifying the main
direction increase investment focused on a number of key core technologies and
accelerate the development of blockchain technology and industrial innovation this
is really a technology that countries should embrace with both hands and dive in
and adopt for the growth of their industries for the growth of their economies, this
Is a great technology for weaving together these marketplace rules are in a way that
automatically enforce those rules. it allows for these economic systems to be self-
auditing and | think that’s something that’s very important here in China but also
very important globally as well. And I think you’ll see some of these cases that can
be applied to as very very compelling.

so, in Hyperledger ,we take a very broad approach to enterprise blockchain
technology, one way to think of blockchains is as a very special kind of database
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but it’s a database that spread out and network and anybody on that network can
read from it and anybody can write to it. But their rights must follow certain rules.
And so there are many different ways to build these kinds of databases. We know
for example in the rest of the world you have outside blockchain technology, you
have databases like MySQL and MongoDB. And they are very different from each
other and how they work. So within Hyperledger, we decided very early that we
would be an umbrella or what we call the greenhouse where we would have a
number of different technology projects aimed at different approaches to building
enterprise block chain platforms, the key six projects are what we call the
distributed ledger projects. These are focused on software to run a node on a
distributed network. So if you are building a distributed supply chain or a
distributed payments network or distributed inventory control system, this is
software that everybody in that network runs on their own systems but then it talks
to everybody else. Some of our key projects within this category are projects like
Hyperledger Fabric which is the most widely used enterprise blockchain platform
out there today, both here in China as well as in the rest of the world.

And I'’1l talk more about that in a bit, But it also includes projects like Hyperledger
Sawtooth which has a very different approach to building these kinds of distributed
systems that are very much worth your time to learn more about Hyperledger Indy
which is very much focused on distributed digital identity and verifiable
credentials, as well as Hyperledger Besu that is really exciting, because it is one of
our more recent projects that came in about a year ago. And it’s very much focused
on applying the technologies that work in the Ethereum ecosystem into the
enterprise, and so Hyperledger Besu can run both on a permissioned blockchain as
well as a public blockchain and so lots of activity happening there and cutting
across these.

We have projects that are library kinds of projects around cryptography and around
running smart contract systems that sort of thing. We also have some tools that we
think are very compelling. A bench marking tool called Hyperledger Caliper which
has a tremendous amount of contributions from our community members there in
China.

Hyperledger Avalon which is focused on privacy and confidentiality so you can
build secure and private transactions on top of a common blockchain, as well as
our most recent project Hyperledger Cactus which is really focused on being able
to weave these different blockchain networks together into, so that you can do
transactions across these or write right smart contracts, that can operate across
different blockchain networks. Lots of activity going on the community is
expanding very quickly, lots of new developers coming in. we really invite
everybody to come in and have a chance.

Hyperledger Fabric in particular, 1 want to highlight, because it is again most
widely adopted out there every major cloud computing environment in the world
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now offers supported Hyperledger Fabric as a service offering. And that includes
of course are the ones that are in China, Tencent and Ant Financial ,Baidu as well
as JD,Lenovo has a cloud offering there and this is also very compatible with the
clouds outside of China South the clouds at Amazon web services and IBM,
Microsoft,SAP,Google Clouds . Of course, all these companies now can work
together on a common series of block chain networks. So, there is no vendor lock
in or clouds lock in to using these technologies.

Hyperledger Fabric as | mentioned is the most widely used platform out there,
there is a report that Forbes does every year called the Blockchain 50. Where they
talk to 50 very large companies with more than a billion dollars in revenue each
year, and ask them what are the block chain technologies you’re using. And out of
50 more than half of them are running projects on top of Hyperledger Fabric. And
many of them are also running projects with other Hyperledger technology. but it’s
exciting to see the diverse range of adoption of this technology from Ant Financial
and Tencent to Daimler and Honeywell and HSBC and Cargill in so many
different use cases all around the map in healthcare and supply chain in the out of
motor space. of course, many many of them in the financial services space. Trade
finance being a very big one.

In fact, there in China, we have a very large number of companies as members of
Hyperledger, these are companies who are building products and services on top of
them, I mentioned many of them, Huawei is a member it has made very large

number of contributions. | want to highlight as well , you also see a large number

of startups and mid-size companies as well, who are a core part of the collaborative
environment. Companies like eVisible, who are very active inside of the
community and produce a lot of interesting code. | also want to mention where we
are collaborating with organizations like CAICT, which oversees a lot of the
blockchain policy for the Government of China as well as Peking University and
the University of HK and Zhejiang University. where there’s a tremendous amount
of student and research work going into the blockchain technology that’s really
helping feed the entire Hyperledger.

In Hyperledger it was really important to us, it has been important to us for the last
four years to make sure that this is a global project with global collaboration. So,
we from the very beginning have focused on building the developer community in
China and making sure that they are empowered as collaborators on the project
even if they struggle with the English language which is the common language for
development code. we realized to support have a local working group there in
China, focused on helping those developers across the bridge from just using the
code to being able to contribute to the code. So, Jay Guo from IBM, David Liu
from MediConcen and John Xuan from Hyperchain have all been leaders of that
China technical working group and have been extremely helpful and pulling
together the local Chinese community.
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we also though have a really big focus at the Linux Foundation of course and also
at Hyperledger in building commercial ecosystems. so we recently launched a
verified Hyperledger certified service provider program and we have 12
participants in that program now, four of those are companies based in China. And
these are companies who have qualified developers and administrators working for
them, who really know how to help you build your blockchain networks.

So if you’re a company and you want to invest more in this space, you want to
understand how this works potentially launch a project, this is the chart list of
companies in an approach to help you build your block chain environment, there
are a large number of projects are building on top of Hyperledger now, especially
based there in China.

I don’t have time to go into depth on all of them, These are a few of the companies
both inside of China and outside, who have really built some interesting products
and services. | want to highlight in particular , China Construction Bank as well as
China Minsheng Bank, which had built a very very large trade finance system,
now running on top of Hyperledger Fabric processing billions and billions of yuan
of deals over each week and trade financial letters of credit and those sorts of
things as well. Tencent Cloud has built an interesting application involved with
managing inventory in their warehouse and being able to use that as the basis for
loans really cool stuff. And LegalXchain is using it, as a way to verify the integrity
of evidence created for the internet court system being used there in China, which
is really amazing and cool application of this technology.

All this wouldn’t be possible, if it weren’t for the members there in China, who are
helping us build the technology and then who are deploying this for all sorts of use
cases.

So, we’re incredibly appreciative of the response that we’ve received from China,
I’m really eager to spend more time. We have a team that’s based in HK to go and
help build and recruit developers and companies there, So please be in touch I just
on the last slide now, very eager to work with you and help you all of you
watching this learn more about Hyperledger and learn how to get involved in the
community as a developer ,or as a company thinking about using this technology.
Maybe even building a product or service on Top of the technology. We’d love to
have you as a part of the community.

Thank you very much.
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ABSTRACT

HoneyBadgerBFT, proposed by Miller et al. [34] as the first practical
asynchronous atomic broadcast protocol, demonstrated impressive
performance. The core of HoneyBadgerBFT (HB-BFT) is to achieve
batching consensus using asynchronous common subset protocol
(ACS) of Ben-Or et al., constituted with n reliable broadcast pro-
tocol (RBC) to have each node propose its input, followed by n
asynchronous binary agreement protocol (ABA) to make a decision
for each proposed value (n is the total number of nodes).

In this paper, we propose two new atomic broadcast protocols
(called Dumbo1, Dumbo2) both of which have asymptotically and
practically better efficiency. In particular, the ACS of Dumbo1 only
runs a small x (independent of n) instances of ABA, while that of
Dumbo? further reduces it to constant! At the core of our techniques
are two major observations: (1) reducing the number of ABA in-
stances significantly improves efficiency; and (2) using multi-valued
validated Byzantine agreement (MVBA) which was considered sub-
optimal for ACS in [34] in a more careful way could actually lead
to a much more efficient ACS.

We implement both Dumbol, Dumbo2 and deploy them as well
as HB-BFT on 100 Amazon EC2 t2.medium instances uniformly
distributed throughout 10 different regions across the globe, and run
extensive experiments in the same environments. The experimental
results show that our protocols achieve multi-fold improvements
over HoneyBadgerBFT on both latency and throughput, especially
when the system scale becomes moderately large.
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1 INTRODUCTION

Byzantine fault tolerant (BFT) protocols enable a set of untrusted
peers to reach consensus. As one fundamental research area in
distributed computing, the problem has been extensively studied
and many variants exist for different application scenarios. One
main categorization of the BFT protocols is based on the timing (or
network) assumptions. A synchronous BFT protocol assumes all
values sent by honest peers will be delivered to the recipients within
a certain period of time, which is known to everyone (including
the protocol designer). While a partially synchronous BFT protocol
relaxes this network requirement by allowing the time bound to be
exist but unknown. An asynchronous BFT protocol relies the least
on the network assumption that it does not require such a time
bound to exist, just that all values will eventually be delivered.

The favored asynchronous BFT. In the earlier years, considering
the deployment of BFT protocols mostly in conventional in-house
scenarios that the peers are well-connected, research efforts of BFT
focused on reducing (cryptographic) computations [5, 40], or in-
creasing the threshold of malicious participants the protocol can
tolerate [21], assuming a synchronous network. Nice works on
synchronous setting continue to emerge in recent years [1, 11, 32].
Efforts also exist relaxing the network synchrony assumption. One
notable example is the classic Practical Byzantine Fault Tolerance
(PBFT) protocol [18] that requires partial synchrony. However, re-
moving the synchrony assumption completely in practice becomes
more and more desirable for both robustness and efficiency reasons.

Recently, the success of cryptocurrencies and blockchain tech-
nology in general brings much broader application scenarios to the
BFT protocols, and also demonstrates the possibility of consensuses
over wide-area network (WAN). The open Internet environment
provides a more adversarial setting that the network latency among
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the peers could be time-varying. However, the synchronous (or par-
tially synchronous) BFT can only perform in the relatively “private”
network with well-connected nodes that guarantees network de-
livery within certain time bound. Those protocols would fail to
make progress and get stagnated if the timing assumption does
not hold. Indeed, it was shown formally in recent work [34] that
PBFT cannot make any progress in “intermittently synchronous
network”, where the adversary only chooses to delay messages at
certain time points. The "attack” could similarly be applied to a
class of leader-based BFT protocols [4, 5, 10, 19, 20, 41].

Another important reason that asynchronous protocols maybe
favorable is due to efficiency, particularly a property called respon-
siveness. A synchronous BFT protocol, when designed, is parame-
terized by the assumed network latency, which is normally chosen
to be large so that the actual network latency is indeed smaller thus
the synchrony assumption can be ensured. As a consequence, the
efficiency of most of the synchronous BFT protocols depends on the
assumed network latency. While “responsiveness” instead requires
the performance is only related to the actual network latency, thus
it should not rely on any timing assumption and the protocol makes
progress as soon as messages are delivered.

Moreover, it is well-known that asynchronous protocols simplify
the engineering efforts substantially when actually building the
distribute system, as no time-out mechanism will be needed. While
building a system implementing a synchronous protocol, one should
design all kinds of ad-hoc, error-prone time-out mechanisms.

The first practical asynchronous BFT [34]. Even though it is
preferable or even necessary in many cases when deployed in real-
world WAN, most of the previous researches on asynchronous
BFT are theoretical in nature until the first practical protocol Hon-
eyBadgerBFT was proposed in [34]. Previous asynchronous BFT
protocols normally are inefficient, e.g., having a high (per message)
communication complexity (up to O(n?) or even O(n?) if there are
n peers) [2, 9, 15, 17, 26, 40]. The performance of these protocols
will drop sharply when the system scales up. The elegant work
of HoneyBadgerBFT [34], on the other hand, made several critical
observations to push asynchronous BFT towards being practical.

The first observation is that an atomic broadcast protocol which
is a continuous execution of BFT protocols maintaining an ever-
growing log, (or to put it another way, regular BFT protocols can be
considered as a one-shot instance of it), could be built very lightly
from a weaker variant called asynchronous common subset (ACS)
together with a threshold encryption scheme. An ACS protocol
only requires peers to agree on a subset of all their inputs and was
originally proposed for different purposes [7].

More importantly, it was observed in [34] that the classic ACS
protocol from Ben-Or et al. [9] is much more promising for effi-
ciency both asymptotically and practically (than another related
protocol called multi-valued validated Byzantine agreement (MVBA)
[15], to be further explained soon), when picking the underlying
building blocks carefully. The ACS protocol from [9, 34] was built
from two sub-protocols: reliable broadcast (RBC) and asynchronous
binary agreement (ABA). The structure is fairly simple: each node
invokes an RBC to broadcast its input value, and participates in n
instances of the ABA protocol to agree on which subset of inputs
to include, see Figure 1.
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Figure 1: The structure of ACS in HoneyBadgerBFT [34]

Experimental results show impressive performance of Honey-
BadgerBFT. In a nice work BEAT [22], the authors gave an extensive
study about most suitable instantiations of the building blocks for
HB-BFT (while keeping the protocol structure intact) when consid-
ering diverse deployment scenarios. ! We take a different path and
ask the following question:

Can we redesign the ACS protocol to improve both its asymptotic and
practical efficiency?

1.1 Our contributions

We design two new ACS protocols, both of which improve the run-
ning time asymptotically and practically. Our experimental results
demonstrate a multi-fold improvements over HoneyBadgerBFT
[34] when they are run back to back in the same environment on
Amazon AWS. More interestingly, our two main observations (1.
the number of ABA instances should be reduced; 2. MVBA would
be more efficient if used carefully for ACS) that lead to our two
protocols would be of independent interests. Let us elaborate in
more detail below.

Dumbo1: a faster asynchronous BFT. We first go over the struc-
ture of the ACS protocol used in HB-BFT in slightly more details:
first each peer broadcasts its input via an RBC instance; whenever a
peer receives value from peer P;, it sets its input for the i-th ABA in-
stance to be 1 and starts the ABA protocol. Once an honest peer has
got 1 from n — [ ABA instances, it will input 0 to all the remaining
ABA instances which have not input yet and move on.

Identifying the major bottleneck. Due to the famous FLP impossibil-
ity [23], an ABA must be a randomized protocol. This brings in

the following drawback: though the expected number of “rounds”
of each ABA protocol is constant, the expected number of rounds

of running n concurrent ABA sessions could be significant, i.e., at
least O(log n) [8] More seriously, those ABA instances do not really
execute in a fully concurrent fashion: as (1) not all instances start
at the same time, some of the instances may start later as inputs of
(the previous RBC) haven’t been delivered; (2) normal node also has
an efficiency degradation facing large scale concurrent execution
(not enough CPU cores etc). When n gets larger, and the network is
unstable, there would likely be some ABA instances that terminate
very slowly. The slowest ABA instance determines the running time
of the ACS of HoneyBadgerBFT.

'We remark here that most of the techniques of BEAT [22] can be directly applied
to our protocols as well, to choose more suitable instantiations of the underlying
building blocks such as RBC, and further optimize the performance. Our focus is to
show asymptatic and practical improvements due to protocol redesign, so we mainly
compare a basie instantiation of our protocols with HoneyBadgerBFT in experiments.
See more comparison in section 1.2
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To see the practical impact of ABA protocols on the performance,
we carry out experiments of HB-BFT and do statistics about the
average running time between RBC and ABA. As shown in Figure 2,
it is clear that for HB-BFT, the cost of ABA is dominating 2. The
pattern becomes even more significant when the scale of the system
grows. This simple observation inspires us to reduce the number
of ABA instances needed in the ACS protocol.
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Figure 2: Time costs of RBC and ABA in HoneyBadgerBFT, we
get the running time of RBC by starting a timer when proto-
col starts and ending the timer when nodes get the output
of RBC, averaging among multiple nodes and instances. The
time of ABA is taking the maximum among all ABA instances
a node needs to run.

Reducing # of ABA instances. We redesign the structure of ACS, and
propose Dumbo1-ACS. Different with the HoneyBadgerBFT (and
also the BEAT protocols), Dumbo1-ACS only needs to run « instead
of all the n ABA instances, and achieves O(log k) running time,
where k is a security parameter independent of n. Other complexity
metrics remain the same.

In a simplified view, the first phase remains unchanged: every
node broadcasts its input through an RBC instance. Then, imagine
that if we have one honest node to take the role as the leader,
then it can first finish n — f RBC instances and then informs all
other nodes to output the deliveries of these RBC instances. To
get such an honest node, we can select a small number x of nodes
as the “leaders” such that at least one of them is honest with an
overwhelming probability.

Further care is needed as now two honest nodes may receive
different values from different selected “leaders”. Next, we should

enable honest nodes to decide which of the x selected nodes to
believe. It actually becomes similar to HB-BFT that we can invoke
ABA instances to confirm whose nomination of subset to include.
Once some ABA instances output 1, the corresponding messages
can be identified and output. Importantly, now the peers just need
to agree on the x (which could be much smaller than n) nodes. See
pictorial illustration in Fig. 3.

We would like to stress that the changes in the remaining parts
are kept at minimal so that the reduction of ABA instances also
yields significant practical improvements. It looks like we have
“We ignored some “unnoticeable” time cost of local computations such as threshold

encryption/decryption, picking an input from the buffer ete as they do not change the
ratio much.
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index-RBC

Figure 3: The structure of Dumbo1-ACS

a handful extra RBC instances than HB-BFT; however, we make
the input of each peer in those extra (index)-RBC instances to be
a tiny index-set (S; instead of the actual data loads). An honest
player inputs 1 for the i-th ABA if he indeed receives all messages
corresponding to $;. Moreover, the added coin-tossing protocol to
select k nodes is just a sub-routine of ABA protocol. So those added
overhead would be unnoticeable compared to the cost of eliminated
ABA instances.

To see why it works: when one honest node determines to output
the values corresponding to S;, it must be the case that the i-th
ABA instance outputs a bit 1. The property of ABA ensures that
(1) all other honest nodes will also output 1 and (2) at least one
honest node inputs 1 for this ABA instance. The latter means at
least one honest node indeed receives all the input values {v;}
corresponding to the index set 5;. Thus following the security of
RBC, all other honest nodes will also receive those values eventually.
While condition (1) ensures all honest nodes will actually output
the same subset of values.

Dumbo2: an even faster asynchronous BFT. Dumbo1 now runs
only k concurrent ABA instances, we now ask a more ambitious
question: can we push it all the way to constant?

Pushing # of ABA to minimum. HoneybadgerBFT requires n execu-
tions of ABA instances, due to the fact that each ABA instance
determines only for input from one peer. Dumbo1 can reduce it as
now the “committee” members are prepared with a vector of values.
But still, Dumbol needs to run « instances: the procedure after the
RBC phase is very similar to the structure of HB-BFT, that picks a
common subset containing the index-sets {S;} as elements. Since
each node will invoke/enter the i-th ABA instance once it receives
S; from the i-th committee and all values corresponding to the 5;.
This causes a challenge that different nodes may enter different
ABA instances, there is no “global coordinator” for those instances,
thus the only viable way is to concurrently run all of them.

In principle, we still “waste” k — 1 ABA instances. This inspires us
to find a way to correctly identify only one input vector, thus leads
us to re-examine the applicability of multi-value validated Byzan-
tine agreement (MVBA), which outputs one of the inputs of n peers
as long as the input satisfies some pre-defined predicate. MVBA
was considered impractical for building ACS in [34]. The reason
was that existing constructions suffer from a high communication
complexity, i.e., the MVBA protocol in [15] has communication com-
plexity O(n?|m] + An® + n®) in expectation 3, where |m| represents
the size of MVBA’s input values. In many cases, |m| > Anlogn,
thus the dominating term in the per message communication of

3In a very recent work, we brought down this complexity to O (n|m| + An®) [29]
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its direct construction of ACS [15] is O(n®|m|) = Q(n®) (Although
[15] did not explicitly mention ACS, their atomic broadcast already
contains the construction from MVBA to ACS, and the complexity
remains even for the recently improved MVBA [2]) and makes the
MVBA protocol impractical for building ACS.

But the above claim holds only when MVBA is directly invoked
with large size inputs. If we give a closer look, we notice that if |m|
is small, then the overall communication complexity of MVBA (and
also the corresponding ACS [15]) is no bigger or even substantially
smaller than the ACS in HoneyBadgerBFT ! * See Table 1 in Sec. 6.
And MVBA has the benefit of a constant number of ABA instances
[15]. The key challenge is now reduced to how to invoke MVBA
with small inputs to construct an ACS which may still have large
inputs. This reminds us the widely used conventional wisdom of
“Hybrid Encryption” in the setting of cryptography.

PREC-phase
Tt

s )

Figure 4: The structure of Dumbo2-ACS

The right way of applying MVBA. We present an even faster asyn-
chronous BFT protocol via an innovative use of MVBA, we call
it Dumbo2. It achieves asymptotically optimal (constant) running
time, i.e., Dumbo2 only needs to run (expected) three consecutive
instances of ABA, and other complexities remain the same °.

To work out the details of ACS requires further ideas. Since ACS
outputs a subset of inputs, we would first prepare each peer node
with a vector of inputs via RBC type of protocols. More importantly,
instead of feeding those message vectors into the MVBA protocol,
we further prepare each peer with a very short “indicator” (the Wj
in Fig. 4) and use it as input to join the MVBA protocol. The MVBA
protocol will output one such “indicator” which would be used to
inform each honest peer to pick the corresponding RBC instances.
The tricky part is, in an MVBA protocol, honest peers may output
the input (here the short “indicator”) from a malicious peer.

We resolve this by designing the “indicator” in a way that any of
it serves as a warrant all honest peers would receive the correspond-
ing messages. We formulate a new primitive called provable reliable
broadcast (PRBC) which augments RBC and further outputs a suc-
cinct proof (even by a malicious node) that at least one honest peer
has received the input. This can be realized by threshold signing on
the RBC index. The ABA within MVBA only needs to be repeated
(expected) three times. See Figure 4 for pictorial illustration, where
a is a random permutation.

*Similar phenomenon was also noticed in BEAT [22] that they chose a seemingly more
expensive RBC in BEAT1,2, but getting a more efficient protocol for small message
3There exist theoretical works [8] that can achieve constant expected running time for
n concurrent execution of ABA protocol, bul at the cost of larger message and com-
munication complexities; As pointed out in [34], if we directly adopt their technique
to construct ACS, the message and communication complexities will be @ (n'), which
render the ACS infeasible for practice.
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To see why it works: the actual inputs W; to MVBA includes a
indices set and the corresponding proofs. When one honest node
outputs Wj, the proof in W; is valid. This means the messages cor-
responding to the indices in W; were all received by enough peers
which include at least one honest peer. Then all other honest node
will eventually receive those as well.

We remark that though Dumbo2 out-performs Dumbol in most
of the cases, we choose to keep Dumbol for clarity of the presenta-
tion: the idea of using each ABA to vote whether to output the vector
of each “committee” member in Dumbol, instead of each input as in
HB-BFT is simple and intuitive. Such a possibility of more effective
voting could be viewed as a stepping stone to motivate the idea
of voting to output only one guy’s vector, which eventually leads
to Dumbo2’s idea of using MVYBA. Also, since MVBA is still fairly
complicated, in some benign cases when f is very small, Dumbo2
might not be better than Dumbo1.

Implementation and experimental evaluations. Besides the
asymptotic improvements (see Table 1 in Sec. 6), we implement
Dumbol and Dumbo2, and also test the performance of the our
schemes in the practical WAN environment. We deploy Dumbotl,
Dumbo2 and HoneyBadgerBFT on 100 Amazon EC2 t2.medium
instances uniformly distributed from 10 different regions across
the globe. For a fair comparison, we use the same language and
cryptography libraries as [34], and carry out a variety of tests in the
same environment. Results show that the efficiency of our schemes
indeed outperforms HB-BFT by multifolds, especially when the
system is sufficiently large. For example, when n = 100, Dumbo1
has a basic latency that is only 22% and Dumbo2 has only 5% of
that of HB-BFT. Moreover, Dumbol has a peak throughput 3.5x
and Dumbo2 has more than 9% of that of HB-BFT. See more details
about more tests in Sec. 7.

To showecase the effectiveness of our observation to reduce the
number of ABA instances, we pick the result (the running time
recorded of each sub protocol from a random node) from one exper-
iment where n = 32 with 10° transactions (250 bytes each) as input,
see Fig. 5. In the figure, for each protocol each line denotes the
execution of a sub-protocol instance, e.g., the two bars in the first
line of HB-BFT correspond to the first instances RBC; and ABA;
respectively, the second line corresponds to the second instances
RBC,/ABA;, and so on. The consistent broadcast (CBC) protocol in
Dumbo? is a part of MVBA, which can be regarded as a simplified
version of RBC (see appendix for detailed definition).

1.2 Related work

The consensus problem was firstly introduced by Shostak, Pease and
Lamport [28]. As a fundamental problem in distributed computing,
it has received extensive attention such that many different variants
of the consensus problem have been studied, e.g., [18, 25, 27, 38].

®For Dumbo? experiments, we intentionally run ABA more times to “simulate” poten-
tial adversarial network scheduler (otherwise there could be only one ABA), while the
experiments of HB-BFT, Dumbo] are done without scheduler intervention (same as
before [34]). We also note that in theory, in some very rare cases, it may be possible
that some RBC instance gets slow so that users have to wait after ABA instances are
finished. We do not observe the case that an RBC takes longer time than the slowest
ABA in the experiments. Further optimizations beyond reducing # of ABA instances
for the asynchronous atomic broadeast are interesting open problems.



Session 3C: Consensus

Dumbal

Dumboz

30 a0 50 &0 tme (=)

Figure 5: Running time breakdown of Dumbo1/2 and Hon-
eyBadgerBFT on one random node °.

Classic research on asynchronous BFT focused more on under-
standing the theoretical limits and feasibilities. The famous FLP-
impossibility [23] shows that no deterministic consensus protocol
can be possible in asynchronous settings as soon as one node may
crash. In contrast, Ben-Or [7] and Rabin [39] showed how to cir-
cumvent the impossibility via randomization. Those pioneering
works inspire many other classic works along the line of asynchro-
nous binary agreement (ABA) [7. 13] which consider input of each
node to be just a bit. ABA protocols are known to be an important
component towards building a full-fledged BFT or atomic broadcast
protocol [2, 15, 22, 24, 26, 34, 35, 40]. We observe (and verified in ex-
periments) that running a large number of ABA instances becomes
the bottleneck for efficiency and we strive to minimize the use of it.

HoneyBadgerBFT [34] is the first practical asynchronous atomic
broadcast protocol that comes with two major observations: (1)
a weaker problem of asynchronous common subset (ACS), orig-
inally proposed by Ben-Or et al. [9] can easily be converted to
an atomic broadcast without much overhead; (2) the ACS proto-
col constructed from reliable broadcast (RBC) and asynchronous
binary agreement (ABA) with careful instantiations over-performs
the previous thought of constructing it directly from a multi-valued
Byzantine agreement (MVBA) [15].

A few recent practical improvements of HoneyBadgerBFT come
from the nice works of BEAT [22] and Aleph [24]. In particular, the
BEAT carefully examine different use cases, and make suggestions
about the suitable component to choose to deploy in practice. In
more detail, besides BEAT?3,4 are for BFT storage only, they pre-
sented BEATO0-2 to meet different goals. The components in BEAT1
and BEAT? are chosen in a delicate way that even though the com-
munication complexity seems to be larger for reasonably large
messages, but if the message size is small, they are actually faster,
see Table 1 in Sec. 6. The Aleph is trying to improve latency obtain
log n factor improvement by proposing a different assumption on
the transaction buffers, however, the ABA still influence the latency
such that the latency still needs O(log n). One interesting technique
of Aleph is to remove the trusted dealer assumption, which also
may be used in our Dumbo protocols.

As we briefly mentioned earlier, our methods and BEAT are
orthogonal and compatible: their work kept the structure of the
HoneyBadgerBFT intact, thus have the same round complexity, but
cherry-pick the best instantitaions of the underlying components;
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we focus on restructuring the ACS protocol, but majority of com-
ponents are the same. Their techniques from BEAT0-BEAT?2 can all
be applied to our protocols as well. So for experiments, we focus
on comparisons with HB-BFT. Combining all their techniques with
ours would be interesting future work.

2 MODELS AND PROBLEM STATEMENT

2.1 System model

We now describe our system model.

Setup. In particular, it involves a designated set of n nodes {Pi };c ).
we use [n] to denote the integers {1, 2,..., n}. We consider the iden-
tities of these nodes to be public, e.g., certified by a PKI. We denote
by (PKj, SK;) the public/private key pair of nodes P;. In addition to
the already-established identities, a trusted third-party also runs
before the protocol to set up all involved threshold cryptosystems.
Static corruptions. We assume that there are f faulty nodes (3f +
1 < n), and consider these faulty nodes are fully controlled by the
adversary [15, 34]. Such adversary model means that before the
start of the protocol, the adversary is allowed to choose f nodes to
completely corrupt them, then the adversary can gets all the faulty
nodes’ initial internal states and also can let these nodes arbitrarily
misbehave during the execution of the protocol.

Asynchronous network. We consider the underlying communi-
cation network consisting of asynchronous fully-meshed authenti-
cated point-to-point (p2p) channels. In this model, between any two
nodes, there is an established authenticated p2p channel. However,
the adversary can fully conltrol the value delivered over all channels,
i.e., the adversary can arbitrarily delay, but the values send between
honest nodes will eventually be delivered, which explicitly implies
two facts: (i) the adversary can arbitrarily reorder values and (ii)
the network will not drop any values from honest nodes.

2.2 Design goals

Atomic broadcast. Our end goal is to design an atomic broadcast
protocol among n nodes under the system model above. Formally,
an atomic broadcast protocol satisfies the following properties with
an overwhelming probability:
o Agreement. If one honest node outputs a value v, then every
honest node outputs v;
o Total order. If two honest nodes output sequences of value
{vg,v1,...,v;) and (u{), U v},}, respectively, then v; = 0;
for i < min(j, j');
o Censorship resilience. If a value v is input to n — f honest
nodes, then it is eventually output by every honest node.

We require the three properties hold with an overwhelming
probability. In short, we will adopt the same model as Honeybad-
gerBFT [34], i.e., atomic broadcast among n nodes against [ static
corruptions in an asynchronous network.

Atomic broadcast protocol proceeds in consecutive epochs, after
each epoch, a new batch of transactions is output and appended to
the committed log (see Appendix A).

Asynchronous common subset (ACS). One nice observation
from HoneyBadgerBFT [34] is an efficient and simple conversion
to an atomic broadcast from a weaker variant called asynchronous
common subset (ACS) together with threshold encryption. An ACS
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essentially let each node output a common subset of all the node
inputs. Formally, it satisfies:

e Agreement. If an honest node outputs a set V, then every
honest node outputs V;

o Validity. If an honest node outputs a set V, then |V| Z n - f
and V contains the inputs of at least n — 2f honest nodes;

e Totality. If n — f honest nodes have an input, then all honest
nodes can produce an output.

Remark that there exists a simple conversion from ACS to atomic
broadcast by adding threshold encryption, we refer the details in
Appendix A and [34].

Complexity measures. The practicality of BFT protocols depends
heavily on their computational complexity. In this paper, we con-
sider the following three metrics:
e Message complexity: the expected total number of messages
that honest nodes generate during the protocol;
e Communication complexity: the expected total bit-length of
messages that honest nodes generate during the protocol;
e Time (round) complexity: the expected number of rounds of
communication before the protocol terminates.
Besides, note that we always consider n = 3f + 1 throughout this
paper, hence, our BFT protocol is also an optimal resilience which
just considers how many nodes may be corrupted.

3 PRELIMINARIES
We introduce definitions for some underlying building blocks.

Reliable broadcast (RBC) is a protocol running among a set of
n nodes in which there is a node called sender whose aim is to
broadcast a value to all the other nodes. More formally, an RBC
protocol satisfies the following properties:

o Agreement. If any two honest nodes output v and o' respec-
tively, then o = 0’;

e Totality. If an honest node outputs o, then all honest nodes
output v;

o Validity. If the sender is honest and inputs o, then all honest
nodes output v.

Consistent broadcast (CBC) is similar to RBC, but it does not pro-
vide Totality.

Asynchronous binary agreement (ABA) is a special asynchro-
nous Byzantine agreement protocol among n nodes. In an ABA
protocol, each node has a single-bit (0/1) input, and their goal is to
reach an agreement on the decided bit [14, 16, 36]. More formally,
an ABA protocol has the following guarantees:

o Agreement. If any honest node decides the bit b, then every
honest node decide b;

e Termination. If all honest nodes receive input, then every
honest node decides a bit;

e Validity. If any honest node decides b, then at least one honest
node received b as input.

Remark: As many previous works [14, 16, 34, 36], the termination
property here for ABA only requires all honest node to decide (in
the sense of outputting a value for further applications, while not
halting the protocol). It is possible that they each decide a value,
but some node still continues waiting messages in the protocol [34].
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As in [34], we use “output” and “decide” interchangeably on a bit in
ABA. Please see Appendix B for details of concrete constructions
of RBC, CBC and ABA 7 protocols.
Multi-valued Byzantine agreement (MVBA): The MVBA (2, 15]
allows agreement on arbitrary values instead of being restricted
to binary values. The protocol has a global, polynomial-time com-
putable predicate Q known to all nodes, which is determined by the
particular application. The basic idea of the protocol is that each
party proposes a (different) value that contains certain validation
information as input and outputs an value which satisfies the Q
as the decision value. The protocol ensures that the decision value
was proposed by at least one party. Each honest node only inputs a
value to MVBA that satisfies Q.

More formally, an MVBA protocol satisfies the following prop-
erties except with negligible probability:

e Termination. If every honest node P; inputs with an exter-

nally valid value ;, then every honest node outputs a value;
External-Validity. If an honest node outputs a value v, then

Q(v) = True;
o Agreement. All honest nodes that terminate output the same
value;

Integrity. If all nodes are honest and if some nodes output o,
then some nodes proposed v.

Threshold signature scheme: Let 0 < 1 < n, A (t, n)-non inter-
active threshold signature scheme is a tuple of algorithms which
involves n nodes and up to  — 1 node can be corrupted, where each
node have a private function SigShare, and three public functions
ShareVerify, Combine and Verify (see Appendix B for formal defi-
nitions). The signature schema satisfies the following properties:

s Unforgeability: No polynomial-time adversary can forge a
signature that can be verified correctly (by honest parties) of
any message m without querying the signature algorithm;

e Robustness: When a message m is provided as the input of
the signature algorithm, eventually all honest parties can get
a signature of m that can be correctly verified.

(1, k, €)-Committee election (CE): A CE protocol is executed
among n nodes (identified from 1 through n). I at least f + 1 honest
nodes participate, the protocol terminates with honest nodes output
a k-sized committee set C such that at least one of C is honest nodes.
In particular, a protocol is said to be (1, k, €)-committee election, if it
satisfies the following properties except with negligible probability
in cryptographic security parameter A:

o Termination. If f + 1 honest nodes activate the protocol CE,
all messages among honest nodes arrive, then all honest
nodes output C;

o Agreement. Any two honest nodes output the same set C;

o Validity. If any honest node outputs C, (i) |C| = &, (ii) the
probability of every node P; € C is same, and (iii) C contains
at least one honest node with at least probability 1 — ¢;

o Unpredictability. Before invocation by one honest node, the
probability of the adversary to predict the returned commit-
tee is at most 1/(}).

"The original HoneyBadgerBFT [34] used an ABA protocol [36] which requires a
strong common coin that cannot be realized by the threshold coin scheme [16]. The
revised version of HB-BFT added a fix [33] of the ABA pratocol (see also Alg. 7 without
the “amendament”). In our experiments, we adopted this revised ABA.
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Remark that a (1,x,€)-CE can be constructed directly from a
threshold coin-tossing (see Appendix B), which can be readily de-
rived from threshold signatures. At least one honest node is elected
in C with an overwhelming probability 1-e—negl(A), where negl()
is a negligible function in cryptographic security parameter A, and
€is exp(—Q(x)) (c.f. Lemma 4.1 for details).

4 DUMBO1: A FAST ASYNCHRONOUS BFT
PROTOCOL

In this section, we present our first ACS, which is called Dumbo1-
ACS. Applying the same conversion from ACS to atomic broadcast
[34] (adding threshold encryption), we can obtain a new atomic
broadcast: Dumbol. We will focus on the ACS protocol below.

4.1 Dumbol-ACS

High level overview. The core of our design is to reduce the
number of ABA instances needed in an ACS execution. As briefly
elaborated in the Introduction, the reason that HoneyBadgerBFT
(and also BEAT) needs n instances of ABA is due to the following
reason: the peers need to agree what to do for each peer’s input
via one ABA instance. Observe that after the first RBC phase, each
peer is prepared with a subset of inputs.

Instead of investing an ABA for each input, we would let a small
number k of “aggregators” to nominate which subset of inputs to
output (based on what it has already received). In this way, each
ABA instance is now used to let the nodes to determine whether
they agree on the i-th nominated subset S;. We remark again that
the nomination procedure is also using RBC, however, the inputs
are just indices-set S; instead of the actual data load. Also the
nominator/committee election is just one coin-tossing at best, thus
the overhead is minimal compared to the saved ABA instances.

Note that k instances of ABA protocol are still needed, otherwise
one honest node may decide to follow 5; while the other honest
node may decide to follow §j, as each of them indeed receives the
corresponding input values but ends up violating the agreement.

In slightly more detail, as illustrated in Figure 3 in Introduction,
our Dumbo1-ACS includes two phases of RBC, denoted as data-RBC
and index-RBC respectively. The data-RBC instances are executed
by the nodes to broadcast their inputs. x leaders will then be selected.
The index-RBC instances are only initiated by the selected members
when they have received n— f values from those data-RBC instances.
Each index-RBC is used to broadcast the indexes indicating which
n — f values that a selected member has already received. In the
last phase, an honest node will input 1 to the i-th ABA instance if it
has already received S; (with size n — f) and all the corresponding
values in the data-RBC instances.

Committee election. The election of those committees/nominators
is standard practice, i.e., randomly choosing x nodes to ensure
the probability that one of them is honest with an overwhelming
probability in k. Usually, the probability that none of x random
peers to be honest is at most (1/3)" (see Lemma 4.1). In practice,
we could let system designer to choose x = min{kg, f + 1} in a way
that (1/3)* = €y for any small ¢y he likes.

Construction of Dumbo1-ACS. Now we describe the construc-
tion of our Dumbo1-ACS. The detailed process of Dumbo1-ACS is
shown in Algorithm 1. As illustrated in Figure 3 in Introduction,
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our Dumbo1-ACS includes two phases of RBC, the first phase is to
broadcast value, the second phase is to broadcast indices.

The Dumbo1-ACS protocol composed of five logical phases, the
detailed protocol proceeds as follows:

o Value broadeast: (line 02). All nodes Py input their value o; to
RBC; protocol.
o Committee election: (line 03-03). All nodes participate CE
protocols to select committee C, and take the committee
member’ identities into a set CMIS.
Indices broadcast: (line 06-09). When the committee mem-
bers have received n — f Value message from distinct RBC
instances, then they will broadcast these indexes of n — f
Value messages through RBC.
ABA phase: (line 10-17). When one honest node has already
received Index message (5;) from committee member P; and
all corresponding Value message from the RBC instances,
then input 1 to the ABA ; instance; if one honest node gets an
output from any ABA; and j € CMIS, then input 0 to other
ABA instance which no input has been provided to yet.
Output phase: (line 18-25). When a node terminates in all
Kk instances of ABA, for any x € CMIS, if ABA, outputs 1,
then the node waits Index message from RBCy and gets a
set S, and further waits Value message to get v; for all j € §
from RBC; and finally outputs {v;} jes.

Algorithm 1 The Dumbo1-ACS protocol (for party P;) in consecu-
tive epoch r

—

: Let {RBC; },, refer to n instances of the reliable broadcast protocol, where P; is
the sender of RBCj, and ABA; refer to the ABA instance corresponding committee
member P;. Initial: Committee member identities set CMIS = 0.

: Input (Value, ;) to RBC;;

: Invoke Committee Election protocol CE(r);

: wait until Commillee: {PM‘PJI’ v Py} e CE(r)

CMIS — {1, ja. -+ Lk b

: if P; £ Committee then

wait until receiving n — f Value messages {(Value, v, ), (Value, 2;,),
<o (Value, ZJ;'"_’,—) } from distinct RBC instance

&= data-RBC

PRI T AT

: let S; = {iy g, -+ ik

9 input (Index. S;) to RBC!; & index-RBC

10: upon receiving Index message (Index, 5;) from committee member P and [S;| =
n—fdo

11: if no input has been provided to ABA; then
12: wait until all (Value, u_,‘-)x;‘«;}. have received
13 input I to ABAj;
14: upon receiving 1 from any ABA; and j € CMIS do
15: for x:x € {CMIS - j} do
16: if no input has been provided to ABA, then
17: input 0 to ABA,:

18: upon all k ABA instances have completed do
19: for x: x € CMIS do

20¢ if ABA, output 1 then

21: wait Index message: (Index, Sy} «— RBCx
22: 5« SUS,:

2% for j € Sdo

24: wait Value message: (Value, v;) «— RBC;

25: Qutput Ujes v;.

4.2 Security analysis

Dumbol realizes an atomic broadcast via the combination of ACS
and threshold encryption. To prove the security of Dumbol, we
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need to go in two steps: (1) a reduction from atomic broadcast to
ACS and threshold encryption; (2) to show our new constructed
Dumbo1-ACS protocol indeed satisfies the ACS properties.

The proof for Step 1 has been given in [34], for more details
please refer to Appendix A. Here we focus mainly on the Step 2
and prove Dumbo1-ACS satisfies all properties of ACS.

Lemma 4.1. (Validity of CE)Ifn = 3f + 1, x < f and CE(id)
returns a set C, then the set C containing at least one honest nodes
except with exp(—Q(x)) probability.

Proor. Due to the pseudo-randomness, hence, the total case is
(1) of random choose k nodes, and the total case is [{] of the set
C containing no honest nodes. Let p is the probability of the set C
containing no honest nodes. So, we have

) Tn—kK)!
p= = Lo < (bremp-a0). o

Remark: If f is small, we can simply set k¥ = f + 1. Algorithm 4
satisfies the Termination, Agreement and Unpredictability properties
of CE follows from the properties of threshold coin-tossing.

TuEOREM 4.2, With except exp(—Q(x)) probability, the Dumbol-
ACS protocol satisfies Agreement, Validity, and Totality of ACS, as-
suming the underlying RBC, CE and ABA protocols are secure.

Proor. Agreement: To prove that Dumbol-ACS satisfies the
agreement property, we show that when an honest node outputs
V, then every honest node outputs V. Assume that an honest node
P has a output V = {o;},cs.

The indices § must be contained in some index sets. W.lo.g, we
assume S is included only one index set g, (Index, 5. ) was received
in some RBC (denoted as RBCy), then the node must have received
1 in the corresponding ABA instance (denoted as ABA). Due to
the agreement property of ABA, all honest nodes will also receive
1 in ABAj. Hence, all honest nodes will wait an Index message
output from RBCy., due to totality and agreement of RBC, so all
other honest nodes will receive same Index message (Index, 5;.).

On the other hand, due to the validity of ABA, at least one honest
node P’ inputs 1 to ABAg. It implies that this honest node must
have received Index message (Index, 5;.) and these Value messages
{Value, v} ;es, corresponding to the index set Sg. The totality and
agreement of RBC now can ensure that all other honest nodes
including P will receive {Value, v;} for any j € S.

Hence, every honest node outputs {0} es, = {vj}jes = V.

Validity: To prove that Dumbo1-ACS satisfies the validity prop-
erty, we show that [V| = n — f and V contains the input of at least
n — 2f honest nodes when an honest node outputs a set V.

If an honest node P; outputs a set V = {v;} 5, W.lo.g, we as-
sume S is included only one index set S, (Index, Sj) was received
in index-RBCj. According to the Algorithm 1, we can know ABA
return 1, due to the validity of ABA, at least one honest node (say
P') inputs 1 to ABA. It implies that P’ must have received Index
message (Index, §;) and all Value message {Value, vj};cs, corre-
sponding the index set Sy, where |S;.| = n — f.

The totality and agreement of RBC now can ensure that all honest
nodes including P; will receive {Value, v;} jes,, where [Si| =n - f.
So, V = {vj};es, . Hence, we have [V| = n — f. Notice that there
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are at most f byzantine nodes, there must be at least n — 2f inputs
from honest nodes in set V.

Totality: To prove that Dumbo1-ACS satisfies the totality prop-
erty, we show that all honest nodes produce an output if n — f
honest nodes have an input.

Since n — f honest nodes have an input, according to the validity
of RBC, hence, every committee member can receive n — [ Value
messages from distinct RBC instance. So, every committee member
can activate the second phase RBC instance. Besides, according
to the CE protocols, there exists at least an honest node (say P;)
belongs to the committee.

Next, we will prove that at least one ABA instance returns 1.

Firstly, suppose all ABA instances oulput 0, in this case, line
14-17 will never execute, that is to say, 0 will never input to any
ABA instance by honest nodes. However, according to the validity
of ABA, at least one honest node inputs 0 to ABA, which induces
contradiction.

Secondly, since the committee member P; can activate the second
phase RBC; instance, if all honest nodes have not received 1 from
any ABA all the times, in this case, all honest nodes can receive valid
Index message from P; (the validity of RBC) and corresponding
Value message from RBC instances (the totality of RBC), next, all
honest nodes input 1 to ABA;. Again according to the validity of
ABA, the ABA; will return 1 to all.

Hence, there exists at least one ABA (say ABA}) instance return-
ing 1. Due to validity of ABA, at least one honest node (say P’) inputs
1 to ABAL. It implies that such an honest node must have received
Index message (Index, S;) and all Value message {Value,v;} e,
corresponding the index set ;. The totality and agreement of RBC
now can ensure that all honest nodes will receive {Value,v;} e, -
Hence, all honest nodes can produce an output {;} jes, - m]

5 DUMBO2: A FASTER ASYNCHRONOUS BFT
PROTOCOL

In this section, we present a further improved ACS protocol Dumbo2-
ACS, which reduces the number of ABA instances to constant, thus
guarantees termination within a constant running time. We show
a new construction of ACS using RBC and MVBA. More interest-
ingly, our new method demonstrates an innovative use of MVBA
can actually lead to more efficient ACS, which was considered less
promising than using RBC and ABA in [34].

5.1 Dumbo2-ACS

High level overview. As discussed above, Dumbo1 improves HB-
BFT in the sense that reduces the number of ABA instances to x,
but still they all need to be run. In order to minimize the usage of
ABA, we need to (1) prepare each peer with a vector of inputs from
enough peer nodes; (2) find a way to identify and output one of them.
The former is easy that an RBC phase already achieves it. The latter
inspire us to re-examine the possibility of MVBA which outputs
only one input (not necessarily from an honest node, but satisfies
some condition). As explained in Introduction (and also Table 1 in
Sec. 6), current MVBA constructions were considered impractical
for ACS due to its high communication complexity. However, if
we examine all the terms in the communication complexity, the
dominating term changes when message size becomes small, MVBA
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could even over-perform! More importantly, MVBA [15] only needs
to run three consecutive ABA instances in expectation.

Considering the conventional wisdom of hybrid encryption, the
heavier public key encryption is only used to hide a short session
key, while the actual (potentially large) message will be encrypted
using symmetric key encryption using the session key. In analog
to that, we similarly use indices as input to invoke MVBA. Now we
have one more challenge that MVBA may output one such index-
set from a dishonest node. To resolve this, we propose provable
RBC that further outputs a succinct proof s.t., whoever produces
such a proof, it guarantees that all honest nodes will receive the
input value.

Provable reliable broadcast (PRBC). A natural way to obtain
such a (succincet) proof is to get acknowledgement from enough
nodes, which can be realized via threshold signing on the RBC
identifier. The PRBC protocol with an identifier id, and a verify
algorithm Verify is denoted PRBC; 4. Formally, an PRBC;; protocol
satisfies the following properties except a negligible probability:

s Agreement. If one honest node outputs v, another honest
node outputs ¢’, then v = v”;

e Totality. If any node outputs a pair (id, o) and Verify(id, o) =
1, then all honest nodes output a value v and (id, ¢);

e Validity. If the sender is honest and inputs o, then all honest
nodes output v and valid string (id, o):

s Succinctness. The length (size) of valid string ¢ is independent
with the length of value o.

A PRBC can be constructed from RBC and threshold signature,
it is shown in Algorithm 2. The PRBC protocol can be decomposed
in three logical phases, the details are as follows:

e Value broadcast phase: (line 02-04). If the node is sender,
then the node P inputs the value v to RBC protocol.

¢ Output value phase: (line 05-07). If honest nodes receive a
value from sender, then the nodes send a threshold share
signature of id to all.

Output signature phase: (line 08-13). If nodes received f + 1
valid threshold share signature of id, they can combine these
share signature into a threshold signature o of id, then output
the o.

Algorithm 2 The PRBC;; protocol with epoch r (for party P,
where the sender is P; and id = (r,s})

1: Let RBC;q refer to the instance of the reliable broadcast protocol, where P; is the
sender of RBC g {DSs} = 0.
: if P; = P; then
upon receiving input value v; do
input {Value, v5} to RBC;4;
upon receiving Value message {Value, v} from RBC,; do
T — SigShare_fﬂ (sk;, id);
multicast (Done, id, oy )
: upon receiving a Done message (Done, id, o;;) from node F; for the first time
do
9 if ShareVerifny(id, (f.ojs)) =1 then
10 DS¢ « DS; U {j,a}:
11: upon |DS;| = f+1do
12: ag «— Combineg,, (id, DS;);
13: return (Finish, id, ;).

o S

71

CCS 20, November 9-13, 2020, Virtual Event, USA

Construction of Dumbo2-ACS. Now we give the construction
of our Dumbo2-ACS protocol, the details of which are shown in
Algorithm 3. We denoted MVBA, as MVBA protocol with identifi-
cation r. As illustrated in Figure 4 in Introduction, the Dumbo2-ACS
includes two part: PRBC and MVBA.

We will use W = {(s1, 1), (52, 02), - - - . (5. 6 ) } as the input to
MVBA, for each node. In particular, s; is put in W if the correspond-
ing o; on s; is received. The predicate O of the MVBA, will output
1 if at least n — f distinct i satisfy s; #1 in W, and for each (s;, 0;)
of W, it is a valid output of PRBC, i.c., Verify 1 ((r.5:},07) = 1
if s; #1. The Dumbo2-ACS protocol can be decomposed in three
logical phases, the detailed protocol proceeds as follows:

e Value broadcast phase: (line 03-04). All nodes P; input their
value v; to PRBC protocol, and wait for n — f distinct Finish
messages.

» MVBA phase: (line 08-10). Upon receiving n — f distinct
Finish messages, then invoke the MVBA protocol and wait
to get an output W from MVBA.

® Qutput phase: (line 11-13). All honest nodes wait Value mes-
sage from PRBC according to the W,

Algorithm 3 The Dumbo2-ACS protocol (for party P;) in consecu-
tive epoch r

: Let {PRBCy, j, }, refer to n instance of provable reliable broadcast protocol,
where Pj is the sender of PRBC ;. ;1. and the O be the following predicate:

Qr [{(s1,01), (52, 52), - -, (Sm.on) }] = (at least n — f distinct 7 satisfy s; # L
and Verify o, ({r,s;},01) = 1).
2: Imitial: W = {(sy, 09), (52, 02), -+, (Sp, &) }, where (s;,0;) « (L, L) for

all1< j<mFS=0.

: upon receiving input value o; do
input {Value, ; } to PRBC, ;);

-

: upon receiving a Finish message (Finish, {r, j}, o;) do

(sjy o) « (o)

FS=FS+1;

cupon FS=n - f do

9: propose W for the MVBA,;

10: wait the MVBA, to return W = {(51,61), (5. 62)), - -, (5 Gn) }
11: Let 5  [n] be the setof 5; 21 for 1 < j < n.

12: Wait until receive v; from PRBC,, j, forall j € 5.

13: Finally output Ujeso;.

- - T

5.2 Security Analysis

Intuition: Similarly with the Dumbo1-ACS, when an honest node
outputs a subset of values, it implies that the node has received the
corresponding index subsets. Due to the termination and agreement
of the MVBA, all honest nodes will receive the same index-set W.

Besides, the external-validity of MVBA ensures that the index-
set W satisfies the predicate Q, which means that the input message
corresponding to each index will be received by all honest nodes in
the PRBC, and the size of subsets is at least n — f.

Like in Dumbol, we also focus on the proof of Dumbo2-ACS.
Note that the property of succinctness follows from proper choice
of threshold signature scheme whose signature size is A.

LEmMMA 5.1. The Algorithm 2 satisfies the Agreement, Validity
and Totality properties of PRBC, assuming the underlying RBC and
threshold signature scheme are secure.
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Proor. Agreement: If one honest node outputs v and another
honest node outputs v’, according to the agreement property of
RBC, we have v = v’.

Totality: If any node outputs string (id, o) and Verify ., (id, o)
= 1,itimplies that at least one honest has received a value v from the
sender Ps. If not, at most f share signatures on id will be generated:
hence, it's impossible for any malicious node to outputs a valid
threshold signature. Otherwise, it will violate the unforgeability
property of threshold signature scheme. Due to totality property of
RBC, all honest nodes eventually output o.

Validity: If the sender is honest and inputs o, from the validity
property of RBC, all honest nodes output v. Besides, according
to the Algorithm 2, after receiving a value from the sender, each
honest node will multicast a share signature of id to all, so each
honest node can receive at least f + 1 valid share signatures. Hence,
all honest nodes can output a valid string (id, o). O

THEOREM 5.2. With except negligible probability, the Dumbo2-
ACS protocol satisfies the Agreement, Validity, and Totality properties
of ACS, assuming the underlying PRBC and MVBA are secure.

Proor. Agreement: To prove that Dumbo2-ACS satisfies the
agreement property, we need to prove that when an honest node
outputs V, then every honest node outputs V.

Assume an honest node P; outputs V' = {o; } jes. It implies that
forany j € 5,5; # Lin W, following external-validity of MVBA, we
know there is a valid proof (threshold signature) ; for §;. Hence,
according to the totality of PRBC, all honest nodes including P;
output o;. Besides, the agreement of MVBA ensures all honest nodes
have the same S. So every honest node also outputs V = {2} jes.

Validity: To prove that Dumbo2-ACS satisfies the validity prop-
erty, we show that |V| = n— f and V contains at least n — 2f inputs
from honest nodes when an honest node outputs a set V.

If an honest node P; outputs a set V. = {v;};es. Due to the
predicate Q of MVBA, (1) for any §; € W, there is a corresponding
valid threshold signature &; if §; #.L, (2) at least have n — f distinct
5i #1. Hence, according to the totality of PRBC, P; outputs the data
set V including n - f values.

Note that there are at most f byzantine nodes, hence, there must
be at least n — 2f values from honest nodes’ input in set V.

Totality: To prove that Dumbo2-ACS satisfies the totality prop-
erty, we show that all honest nodes produce an output if n — f
honest nodes have an input.

According to the validity of PRBC: if a sender i is honest, then
all honest nodes receive v; and (i, ;). Now that n — f honest nodes
have an input, thus every honest node can receive at least n — f
distinct valid pairs (id, 0;4). Hence, every honest node can receive
at least n— f distinct Finish messages and define an externally valid
value Wj as input to MVBA. Following agreement and termination
of MVBA, all honest nodes can get the same output W from MVBA.

Besides, the value W satisfies the predicate Q due to the external-
validity property of MVBA. Hence, for any §; # L, there is a corre-
sponding valid threshold signature &;. Let S be the set of §; # L for
all 1 < i < n. The totality of PRBC now can ensure that all honest
nodes will receive {v;};es. O
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6 EFFICIENCY ANALYSIS

Throughout the paper, we consider |m| denotes the message size, A
is the security parameter for the cryptographic primitives and also
denotes the size of (threshold) signature.

Table 1: Detailed performance metrics of ACS.

Complexity*
Protocol Time Communication Message
HB-BFT/BEAT0 | O(logn) | O(n?|m| + An’logn) | O(n*)
BEAT1/BEAT2 | O(logn) O(n®|m| + An?) O(n?)
Dumbol O(logk) | O(n?|m| +An? log n) O(n*)
Dumbo2 a(1) O(n?|m| + An® log n) O(n®)

¥ Time means expected running time (or communication rounds).
One may notice that the communication complexities here look
different with that in [34]: here the communication and message
complexity both refer to the total complexity for the whole ACS with
all terms, while in [34] they calculated complexity per transaction,
and "ignored" the terms they considered small for large-size input.

Efficiency of Dumbo1. Firstly, let’s go through the process of the
Dumbo1-ACS. Following Alg. 1, the messages exchange in four
places. First, all parties participate n concurrent RBC instances to
broadcast input values to all; second, all parties to participate the
committee election; third, all parties to participate x concurrent
RBC instances to broadcast indexes message to all; last, all parties to
participate k concurrent ABA instances to agree on whose indices to
adopt. First we present the following observation from [8]. Suppose
X1.Xa, . ... Xj be independent random variables such that for every
1<i<€<nPr[X;>j]l=¢ (0<q<1)IfY = max{X;}, then
EXP[Y] = O(logn).

Hence, the expected time complexity of Dumbo1 is O(log k) due
to the ¥ ABA instances (and all other concurrent RBC instances
have constant rounds in total). Message complexity is still Q(n*)
as the added components x (k is normally substantially smaller
than n) more RBC instances cost no more than O(k - n?), while
there are also some reductions due to smaller # of ABA instances.
Regarding communication complexity, the data-RBC instances gen-
erate O(n®|m| + An® log n) bits communication, while the added
index-RBC instances generate only Q(n?A) bits communication,
(ignoring the reduced part due to ABA reduction). Hence, the com-
munication complexity of Dumbo1-ACS is still O (n%|m| +An® log n)
as before.

Efficiency of Dumbo2. Similarly, here we also go through the pro-
cess of Dumbo2-ACS. From the Algorithm 3, the message exchange
appears in two places. First, all parties participate n concurrent
PRBC instances, the second phase an MVBA instance.

The expected time complexity of DumboZ2 is Q(1) due to all
concurrent PRBC instances have constant rounds in total and the
running time of MVBA is also constant. Message complexity still
keeps same with the HoenyBadgerBFT and is O(n®), due to it
needs n PRBC instances (incur O(n?) message) and the MVBA
message complexity is @(n?). Since it needs n PRBC instances,
hence, the communication complexity of the Dumbo2 was dominated
by concurrent n PRBC instances and up to O(r?|m| + An® log n). In
fact, the MVBA phase only generates O(An?) bit communication.
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Basic Latency (s) Throughput (tx/s)

System Scale | HB-BFT [34] | Dumbol Dumbo2 | HB-BFT [34] Dumbol Dumbo2
n=32 70 19| L73% | 75 | | 89% 8430 11313 | T34% 15121 T79%
n=64 240 49 | | 80% | 14 | | 94% 4453 12111 | T172% | 18692 | T 320%
n=100 491 90 | [ 78% | 24 | | 95% 1934 8814 | 7356% | 17767 | T 819%

Table 2: Improvements of latency and throughput

7 EXPERIMENTAL EVALUATIONS

We implement Dumbo1, Dumbo2 (the full fledged atomic broadcast)
and HoneyBadgerBFT, and deploy them on Amazon AWS. Note
that we used same parameters and environment as HB-BFT. We
carry out a serial of experiments in various settings with different
system scales and input sizes. The results demonstrate that we have
significant improvements on both latency and throughput over
HBBFT, especially when n gets moderately large. Some example
comparisons are given in Table 2 collected from random nodes.

Implementation details. Our prototypes of Dumbol and Dumbo?
are implemented in Python, part of which were developed from
the implementation of HoneyBadgerBFT provided by [33, 34]. Each
node runs on a separate EC2 instance. At the beginning of the
program, nodes establish communication channels with each other
through unauthenticated TCP sockets. All nodes behave honestly
by default. In the implementation of Dumbol and Dumbo2, the
ABA instantiation was the “corrected” version, see [33] and Alg. 7
below in the appendix for details.

We implement Boldyreva’s pairing-based threshold signature
scheme [12] on MNT224 curve for threshold signature (also for
random-number generation, coin-tossing and committee-election).
For threshold encryption, we adopt the threshold encryption scheme
from Baek and Zheng [6] using 55512 symmetric bilinear group.
These threshold cryptography schemes were implemented with
Charm [3] Python wrappers for PBC library [30]. To implement
Reed-Solomon codes, we use the zfec library [42].

Evaluation. We deploy the protocols on Amazon EC2 services,
run them on 100 Amazon EC2 t2.medium instances uniformly
distributed from 10 different regions (Tokyo, Singapore, Mumbai,
Stockholm, Paris, Frankfurt, St. Paulo, California, Virginia and Cen-
tral Canada) across the globe, each with two virtual CPUs and 4GB
memory. We carry out several groups of tests in different system
scale, varying the batch size B from 4 to 2 x 10° transactions. We
assume the size of each transaction are 250 bytes ¥ and use the
parameter n = 4f. Besides, we set the error parameter € = 1073
to determine the size of committee, which is sufficiently small in
practice to ensure error-free operation within ten years even if
suppose the time is 1 second for each epoch. Note that we always
try to make instances distributed geographically heterogeneous to
simulate the practical WAN environment. E.g., When 8 nodes are
tested, they will be located in 8 different areas. Significant delay
and fluctuation therefore commonly exist in the communication
channels. It is natural that if more instances are located in the same
area, the efficiency of the protocols would be higher.

Latency. Similar as HB-BFT, latency is defined as the average time
interval between the time the first node starts the protocol and

3sufficient to contain an ECDSA signature, two PKs, and a typical Bitcoin transaction
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Figure 6: Basic latency of Dumbo1/2 and HoneyBadgerBFT

when the (n — f)-th node gets the result. Latency is related to
protocol, as well as the batch size of the input. We also consider
basic latency by letting each nodes propose only one transaction.

In Figure 6, we show the basic latency of the protocols with
different system sizes n. It increases when n increases. When n
is very small, the basic latency of the three protocols is almost
the same. However, the latency of HB-BFT increases much faster
than Dumbol and Dumbo2 when n gets larger. For example, when
n = 100, the basic latency of HB-BFT has been up to 500 seconds
while that of Dumbol is only about 80 seconds and Dumbo2 is
only about 20 seconds. The reason lies in that when n gets larger,
the latency improvement from reducing number of ABA instances
becomes more and more significant.

Throughput. Throughput is defined as the number of transactions
committed per second. We use different batch sizes to test, and
show the relationship between throughput and batch size in Fig. 7.
As shown in Figure 7, the throughput of protocols get larger with
the increase of batch size if the bandwidth and computing resources
are sufficient. Note that the throughput reaches its peak at certain
point and then may decrease if the batch size continues to grow,
due to the limitation of the bandwidth or computing resources, see
the result when n = 8. More importantly, when n gets larger, the
advantage of Dumbo1/2 become more and more significant. For
example, when batch size is 2x10® and n = 100, Dumbo2 running for
one minute and achieve throughput more than 17000 transactions/s,
which is 9 times as much as that in HoneyBadgerBFT.
Trade-off of latency and throughput. Figure 8 shows the re-
lationship between latency and throughput in different settings
(n = 8/32/64). For all protocols, latency grows with the increase
of throughput, but the growth rate is obviously accelerating. Com-
bined with our analysis of Fig. 7, this reflects that bandwidth (and
other resources) are gradually consumed with the increase of system
load. Another observation is when n is properly large, Dumbo1/2
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can provide much higher throughput at the same cost of latency,
which means Dumbo1/2 have better scalability so that are more
applicable to larger systems.
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Figure 8: Throughput vs. Latency

8 CONCLUSIONS

We propose two efficient asynchronous BFT protocols named Dumbo1
and Dumbo2, each of which has an asymptotically and practically
better construction of ACS. The experiments on 100 AWS EC2
instances dispersed in 4 continents of the world show that our
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schemes outperform HoneyBadgerBFT, known as the first practical
asynchronous BFT, by several times. For example Dumbo2 can even
achieve throughput of tens of thousands in a system with hundreds
of nodes, meanwhile the delay is within one minute.

Our core technical contributions include two methods reduc-
ing the number of randomized ABA instances. We remark that
Dumbo2 deviates the design methodology of ACS as in [34] and
turn back to MVBA which was not considered optimal in building
ACS. Our construction of Dumbo2 draws an analogy to the widely
used conventional wisdom of hybrid encryption.

We remark that we haven't done any optimization, all improve-
ments are demonstrated in a basic instantiation. There are multiple
ways to further improve our protocols, e.g., applying the techniques
from BEAT to choose the best instantitions. More importantly, we
may further reduce the (message or communication) complexity
and push the asynchronous atomic broadcast towards optimal. We
leave them as interesting open problems.
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A FROM ACS TO ATOMIC BROADCAST

In HoneyBadgerBFT, nodes receive "transactions” as input value
and store them in their buffers. The protocol proceeds in epochs.
At the start of each epochs, nodes choose a certain number of txs
randomly from their buffer as their inputs to the atomic broadcast,
and at the end of each epochs, a final set of txs for this epoch will
be chosen. The final agreements are the union of all received txs
decided by n ABA instance. So to improve efficiency, in HB-BFT,
nodes randomly choose txs from their buffers instead of sequen-
tially to avoid duplication. A naive attempt of atomic broadcast
is sequentially invoking multiple ACS instances. the Censorship
Resilience property is not satisfied. That is because the adversary
knowing the inputs of all RBC instances can prevent some fx from
being output controlling the network.

To avoid this, HoneyBadgerBFT adopted threshold encryption:
all inputs are first encrypted before provided to the ACS; the agree-
ment will be decrypted only after it has been output by the ACS. By
this approach, the adversary has nothing to target. For the detailed
description building an atomic broadcast from ACS is as follows:

Given an ACS and the already-setup (f + 1,n) threshold en-
cryption, atomic broadcast can be trivially instantiated [34]. In
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specific, let each node P; keep a buffer of values called buf;. Also
let TPE.Enc, TPKE.DecShare and TPKE.Dec represent the relevant
algorithms of a threshold encryption scheme, and let PK and SK;
to denote the public key and the node F;’s private key of the above
threshold encryption scheme (see [34] for the concrete definitions
of the threshold encryption scheme). The main part of the algo-
rithm at each node P; will proceed as follows (with a consecutively
increasing parameter r to denote the epoch number):

(1) Random selection and encryption: let proposed be a random
selection of | B/n] values from the first B elements of buf,
then encrypt x := TPKE.Enc (PK, proposed).

(2) Agreement on ciphertexts: pass x as inpul to ACS; then
receive {uj}es from ACS, where S is a subset of all nodes.

(3) Decryption: foreach j € S:lete; := TPKE.DecShare(SKj, v;),
then multicast DEC(r, J, i, €;), then wait to receive at least f+
1 value of the form DEC(r, ., k, ej‘k), decode y; := TPKE.Dec
(PK (k. ejp) tpar)-

(4) Output the block: let block, := sort(U}-Es[y,-}]: where sort
represents a pre-specified rules to order values, then buf :=
buf — block,.

Tueorem A1, (Adapted from [34]) The above protocol is atomic
broadcast (i.e., it satisfies totality, agreement and censorship resilience
except for negligible probability), conditioned on the underlying ACS
and threshold encryption satisfy their definitions respectively.

B INSTANTIATIONS OF BUILDING BLOCKS

Threshold signature scheme: Let 0 < t < n, a (t, n)-non inter-
active threshold signature scheme is a tuple of algorithms which
involves n nodes and up to ¢ — 1 node can be corrupted. The thresh-
old signature scheme has the following algorithms:

e Keygeneration algorithm: SigSetup(1%, n, 1) — {mpk, PK, SK}.
Give a security parameter A and generates a special public
key mpk, a vector of public keys PK = (pky.- -+, pkn), and
a vector of secret keys SK := (sky, - ,skp);

e Signing algorithm: SigShare,(sk;, m) — ¢;. On input a mes-
sage m and a secret key share sk;. this deterministic algo-
rithm outputs a signature share o;;

e Share verification algorithm: ShareVerify, (m, (i, ¢;)) — 0/1.
Given a message m, a signature share o; and an index i,
this deterministic algorithm outputs 1 or 0 depending on
whether o; is a valid signature share generated by P; or not.
The correctness requirement needs that: for ¥ m and i € [n],
Pr[ShareVerify,(m, (i, SigShare,(sk;,m))) = 1] = 1;

e Combining algorithm: Combine;(m, {(i,0;)}ics) — o/L.
Given a message m, and a list of pairs {(i, 6i)};es. where
S C [n] and |S| = ¢, this algorithm outputs either a signature
o for message m, or L when {(i, o) };es contains ill-formed
signature share (i, oy);

e Signature verification algorithm: Verify,(m, g) — 0/1. Given
a message m and a signature o, this algorithms outputs 1
or 0 depending on whether ¢ is a valid signature for m or
not. The correctness requires that: for ¥ m, S < [n] and
|S| = t, Pr[Verify,(m, Combine; (m, {(i, ;) }ics)) = 1| Vi €
S, ShareVerify, (m, (i, 7)) = 1] = 1.
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Threshold coin-tossing: We assume the trust third party (dealer)
have an unpredictable pseudo-random generator (PRG) G : R —
{1,---,n}*, that is know only to the dealer, which gets a string
r € R and returns a set {S1, S5z, -+, S5} size of 5, where 1 < §; < n.
At the beginning of the protocol, the dealer gives a private func-
tion CShare; to every node P;, and two public functions: CShareVerify
and CToss. Informally, given f+1 validated coin shares, the function
CToss returns a unique and pseudorandom set [2]. Formally, the
following properties are satisfied except with negligible probability:

e Foralli: 1 < i < n and for every string r, CShareVerify
(r,i,o) = true if and only if o = CShare;(r);

o If P; is honest, then it is infeasible for the adversary to com-
pute CShare;(r);

® For every string r, CToss(r.Z) = G(r) iff |[Z| = f+ 1 and
Vo € X, 3 a party P; s.t. CShareVerify (r,i, o) = true.

(1. k, €)-Committee election (CE): Here we describe a commit-
tee election construction, the details of this election procedure CE is
illustrated in the following Algorithm 4, the threshold coin-tossing
scheme is the underlying Algorithm of CE.

Algorithm 4 Committee election (CE): for party F;

1: Local variables initialization: ¥ « {}

2. upon CE(id) do

3 a; « CShare;(id);

4 send (SHARE, id, o) to all parties;

5 wait until |[Z| = f+ 1

6 return CToss(id, X);

7: upon receiving (SHARE, id, Sj) from Pj for the first time do
8 if CShareVerify(id, j, oj)=true then

9 e XuU{gih

Reliable broadcast algorithm (RBC) [34]: The detail of process
of RBC shown in Algorithm 5. We remark that in RBC, the erasure
code and Merkle-tree are adopted to reduce the communication.
In this article, we adopt a (n — 2f, n)-erasure code scheme in all
scenarios, which tolerates the maximal adversary boundary and
helps honest nodes recover the message efficient. Note that the RBC
message complexity is O(n®) and the communication complexity
is O(n|m| + An®log n) in expectation.

Algorithm 5 Reliable broadcast (RBC) for party P; with sender P

1: if P; = Pyepder and received input v then

2 let {sj}jc[n) be the blocks of (n — 2f, n)-erasure coding
applied to v;

3 let h be a Merkle tree root computed over {s;};

4 send VAL(h, bj,s_,-) = {VAL, h,bj, sj-} to each party Fj,

where b; is the j'™" Merkle tree branch;

s5: upon receiving VAL(h, bj, s;) from Pg,p 4., do

6 multicast ECHO(h, bj, 5;) = {ECHO, h, bjsils
7: upon receiving ECHO(h, b}-, sj) from P; do
& check that b; is a valid Merkle branch for root h and leaf

S, otherwise discard:
9: upon receiving valid ECHO(h, -, -) message from n — f distinct
parties do
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10: interpolate s; from any n — 2f leaves received;
11 recompute Merkle root h” and if A’ # h then abort;
12: if READY(h) := {READY, h} has not yet been sent, multi-

cast READY(h);
13 upon receiving f + 1 matching READY(h) messages do

14: if READY has not yet been sent, multicast READY(h)
15 upon receiving 2f + 1 matching READY(h) messages do
16: wait for n — 2f ECHO messages, then decode v.

Consistent broadcast (CBC) [15]: The CBC is a weaker version
of RBC that has no totality. The detail of process of CBC is il-
lustrated in Algorithm 6. Note that the CBC message complexity
is O(n) and the communication complexity is O(n(|m| + 1)) in
expectation.

Algorithm 6 Consistent broadcast algorithm (CBC) for party P;
with sender Ps

1. if P; = Py and received input value v then

multicast message (SEND, v);

upon receiving (ECHOQ, ;) from P; for the first time do
if ShareVerifysz(s, v,(j,0;)) =1 then

DS=DSU{j g}

upon |DS| =2f +1 do
T — Combinegf_,_l(s, 0, DS);
multicast (Finish, v, o);

L

. upon receiving a SEND message (SEND, v) from P; for the
first time do

10: o — SigSharesz(sk,', s, 0);

11 send message (ECHO, ;) to Ps;

12 upon receiving a Finish message (Finish, v, o) from P; for the

first time do
13: if Verify,,;(s,v,0) = 1 then
14: output o.

Asynchronous binary agreement (ABA) [11, 31, 34, 36]: The
detail of process of ABA is illustrated in Algorithm 7. Note that
the running time of one ABA is O(1) in expectation, but that of
n concurrent ABA is O(logn) in expectation. Besides, the ABA
message complexity is @(n?) and the communication complexity
is O(n%A) in expectation. Two important remarks are in place:

Termination: deciding (outputting) v.s halting. As we mentioned
briefly in section 3, the termination of ABA only requires all honest
parties to decide/output a bit. The instantiation in Alg. 7 (without
the amendment) indeed satisfies this (see more detailed analysis
below). Admittedly, it is possible that some honest party decides
a bit in round r, but still waits for messages in round r + 1 (while
other honest nodes may exit already) in the ABA protocol. This
may wasle some thread when the peer concurrently runs multiple
threads after he decides. However, note that, once an honest party
decides a bit, actions (invoke or not) on other modules of the ACS
protocol is determined already, thus the safety of the ACS still holds.

As pointed out in the elegant work of [11, 31, 37], there could
be a stronger termination condition that all honest parties not only
decide, but also exit/halt the ABA instance. Following [11, 31, 37],
we also give an amendment of Alg. 7, which satisfies the stronger
termination condition. Since we mainly examine the effectiveness
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Algorithm 7 Asynchronous binary agreement (ABA) for party P; :

t: Initialization: Upon receiving input binpye, set esty = binpur,
r=0,e =0, decided=false, values, = @ for r = {0,1,2,...} and
proceed in consecutive rounds number r for each consecutive
epoch:

2 multicast Val, (est,) := {Val, r, est, } to all;

3 upon receiving Val, (v) messages from f + 1 nodes do

4 if Val, (v) has not been sent then

5 multicast Val,(v);

6 upon receiving Val, (v) messages from 2f + 1 nodes do

7 values, = values, U {v};

8 wait until values, # 0

9: multicast AUX;[w] := {AUX, r, @}, where « € values,;
10: wait until at least n — f AUX;[x] messages have been

received, such that val, C wvalues, where val, is the set of
values x carried by these n — f messages;

11: multicast CONF,[values, ] := {CONF, r,values; };

12: wait until at least n — { CONF, [S] messages have been
received, such that S, C values, where S, = | 5 of set S carried
by these n — f messages;

13 s « coing(); // see e.g., [16, 34]

14: if S, = {b} then

15: if b = %2 then

16: if decided=false then

17 decide(b); = decide but not exit
18: decided = true;

19: else

20: halt; > exit
21: estyeq «— b;

22: else

23: estppy — §%2;

24: r =r+1; goto line 2;

Amendment

## replace line 16-20 with line 25-26
25: if FINISH(b) := {FINISH, b} was not yet sent then
26: multicast FINISH (b);
## include the following instructions before line 24
27: upon receiving f + 1 FINISH(2) from distinct nodes do
28: if FINISH(v) was not yet sent then
29: multicast FINISH(v);
30: upon receiving 2f + 1 FINISH(v) from distinct nodes do
31: decide(v) and halt. > decide and exit

of our ABA reduction techniques to see advantages over HB-BFT,
we use the same ABA instantiation (Alg. 7) in all those experiments
(as revised HB-BFT [33]). Exploring further optimizations within
ABA and its practical impact would be interesting future questions.
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All honest nodes deciding in Alg.7. Algorithm 7 is the fixed ABA
protocol as in [33]. In the original HB-BFT [34] (without line 11 and
line 12 in Alg. 7), it is possible for the adversary to trick some nodes
to never decide. Concretely, the adversary can reconstruct the coin
value before delivering certain messages, so that he can arrange the

delivered messages to a party P; and makes his condition always

fail in line 15, thus P; will repeat forever without deciding anything,.

Now an extra round of CONF message was added, it guarantees
that among honest nodes whose value S, in round r contains only
one bit after line 12, then they must be the same bit (honest parties
could also have {0, 1}). The bad case that some honest node has 1
and some honest node has 0 after line 12 is taken place only when
both CONF,[0] and CONF,[1] was multicasted for 2f + 1 times
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in line 11. This means at least one honest user multicasted hboth
CONF,[0] and CONF,[1], which leads to a contradiction.

In this way, we can derive the following two key lemmas: (1) at
least one honest node would decide a bit; (2) if one honest node
decides v in a round r, then all honest nodes would decide the same
value v in a later round r’ > r. To see lemma (1): in every two
rounds, there must be one honest user who has one bit as value in
line 14 (if all of them have {0, 1}, then they all assign the coin value
as input for next round), thus he will have 1/2 probability to decide.
To see lemma (2): since one honest node decides a bit in round r,
all other honest nodes either decide the same bit, or have {0,1} as
Sy, which will become a same bit (the coin value) in next round;
The above analysis is similar to that in [11, 31, 36, 37].
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RAE/NTEFENIR, ZIAT FHREENNER. RELRA,

FAAHL, F£ Dumbo BFT BVHUTHEF, &4 A # L — -4 ik B
WA &S FReMWEMT R 27 (Z—#®RZ) tx i, MEHEH
AESENRE, WA £ FRILE AT R R B E AR R —AME
AERAZAN S FNACEERN TR He, FMTREFERFNFATE &
T, WHERET XN HFEEEKIEH, ARENEN—MEHE
Vil \NFRIENLZERS AL EREE, BXREZHRERGETF
B # . RILZEE A e R E R — R N-f A-F e L, X N-F
B — R RIEN-f R ZHEHE) HE T 2M, KEXZE X~
HEXRAPATERALRNERER, &fE, ATIHRHFHARERX T X
RELRFAKET, LREBPHANRZHBL TR EFERAHATT
i, UWEXHRERAREERLIRBEFEN R EXHTHEE, 7
B mE R RS R T

R — AT AEE N A3 2 H PRBC S # A 1 ANEE AL HT MVBA £
BERFHER (THHLEHAN P Zo£REIH) , M Honeybadger X A N
MNP Z IR B, KAKBD T HATE
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e T ABEEINT R HAME, NE BFT 57— RAERTEHAHILT :
HoneyBadger BFT Z Ik 4 Foix A MVBA % {8 5% 5 3R 5 ik ) ) M 38 52 L B9 57
F DR LR R foR T T RWEY, % T A MVBA A5 52 A & 2 R
W — R AW E R T E, RSP BT £REE R EL FHE T R,

TE— BT A AL 2N K%+, Dumbo BFT ZERAX
Honeybadger #J 1/20, T &*"t & & Honeybadger #7 9 1%,

F]1: EEDFVNCERPRUAVSSRRMERE L (FESBRIOMAh R4S )

64N AR 1002575 SR
TRIAIER ZRELS TRIAREIR REEHE
BN 240 ¥ 4453 £/ 491 1934 £/
- 14 1) 18692 £/FP 24 51 17767 £/
(FERPHE 94%) | (HIIEIBK 320%) | (GERMHE 95%) | (FIIEIBK 819%)

4. N E MVBA——# L S AL B £ B 5 300

INKEBFT B R TER TR T P E R ER RN K. RS
HFARBREEGEFMN TS IR ITED, SitdrE stz LR
FE? EEAX— M, FERITEL RZMEHE MVBA, M EE# 5 MVBA %
HIAR % (M FILRETEE) . ANRRBT, SikE%E A4 A EE
1, 24 7 Dumbo-MVBA X — 4 3 #y MVBA it i, FEMEW R X s
HIREEEHEIRATRE., HEKE. BEANE L FHARHA M, H
HEIAT Cachin & x T 7 £ AT A HEH 20 £ FF 5 #,

+|2: EEDY NEESSELRMWEREST (AR HRoEit, EEREoE)

RUHHEANA RS
R FIERSE [BERN () | = e
BN O(N) O(N) O(logN) o)
- 0(1) O(N) O(1) O(N?)
IERSERIN ey L RIEEC R RIERIOR R

Dumbo-MVBA #2 Dumbo-BFT # AN 45 RAZ W EFAE, A EW E@mAILT
MVBA A BZIT RS LR ERE AR L, W FH L RE RN ER
BT RBEZOEA,
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=E4% + Kube 4RHE

( Cloud Native+Kubernetes/Docker+Kube )
G
2017 #£6 A 10 H

ZRAEREREZHTENEETH, EEHSRCARITHENER. = FE4E
BEZTEITE N, BEXxp AN SRR HEEVSFTFE, WEEN
WoRHEE (F%F HE— R # Kubernetes, 5 Kube) , FFAMMSE (FF¥ IR
ETRS 2., BEHE) , AT REE—KMEE (Dev Ops) %, =%
Al TEHBERFESREL2N MM, GRME. BETEN. WE, F
BAHEANKE, sREIBATRN., AEN. BeWTEmlRE; ZE1EFH
BEE. BHEME. REHE. REEFREFRENHAE Paas T&; &
WA K- — R, R#FEXTEE,

BE 2016 FnEAEBITEEER, RXILRKTAZTELAT WK
TR (L@ AWS. B H Azure. [T E = . A3 Google Cloud
Plate) ,#. % % IBM. %% . Bifl. Oracle. VMware. H . LK Open
Stack F/H M. AWM. BEMHNXF.

MR % (Micro Services)

T8RS 2 — AT RERSTHENAMBREFHFRA, ERLFH
QR ML X, EEMpEA M, CHERE. TEVMRSFAREIAE
REWEE, EZHFY R, MEEBSEANRELR, BRARS L)
M= A#EBIBET HRRS R BURS Rk BT ER TR
HE A, URWEHEALN, WIIATHR FeBNWEE, BNERRSE
e, wEZA, REES. KE. AEEFMARE, EAE A/B WK,
Bl x. HIER. RBEE STHAERE, ABRXLIBHE A,
KAEA REAE . RFINE. BEFH MRS PIERAR Istio, 7 B HE
R o

TRF 8. BETH. ANTH. WEF. Xxak, 56 FUANRA TR E
H 5 B R 37 %

TR %% (Serverless)
= JE 4+ Kube XHFEN = FHATR S %
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HEZAEAPRE. TREAFPMZRETAFE R R, EEMEFH
“RF, EAEFER. 1. kR (AFAZXREERTE T,

HERETFRHFEZNNRS mEBETELRSNUHELEF: vH
EhAE, TeERZHFEE;, AV HFEBARESNHKI ZE ERABEK
EEAMGFRERMLT:; EPmZBVMEFALERRE =7, TERGLE
TERF =77 (TG aE AVS, [T E %) 2 6hi,

# %1t & (Edge Computing)

AAF U HER A RE LT REF G T HNE LR
TEFREBEFEFOAMLE. UETHAERERAMBIKERL ANEHE
M, BeME, WH. FtE. MARCRIWTRTE, RARBELEE®
s, HARTYBRAFRFHAEGERE, XL S5, MHAFE. 225K
AR AP 5 77 H B9 5 K

= R & (+Kube) X FH Gt &, ¥ A E A HEE Kube) BE “HE W4
% & (Kube Edge)", F# L “Kube Edge Bus"4 i1 % = W%,

B4 HE 2 Kubernetes (Kube)

Kube &= — ARG EMMRHEFEE RN, AUBKEE. RHERX
ROTEAN, WS, FEFOTR) smRARE RS MM, & A U= RH
E. THAEF. AW, Ba P e TR,

EWEWN, Kube 5 [F % HE 3B Docker Swarm. Cloud Foundry
Diego. Kontena. Apache Mesos. Amazon ECS: & ® & HHaAmE, 27
2%, HAl “mJFE £+Kube” 18 N F L TR,

Ja kA Kube 1EHR% = B 4 % 4 2 (CNCF) , CNCF H X 4 2 71 &
“Docker+Kube” B8/ FFFEAX, WK FIERE R H A E#TH
Ik,

“ERAERBWUKbe FH” TURTELERZRME, “ZREES
ft+Kube #HHE” R I AR L, At “ TR EBEHKube FHE” AR
NREZTFENTE,

Istio WM FEEA K. Istio REMBEARE—AFRESE, R
FEA G NMMREOTRT 6. RE—Fr i 2a 7 Xk N T HENHRRS 2
TR, ARG EE S, RAEGE, BESHE, TATEERS
A R A R
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B Istio RATMMAREEE, #AELEE, AAUERTHMM
R4, #HTEEE, IstioFF EH|: Serverless F& Knative

Istio & B T4 1 F B9 R 5 # L — A AV AR 5 P 4
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Pit4— - PEEE¥ 2018.10.12

"R +Kube 4HE(Cloud Native+kubernetes/Docker+Kube)”

FERUERWH AL

= J& % (Cloud Nativetkube) RE&E =1 H 2 & 77 1A
= J& A& (Cloud Native+kube) T pk N =1 H I £ .
ZRAEMBIATZEEBER, XA LREASITHE N ANBELFEF (LLE
FIAWS . M B Azure. B = . A F B Google Cloud Plate) , % %l
IBM. %% . B, Oracle. VWMware. B Z. LK Open StackZ /A W
AW, BEMNHXE,

=A%+ (Cloud Nativet+kube)

FAT (=it &) B &4 (Docket)

& E W% H (Kubernetes, Kube/K8s) (—FF FF i vy ia B R)

B HANBATHREEE ) ST 6

TP & MR % (MicroService) +fk % W # # A Istio; k4 TR % %
(Serverless) . ##%itH& (Edge Computing) ;

AT X354 (Dev Ops) —RALE

HEUHERE, BEELE. RBEEE. NEEHIFIKEF MW H A Paas
F &

Rt FEXNEE

Kubernetes (Kube) #mHF

Kubernetes& — & & MR | W TRy E M BT E M, AELHEKE
Bk %6 = R £ % 4 4 (CNCF)

Kube® U BLE. AEITEN., WE. TP RIFERBE L EMNA
F, Wi s E. THAFEN. REMN. BeMNUEIR.

4k, Kube 5 [ i 2 2 %% HE 2 F Doker Swarm. Cloud Foundry Diego.
Kontena. Apache Mesos. Amazon ECS:-Z&wm & fifMpgE, #F “=&
£ +Kube” B A FE _E AT

=E4+ Kube 4RHE

AR RN
7] 5T A2 AR AL
“ZREAE+ KubefH” A EEZTFEWTE
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= =E4%+ Kube FFHEa)ER
. ZBEMEUNRFEOTES ERE?

K #EYmHET &4 Kubernetes ¥ UAFE AT EFE LMEMEEHNE
@, 4 IBM Cloud private # LA 3T ansible ARSI BFHEF. T —
WH A&, W Cloud Foundry %, ZE&RITIMAF L EE T Kubernetes F &,
UM E R E Cloud Foundry “F &8l ® ., X THf laaS F &, HEEEFE
AR TR, —MEFRACAEN S AN AHE LA, % BOSH,Ceph B #
Puppet %, LW EAFFE laaS F& LE#HE, 7—MHEX RN EZ4MEE
W laaS ¥ &, TR — LIRS H AR EE 7%, flim EasyStack 28I &
7T A > Kubernetes on OpenStack FYEiE T B %,

2. ZEHKEMNLER? AAEREAT 2IEH?

EBERUFTFEZTEHANMEL BN A0 A URE &0 A F HIET %
FIEE R BRANN R, H7. ARURMESF G, £4 laaS FEZ LU
FI A laaS F & Fr i Bt oy 2 Al 1% e BY AR 5 2 oh g SC 0 B & O UR B 7 1 o 4
SLAUR ZMF EEZ T8,
3. C(NCF T—H & R 4?2

CNCF A= EW A NS E R, BWWEERAR T HET:

1) BR% W 4% (Service Mesh)

Service Mesh & TA MR £ 8] 18 5 9 Ak 6 B, Mo 378 T4 Z I
R FEAENFEFHEREINEN K EMEH RS FK. Service Mesh #F
DL—Ab N AR 7 B 5 Z O 7 N E MRS B R Z BN 4, =& k% 18 8

HREE, BEl, BARATHMIRS T E &8 Istio YLK CNCF 7 T HY envoy #¢
linkerd %,

2) Tracing & Monitoring

Tracing £ TEEZP A AR TREFMNFARTFURZFE 8 HET
RBAR RN T E, B ENRARFMAFE FET A XWRE TR
HMENFEFOEMFEF LR, Monitoring £ WIE A S F &0 U HEER
I, BATHAEW I A, BRI E CNCF B TEAZ ¥4 7 @4 OpenTracing. Jaeger.
Prometheus % 7£ W # Tracing frlsix F &,

3) Serverless Computing
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“TR% 88 ERBEFREZTERS #w, LHEE, LELZERSE
SR BRI A A, PleREEE, BFLE., 24, HEy BES, BGEx
WeBERSH—F. “TRFHE” A, BEHLPEHKRY “BHEHNRSE”
( Function as a Service), B ®I CNCF B2 i L 7 Serverless T1E4 k4241
L 70 Bk %52 TAE

4) Container Runtime

BRBITATHIEA TEBEMICT BN A A #HT %, & Docker, Core0S %
BN A4 & T 24 2 A # Open Container Initiative Z W K 7 A 45| &0y L
FRAr7E, CNCF 72 T B mi®@ 4% 7 Rkt #7 Containerd WM& &5 2T H, KA
B a2 558 RmETFerHEa T 20MA,

4. “TR%57 (BHEHEAR) 24 2842

“TR % %" ZHEBEFREBZTERS &0, LFEEE, LEZRERS &
WMEERCHNE, PlnREEE, BEFLk, T4%, FHYT BEE, REEN
HERERSHE— .

“THR % &7 A, ®EEAYARK
Service) , IBM k. M B, A,
LT LN A

BFRELLEE N EMIZTEER, LEEE,

MRAFEEFAFERCEMEE. BIEASK. SAXRETHMRS S5m0
.

RE& BB ENAHEFRAALIN, sTEF=-F7F& L,

A2 R E TR A

BFREWZATEYER N, BWEKE, Wit &ERE, Bz,
ERBEE, NWExRE, WEHITERE, @EF— R4, wfREETANF.
ITATHE A Z6 28 (4%, FLLEHR]D .

BRI H API W ABEE AR, REZFHMA.

Fre, WA AR “FEmBIR %" (Backend as a Service) M TR %
. THARIANTMSBELNIEHE = Ao ITEH-NE AT am Al &4
HI, URGFHWFTAANFLXEZREFTFDGE, FlofEE. BE, ULEHE
HE, LEFXANEIH FZHRLS., “BFHBEA” £ E T Linux
Container B9 — M W EMHE A, T URERERZNEMNK, ERESE #ER

K “BHENAR S ” ( Function as a
¥k, FMERBRERELHAXANMEA, B
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Wik, AW “TMF 57 BEAFTHREGR/HE M RDETHEZETEEEUUA
BAEILH
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Kubernetes &t X4
IBM RREHBEALER AHE

Kubernetes T 2014 F# A& T A4, FZHBEATE, RULBZWERT .
2016 FAHF Ul vEMLE = REAEITHE AL AL S (Cloud Native Computing
Foundation, CNCF) , M X BE=EABE AT NE, H B CNCF AFTEF. H
2017 FRAE TN ONCF 22, KEZEAB AN Kubernetes F
BHNFA. A8, 218, IBM foiF £ & [E /o 5| 89 FF £ F %5 4 Kubernetes FT#R 7
AERH, 2019 £, Kubernetes #WiF AR+ A HZ F.

Kubernetes = — 4/ go WEW N AEF. XENFAEF—EFKT B
HBHRXREANTE, BAERE—ANENEN “NABRFZHENENHEZ. § EA
EHRR” , CERTELE Docker EHW— RV A& THE, FIF A& &R
H, ErANHAEFRITHRER, LFHEEEMIW, FHLFAIED
BY BRI NABEFHATY e ZENEEEHFFLAERE FHEREH T
No BamEHEHT RENRE MHELE,

Kubernetes  FF & # # & iF % B ol A& BUAFAE :

® Kubernetes Pod X #HF¥ — AN & MNEBME N BNEFHEILHATHE
® R4 LAME F B = H it 5 5] — 4 Pod, F1EJH & ik IPF0 E FDNSHY A 5
ANl R & — A&,

® & #H|iEH B (replication controllers) #fR38 & 4 & BPod i 46 4 15
17, FEafrE (label) FiRA|Podfr HfKubernetes ¥ £ ,

o FHEEEANMELHER, JUELZNFENEELE,

® RHFHMEN A FET UELZENBTERAFERERSF.

® HWHsmHAER T DIt N AR FHREIZAT, MAFEELNHERE &,

® KubernetesHy F M4 1% i+ [ Bt Fe T & & fnim 48 A A A % 5k, B % A4

3T 2T A 4 A T — T R UL

2017 #Jk, Kk E IBM FHEATIERAWERFHRT — M+ DT ENT
Kubernetes By A 4X:

1. Kubernetes ##H. MNZEBEANTF, NEKSsFEWHE A EFEY,
I 318 3T L PR L ] BB e A b B HE B LAKSs A I = F & .
2. % Kubernetes: EAMA. LEFa441T L HEkubectl, NE LK
7 ANTF, B Kubernetes ZE W M L X B LB N A K&, EEKANH
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10.

kubectl Hy (£ H, M HF 4A KM 44T A T fEKubernetes By & 19 #¢
bl

Kubernetes MW IREE . £FHIRE (CPU. WHFF) WEREEN T
BEBANAAZMEEEEXEE, X—FTNF o EZH KRN
FIA. & FEEAF, ZANE Kubernetes 1.6 / 1.7 FRHEH
R E R E, AR T A EA vk LA AR K B AT
Kubernetes BJiz{THf: Kubelet. Kubelet# Kubernetes®y 4% /O #£ 3# 2
—, AREEF—PK8sH & L -ATFn & EPod BT IR B py & Fp 2 8%, SCET I
TR ERERS, B RCRIATERE D, Kubelet™ LLBEAE I A
WX 228 %, 4wDocker ARkt .

Kubernetes HYM 4 & ., W4 2 LI N F 17 Ff LB AEH & 209 — I,
iX B /-ZKubernetest{ME i C N [HARVEHE T, iptables&EH A& H
SR A W A RS- W 4, SCE PN R By W 4 B3 A 4 3
Kubernetes W77 & 2. N AR fF £ E fMIEATHLAE + B 2| F 2 H
FHETAERE, BT FLBELFTFEFAMNFMN. KubernetesfE l
—NERAN AT R EHMEMZATLE, RET XENFANGFEE
B P 176 R AR T SHE .

Kubernetes WWHE 5 W%, HEMUEHEZRIIZITETFE s N
FAREFEFETHNREESEE. ERcitETE, BHEAEZHRE, H
ShEEEHLEEZA RIS, Kubernetesfk iy — AN F B9 5L F 22 7
R EfIZAT G, WiRRBET BANBEMEMEHEZHERR - FA,
Kubernetes WAl A ¥ & . HelmZ —MNFE LT HE, AT ke HE
Kubernetes L Y j FI A2 7. ©W AT — DN AT EWNSEBG . KT
BREXFITR—NMERER, K2 WA H w0 = XA LR F| A
Helm{& . Kubernetes f & & fug 3k,

¥ EKubernetes 4 Z: service catalogtIMEA 5 N FH . & & NIE
IR 5 A b 3% R G & E EPaaSF &8 VW E EF37Z —. Kubernetes
Service Catalogi® 1& JF 7k #90pen Service Broker APTiXit, #E4% 7 (&
kA b 3 N B A A B B 38R £ F1 R 4 BlKubernetesF & 4 2 v 5 A
BT A o

Kubernetes B4 528, W K PaaSF & HEELRIZAT., HEMLF
T T 2P By 2R 8] . AR IR 7 DA R 4R AT PaaS 42 44 A 52 R i Bl 377 = A
Bl, NBEZFENETESG. WEB RENNH, LRHE. BEHEM
g%, NABE. S HREER. BRFEE. ZERE,
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BE Apollo BHIEHFES

ISRES Y

Apollo JFF &2 — I may. TBH . 22T &, 7 UHHRFTLR
B ERABN e EKH L FMMBELERS, REEE—EBRTHOWETNE
B ARG, B 2017 £FIRLLE, B E Apollo FK-FE LA T 9 MRA, I fE 215
TR, BEEWMIREEF AN ER. WTIFENE R

2020 4, Apollo FF A HHX LA K B 23k 97 IMEXK,55000 £ 2 & %,
WE 221 LHTER,308 L RABH AT, 2XEL, B, H KX Bit 5 AN EH
1200 B, EFFLAERHMAL 60 28, NEREFXAELEE. HAMBEN.
RIWEIS XA, BAFAMESE, wTET.

CVPR 2020t X R18ES: Apollod

EMIRG A AL INE BEETmE A
3D Part Guided Image Editing for Fine-grained EARBETERTROUE, HWREXTE,

ApolloESREBE L 2020-03-17 -
;i . ObjectUnderstanding BUEBEH R ﬁs'

Bt BN SEHIRH &R (CVPR)
BIEEE—F—ENFAURY, EEHRE
BRAEMANREMSHEmMA, FFdhE
BRFEXEINZRNEZHFR

EEDBRHRD, ERBBHNHHE RS

WEFNTRRLSIRER (PN F19T
ZEHENARAL R E" ZHPCVPRE AAREARETE, ROAGEREDEE
ERYFFORME. BAI, SWEE 8 o HHILRE, AXRHT T 2HN
W TR E R 30%, TiEp WEAR CHE) 5%, BEIHFHBE

@m= )3 = i E S@E,
CVPR200E S ABRXKRER, K@ ~— TRAN-RERTOERAGRE
BRERAS HEKS (PN FENE

CPVR#E U 6656 Wit , PE1470R,
1. E&ME. 3%E, AENMEIT. B

RAREIRE22%, BT ERBENEN

AR EEERABNNE,
1) HWERERSEXHFELR, HHER RtE% L B AR

—E. BISEBIE, AXRHT—TREBTFHE

A 1. 1 Apollo #[X % Ay # A 5 A%

BAWNERT R ZE R REERE S, XNEGER, GEEHW
ﬁtﬂ RHES T AR ARG . Wb, @ S B BEAT I T R R R P —
Apollo B shZ % I % &4 (Apollo D-KIT), .4 100 £ X & &. FHALM FAT L
KERER L LHF. ENLHKRAENER T KT G, Apollo A £ & & 1EKHF
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K210 XK, L RELRERAFFER. —ATEAHHEF. ChrE. FR
. REERE . WATSN S, B NEFRR T BB,

#Z1E 3] 2020 4£ &, Apollo FFRIBEMAE XA 5 6.0 JRA, W BT,
Apollo 6.0 E R T MR EF I HEA, DIME A ERNEE T, ZIRAKSHE
By data pipeline IR & T4 B A&, FHMIRE T Apollo A X FH. MEZ 6.0 4
EF—NERTEEDRRAE, URBRKNNTAZEE AN RRF L
7

Hello

Apollo 1.0

Apollo Platform Closed Venue ixed Las
Announced AD

201710 2018.1 2018.4 2018.7 20191 2019.7 2019.12

&l 1.2 Apollo JF RS 7 4F A

EHEl, ®/Z Apollo ¥ E &£ F|/ ATk &1L 2] 2900 ¢, HE2KEEEHRA
HATTEAGR. EF, £F “TAE. TAEEMAFTE., ZEFRRSG” (i
+ 5 CN106023210B) fo£A] “EA T E=HENERBFLN T EFREE” (A
&5 CN107025642B) 2 A EEF—_+E. T+ —BFEETARELZREF L,
“ETEAZHBBENEFRRERN T EFXE” WA EELRERREELRE
ERMENE =BT, RARTG T EROLNEHRE, TMENFAZE
ERRMA LALLM, T E Apollo TFRAEE +, ¥ HEERNE
AREHFET, G T L2RENEHEHERHLE,

2020 4, H/E Apollo BFIERFaxH T “BE. HH. FEH. £ N
RERNBFTE, HThH R “FEa” WAL —REEFHNUNBITE,
H, Apollo B#ME#MT 70 ZEA 600 HER BT A1, ZIAEFL 100 7 &
INEEBROS K EFEH. Apollo EEEEH ANFWNENFMMEE L EEFEN
EREHE, URFTHTEENSNAZAEME, Apollo BHEMELD £ FBEH
HERE—4, Apollo FEEFBANEES, 57 A, BE. KBEEETE
BEAE. NEREERH A, Apollo EA R EAWEREXERMTEHFREIE
Eo. BFRBEERHEART THREERERRBEZRALL, 7 —RHEEK
BEARAFEUCTEFTER, BAWSLRTIEFEA RN ERETE L,
RAZBABRTETHRE, BATEEAN., EFEEBRTT IR A,

H E Apollo GO 22 3K"E— 7 % T & Robotaxi (EziZ R HME) 5
Robobus (H#1 & E+) 2 H4THR%E, BWl Apollo GO MM FTEEZE
274, E2EETH 200K a1 ZRHNRER., K. wl. LE=ZHIFHK
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%, RELRSEEIESZ 6201, BWNEZREBIAR 391 FHraE., £LWF
mE A, Apollo GO ATE A £ X HWAMR., =R MR ET=FfFELBEN
Wik ZHLFAENEOTREANBRERALATIRE 21 7 AR, EFEWET
HIEE AR 2703 2, BERAF#HEE LT 95%,

2021 F2 A 5 H, (dxT e EHEBENAHFE (20200 ) EXL
o UMERFEEME FE—WEANERENRE, CEEE-"FXH. &
EFT LN RA Y F, HE Apollo EAEFHREK, LELEE=F R NK
NMNREHERS ., MIKREERKHAY. BE Apollo AL EIMRK, I 4]
T A6 T T 18 B T A B R

- &

K 1.3 B E T AN

EF®BMAL, Apollo GO AW R, H M RTEITAT M AR A3 F
A, DL Robotaxi W#|, FHARMMFWEREEZ AME VKZ Bk ER, Bl
Apollo GO BIERE—ARABEEFER, ZEAXATEEEHWEANERITE
FE W, B ZBEIERS Car0S S E M, FEHRT AFREERNAR
HE; REERMEL, Apollo GO BENFA X, ABEL, RREL, FE
BlihE, BREVEEANEETEW. Apollo o WM HHERESME A, BE
TR RE 3 FH Apollo GO ExZER EMERSEEZE 30 Mgd, HEED
3000 ¥ E S E I HMAZE, % 3000 7 H FRERS .

B E AN F BN EE 7w TATRRAEAF. R TIUKFE, B
NEFEXAMNRNBEAEL AUTZANER: F—MREZEZLREEL 4
R Re REENR, F_NBEABEZL R+ TERZe REENA, LT
B EEHATANAAERIEFTH, BEFERENCLEENTE. TN
AFNEA+ZEZ2 RERENK, L TEAEZREATAMAAER IR,
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EFERHEIEEEATE. BENEERATE__NE, AUF=-"WERHE. X
TR EAE, RE Waymo 1£ % E LA Z AL M KB EATIH 610 FHE (47 982
T B) , EFEFE 2019 F£F 2020 FE 9 MNAFHN 6.5 FEE (410 7aE)
ANBWERE, BEEFENRTERENERLEEZ WS . KL 2020 4
128, BEEZHFREMNAERET 700 A nE, HFEILE., KPHAHTAL
BNREECHELL2 0B, ANFESCRIGEFFE, FEEX R

A, BEELTH2 BN EEMEXERCE. GEENTANCHEERZ
—, 257 2REF-AL14 X A1 Z % %2474 IS0/TR 4804:2020 Road
vehicles — Safety and cybersecurity for automated driving systems —
Design, verification and validation, #.EH B & Z &% — FEH N7 R KL,
EFRT - ARGRITSE, mEHE. ELFHIrNENES, G E
% 55 % f SR 414 A B 4 5 B 2 [ I A B 46 4 1S0 21448 SOTIF. TEEE
P2846 4T 4 % 4% 4. IEEE P2851. ISO/SAE 21434 5 &% 4%,

FFHEN
AT HTT i

® E % LR wmBE K. LIDAR AH W E =% %#E, &
http.//apolloscape. auto/FEF k. FEHFHEEXMANEEESERN,
I Scene parsing #H # #% X E X N :  {root}/{type}/{road
id} {level}/{record id}/ {camera id}/{timestamp} {camera
id} {ext}, EH P type H: ColorImage, Label #1 Pose %,

® FEY=4#4E, #EFHET http://bee. apollo. auto/F & F . HEY
=/ 4 Worldsim 7FU Logsim P 2. Worldsim & & A X TR A [E RS AT A
Az WIS R 7 &=, JUEESRONRE I E R F, Bz
AEREIET EEMEN; Logsim £ HEMNKFERINT =, EHE
% Z R YAT A s BRI

& & R 5 TF T %
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HEFL/ BELRPRETEE, o HEER®ESENRF RS
AT BT i B

o SN TAMEHERTFLYEED, Bt Github. Openl EFHIER
L O 4 LR B K YT %ﬁ BAREAM. RREAX. &
%?ﬁ%%%,@ﬁﬁ%%%ﬁﬁ%%(%le&M)\%ﬁ%(%c
7.5 with full support of C++ 14) . w#EEZ. KB ENMEHET FH
WH. AP A UETILFELETERMRA, BHETAMNFE. T
JRAL X 5t B A A 5 B Apache License, Version 2.0 #43.

B AR TT 7 ik A

® M. EEFEOHN, #iL Apollo B A WIkFF k. J B i BE#E O M &t
MERERHATER, MK, REEIAKTFEMNRBIERE, FE4T
B HAE GAIES Apollo FE& M ABEMTERNELRME) , AFAREE
SHRPER. FRAAECFRTIEEGRE: a) RAEXKEFRALE. %A £
SEFRAEE, b) FHERRESFLRALTA. TH, | HET
e T ELHeif & B Apollo 5% EEEHE R, | BREIAEM A EHE:
a) FINEEWmBEOREEBNEE (BEHBANFSEHEE) , b) EHK
KEATZE, o) BEARXHRIEE, d) DBC XH%.,

° %magm%ma@# B E BN (BN EABEREREEE
HHATRER) , HEITAHEREHNLFRIE, & E ) ERH
ﬁ,% BIREHE— RN EHRFRNEN BRI EE: o) BLEEFE
I, b) MATLRHMEASNEY, ) BHRLBEIHNEHE, FRNE
HaFE: a) MEXIE. FRE, b)) — AR EER+BEERF+HEHE K
ﬁ%m,dl6%ﬁ%%ﬁJdW%*ﬁ%$,@XE@%@&MU%%
FMEF. ZEGEREERREL TALL2IE, BEERETERAE
FRERAFERG, A FBREFREHTY, RFERBEEEREFAN, K
EARESEHT 2,

Apollo BEN B ARG INEENT 2R
Apollo B sh B W R G B F & sk T I BT 7
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BoEEREERENERFHOMAL — AP FE R B XHE

MR S AR B 302 B % 4 8y A 8] A =5 JB] B 2E

BRI S I P A e ], 3 e g e B ] 4 R AT ALK
CX:hE 7 R

CanBus = HEH 4T ELF MR ED ., LW RER E
RS

EAEHE: ZERRUTE. EAERXAMITHELR, MTEEFAEE

5] &

7L
A B oL

XF, UREBEXTEENSEEEHALER.

LA F| F GPS, LiDAR fn IMU B9 & fi e BB R B sh B &
g,

HMI: Apollo ##y HMI #2 DreamView = — N TEFEHIKLS, MR HE

ot

Guardi

DA Je 52 B 45 4] 25 4 oh RE B9 AR R
AR AR S R R AEE A,
an: ZamR, AT THEELNE|H K KA action center 4H
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KB Sh e o HATERAE P QT GEFHFAT T IR 2 2430y I 40 B &
H FDreamView® —web i A2 F (LWTHE) , BEEWwTHIIEE:

o THAMETLIMENERFHERNMEGEL, FluwlEE, FHE
fr. #REL%.

® NEAFERMANREIET UEMNFREMRES, MERATI REE,
B BB R FHE,

® RGN T A, fflar PnC b ol 85 T LA RHY BR B AR 3k far By 9] 7L

9

Others ModuleDelay ~  Console

K 1.5 Apollo#Dreamview T A T 7~ 2% | & 4 1z K
MNRIER

/N LT DRI R B B Apollo B3 B BT & A& R A B 20 2 BBOK GURTAY
REAAnR B, il B S B R A1 A B R A A, 20184 T A B B R &3 E A 4K
FTAEL, FHEIAART, 201965 EXEFEF, £741£100006 .
RHHKREE GR T T EMA, #E % 5ApolloF & HGIFTHE X £ H #9 A-1F
B, REXIAF R MFAENIEE, TETHYEHZRFLEKX. £2020
FREHAEMRBERN TS T, BEEHEE. BAFFLESHFRF—RE,
AR KX, T BIFITRFTRAMT 1046 TAZHER, ATHENR
B, RETEZEA,

A B A S E S Z W FlApollo, RIESRF BB R H EEMEE T
Apollo A FE XM T AL EH & (D-KIT) . H—35NMERT AP E A
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ApolloFTE X U 4. BELF, RGN HE L. HFE#H—THRERT £ 5KHF
& FlApollody | 1th. EMRAE W T LA:

® [T EHIIM: Apollo FAEHRMET 2R ERA THHERXKEZ=
Bsh e EE, FEHRTR/D, mEMKEGE, &£ AR X LI,
BHEERHERBEFEHINEZLER Apollos

® [EM7THM4|Mh: RET EEFEHANEALTL, BHBEL. 46K
A&, EHEREHINEELELR Apollo;

® [T HEAINTME: RETEXEMNF. AXRNMETRER, RAFZET KX
& & R IT R

® [EXTRMITM: REEKRNWHMEMRS, %87 RWEHARA,

® MBRTHMHITH: RETHLTENEY., REARXEZHERN =W
HAFER T AR, BB AHE EF Apollo,

® R TALITIM: & THAREMRNKRERXELEZRS, CEAT
FRAGE., ERAXIEEET RS

K 1.6 ApolloJt X &#

ApolloFF X EHHE LR AMWME T B ZERHF R F QTR A MEE, LE
FRAER., BHANERENEERSRETE. 4 TREANE AT RE
5, GAREHMENENER _RFAFTE, BEERTE, ATERTZE
EE2EHIEREF, YERH. #F. PeEHREH®T A I XF.
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Kaldi i§EiRAI5 AloT BEiREESRR
KR IKFTREREER
NAEST H—H Kaldi EBEFFRE

Fi—{X Kaldi

YA Kaldi T £ —F, MRABFIAREANEZNH F: 2019 F8H 12 A
B 2020 89 11 A . B# & Kaldi B91E# Daniel Povey A+ % /NKEIRFK. &
AZERESERFEFTMELNHIE, WNPNKWEHF. BFEF MR Kaldi 0.1
WA AE 2020 F/NKFF A FHF A2 FEXREZ A EH T

JK 2010 4 A3k, Kaldi LEBRH CH+RAEBZY, BRFARRHARH
PR F R, URETAEAFTHEEATHIA, ZFETE K HTK. CMU-
Sphinx FZ A IREFT RAE, RAIET RN KE W ANTRIAE,
#ZAE HEl, Kaldi T H BiT3k45 7 4000 £ %k w9 > 5| A A 10,000 £ 4~ GitHub
Starse A EEWE, BTV R, JLFAHS AR ETRT A, #HBLIT
Kaldi &9 % #F.

A H T HTK. CMU-Sphinx & & ey FHIRIE R A, Kaldi #4RFE S A
BHWESR, $=HT TDW, Chain FLRESTMARF LIRS NWER £,
E#LZETRANTHES FHKET state-of-the-art WER (W&
LibriSpeech ## % I, &£ T Kaldi AW IEF IRAER, HEHREERLY 5%,
T 2019 £ H, X—HEZBEE LHFNER) . A, MHkTixEeE
GIEFIRAE, Kaldi TRET AL HEENTOIHA, AP TUREGHET
WHMA, REEACHWEFTRAER, XAKBRKRTIETRENTRAN]T]
Mo M4, Kaldi B RAD, 2FEF CHEH, MAEH S TEHTT H1,
WX FRANALE, XFEFKaldi £ SMELEE F, DENETELME
FIRAE (4rKaldi & T GPU 9 fE RS 3 B 2 SCRT BV 300 &) , 4.2 Kaldi 3%
BIVAE®RWEFERRZ —,

T —WF, BEEERIE T RAIWIRAT, Kaldi By fut % 5] 7 — &g 4
ESPnet. Espresso % 3 2315 & R B E @y kK. B d T Kaldi &2 CH+ R &
SH, BENETARREBENTOBA, Z45CRARE KR KA E BRI
T IREE T IRA E. EFRIEFTRAGE, mAFEHEL 7099 58 =, REH
— R W& F R A%, 4 ESPnet. Espresso. Torchaudio %, #F 3 #F Kaldi #9%%
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BB AT, Kaldi 89529 /7 5] W.—3%, W& Daniel Povey fH+
KREFE, TEF 1L ATHENABERFTH Kaldi BEAXRES, T2
Kaldi B A& /1 89F 71 LAk,

K E|/NKX —4, Daniel Povey 18+ F B TER 2 <A AT &3 — K
Kaldi. H A w2 3miE T R AR B B9 RAT A s R iy & P R 7, LK PyTorch,
TensorFlow ¥ Z IR EF > TAEGNER, BFLZ#H—K Kaldi WEEF /.
B Kaldi WEARARREHE EHFHMALEXLEH—KNEFTRANE, MR
W R R R AANTEIIE &R A7 X

#r— R Kaldi 4 =44 lhotse. icefall k2, EF, lhotse &7
GHEEEH S, HUDAM 0.4 iRk, FET E—RKKaldi KE®H T shell
A, lhotse 2% A Python E¥t, #A1E % Fl. lhotse %1t 7 #EH X k=
REHwEr, UENEFET R, XAKETEFLHETES. AFEA
DLE T lhotse, A EMILH4 N ECKREESNED, RENERTENT
WICEAE A CA, lhotse ] A T Audio Cuts BAMEAR, B IIAREIE B HE A N
— % Cuts, FHETXMERR, 4T on—thefly WHERE, #FF, EEAM
HIERBERE, NTESZHEBAERENWNRT, BKRTHEFHEIE
Z 8, Wb, lhotse RRETRE AT HREENHELEMA, AP TUEE
FRXEHA, RFTHERIETESHNHELETIE, XAABRKTAFREE
ANAE & E AT S I B D HE AR A

icefall BV AHAE A, BRI A G EEZTE snowfall, FTRTET

LibriSpeech ## & Wy )| G A AL~ |, it Kaldi W9 A #4003, Kaldi EH K
ENETIREEENTOBA, XAKERT AFPWE RA, [BXE &

MER—NRE, RAERFIBAEASKTEAR, REEAGLTER, EFEAR

Bo. FREX—&, icefall ¥ABE—NMANHAR A, MEAKTEHZESE
HIN Pl A T 28, B P AT AT LA T8 R B R AR, R#ATF

FE R . A, BT HREREL IS 2B AE lhotse TE F, BOIHE#HH)E
A k2, icefall IE REE X FEFHAERWEN, F X H ), BAK
T EMEFTRANLIENELSNE, WHETWNEEHNNERA.

k2 Z#— MK Kaldi By, BRIEAM 0.3 AR, k2 WROTEET, #
TALA PRAK A 24 25 (Weighted Finite State Transducers, WFST) #0148 x & i
LA & K B E T Autograd WAL# ¥ ] TE A, % PyTorch (ELT R X F) fo
TensorFlow # . WFST 218 F iR A4 s A % QBB AE &4, ¥ DLA R Z 1 4n
“ERROWEOETF” RS EBEER ., FE WRST 7 R R E KT UHR Z
DRI REHE, EZHABNERE, Wl UEIEFTRAE S T4 IRAE DT
BAREHEA, 2% (kT WIETRAIE. aEFHETHRNTEEH
BfER%. k2 WA UARR 7 EHZHAR LA IEFTRAERE, 40 CTC, LF-
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MMI. RNN-T %, #HAXRBIHE 2 &% H & icefall BWE ET1H snowfall B, ERF
— 3 W&, Facebook EEHF &M T HMWHTE gtn, TR k2 JLFZ[F & 48 F &
ST MEF R, BT gtn, k2 AMXEZHT ELWIET RAMERE R,
H k2 L& B X #F GPU (gtn H &l R XL # CPU) . B #Y GPU L3, (#15RiEmW
&R B SR E KR A ] 8

#F—MR Kaldi ZFFUKEANTE 2 A=A, —FEHEANT RREESE,
FERAFPER. EEEWE, lhotse 1F KB EL M0, AT LUHE
icefall Z1H B, ¥ LLFAEEEME T RAEERAQE F A SOREIE, H
FEASAWHF R, EEH — N Kaldi B4 g K, lhotse £ EH A rE & A
TR AR BEES T A, T k2 (B AR, X DU SRR
FRA, W LR RMFE XTRANFLME S

Kaldi ZE/VKERERBESHINA

INERE S, FEHNK CFHXALOT” BB AR T — 3, AdEE /K AloT
ESHRABEWNAC. FA—FERETHF, #Xv, AP TUE#ESE
fr&rE) Alol REFECANFEEH:Faed M. TN, 80, FaFE. L
EHEN, FRENFEF. MALEZREME. AHMNEA. BIRE. 617,
TREL AT RNESE, MEEAFETURNGENIHFTERETHRIIE DT
HEREREXERR. BHANERSF, APAURTEF#C D NE T AERT
R, AUEREHANEATH, TULNEHFEE - NERFEETUE
HF WA EFREX, ENEXRAHRRATIAZE, EIREATTHNKE D
FTITETHIAT, AR VR BB S W B R L | 5 A oo A IR RO B B AR VEBD F o

B 2017 F L& ZE4, NEEFREITSREERIE 726 10, BitBUEx 4 2.51
e, AERFP# £37840 ., MR—YVNEGE, #HBLF/INKIEFRHRK
T Kaldi 2 F37T3#0y, ERATAM =W AR ETEE, WA FEF4REE,
EaEKIETIRA. WiE AR FEAEE, DR AETEN, EMARA . ETE
SRAEFER TER RS EFER,

Kaldi # AloT #EHFMXABNNLAZL T EH: #FEAJ7E, TDNN,
Chain A ZERAEEFRAMAEEE, X-vector B A WIEARRATE
BIARAT; MAELR E, #T Kaldi ®REH CHRBEIH, TEIFITTUMAE
ZHET Kaldi BIREAREREFTHE. HERWCPU LML, BEFSET
THEALRABLDEE/THELE Z; ARk, BT Kaldi F& 28R FI A,
TRFNAIUREZHETEC 2B~ R HEEHTER, SMcEMEE
SEHERGMEAN R RETORE, AAHETEHNEHOEAH.

105



FRET Kaldi W ERME A, DNKEFENA TR —ANMRNE K X
BAEWEEIET VS, HHEE/NEKAT mEEANT R, TEAE—I X —1H
BEVZ =i, wMIUI FEHB. TATEHNAE AR, BREWELBER. £T
ETRAMANLERGEhEE, AAFTETLEA - FRENEE. BEET K
Kaldi FWR AL/ DK REANE L EM, HEATAWK R, MR E
o —’, HERRFHEEREMTEWN AT & RALE, XK ZEHL Kaldi
“Mawm” FE: Kaldi BUE &, DKIET R, 23K Kaldi XA, FraR
Kaldi 48 & B9 /N AL 5] |
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BREETRERA LSRR R A S el
BRET iR (R ARAS)

2017 F, BHRE B ERETEZGALE AT FELFH FE&, FEH
H L0 ZAEEFMNAl BEETRARXR, 400 LAl NA TRFUR S LE
FHRERR KR mEE; F5mEHB B4 ER (Springer Nature) #4T
GREE A 1E, HEEHA A+ET” ABEFHRAR, BIELLMEA EEFE
FEEFEABE, ENEZ_FERETLAl EXLEE, REFTERETRAS
ANTEGEH TR, 5EFREZS R AVE BRAa HIR AL E X% F AT TMAL,

T A RZEE LA RATHE, BAMAZATIEREXEES TR, E
FARARXBEIR — &, TEFEMRK CT kR ®, WEDH. TEDH,
AR RERE. P TR, MITERRXAFFTHEEREZILEE CTRE, ®k
2 RBRATEREXRA, 1 2 NAEERBEHE D S%, BIIFTHEER
EXPHEMAEWHA N RIT A 24000 £ 4 B AT E 00T T1E, XX HE
FRER., RXpMERfstEwARERFERT&AHE, A A ETED
BT AR, AR E B A R B R AT CT e &,

el B R ERET FRATLE I BT R F 6 Lk, JFRX MR,
Fr¥, ik, MEUAIRE. SEAME. . 8508, REAFNERL
EMUBRIHETERS, HHERELERBEFDHRREE,

B ENETEEALNERAR, REETZRREDUTREEE K
£, BIWANFEHE ., WENES., EFREFETBNEN, RIET
FEZATHFNE L, AAFRBREHA=ZABOF R, BRAREZTHLRESE
MAEERE. RATERE, AlLab ¥R, ILEAEFHHE, A CNN. RN,
DBN %% % 3] # %, VLK GBDT. FFM % GALE ¥ 3 H ik, wEmEFZHN
R 5 % X2CT-GAN, MedicalNet %, A P 7 DL F & & ko & ik B 3|5 B
CHER., BARTEET Al RLAH BT EEAELETL 300 (5 H T
ENRGETHY. REEE. HRTE. NREEFFE) .

BIREFeHTAENEMBTHEELR, ZRFHCTH GPU iTENER,
ELtERERFREAHEGIE, Bx T RBAWHEEE, BEFETFEREFERR.,
450 T EFAIEE. 100 7 HAER ZANE. #1000 7 04 & %17 E fa
# 8000 77 & & EJT iR E, ¥ SLHL 700 £ ARk m TUN, 7 3 AT 90%HY &
RIT2 @MW, SHE-"FERETAIEFZRET,
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2017 F 8 HHHEHETAL mh— “BRAE” , THHWEFTHE AL
HWHOW TR, D120 2RERTEL . 2HEA. £ RENAH AR
REMA. BIRKE AL BT - RN EN SR T REE T RS ERffz
BT ®, BWHERHIS R4, EBWETRSZNERML, ARHERZD
H. HFRYENEEETHA,

BRI E Al B, WRREAR AL BERSG. 2HM Al BBV R4,
SN GREREMES, REFHBREAF . flir, BRREMEAL fFE R
G, CENEMI BT BRASKRKI0 ZHERNTFE. ZRAAEL SRKEAM
NREBE, TUNERWRANRZ =T REI G, 7/, AZ2uftiE
mwECSFHEgE, AHLERERERENKE. Hil, BRAAPREE
RFEARECE2E30 ZXRERRKeH#ATRIE, FE R, LR, M0 H
EENETWEEET LA B R, BABL6.5 7 ARKT HERS.

Y EFRETAE, HENREERN. EARRKITELHZ A E fir
ERIEF. A, BRBRBRKXEEELA, FHATFTLER. KEFE, B
W5 EFrprEAE S (ITU4H B BH) 616, MR 5EIEIT AL trEEX,
EEARXTHTRE, 28 (BUAEKERET RERERE) 1 (£TF
EXEHEALBEBELLMENNE); SYEEFREM A1, BT (ET
RREANA TE T ALREIIFE R ZATE R EN IG5 ).
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Y= BingoCloud0S  |HWH# |Cent0S S x86-64 CLI AIFIR g Teits/ SEALinux [ 5 N AASRE F 50 | &
%
mm{fﬁ InCloud OpenStack %7 [centos |07 /P10 a1 oLl I RAEEH X80 L nux 5 52 1A 25 B 7
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(=) BREIRRMERFHNIRPURERR

3 . Framework 3 = BR/ER/E N Wit/ &g/ &
& B PIAZHSE | s %R %E B10S ArchitecturefF{E SE FRSE pory LS (OPD) RA%ER (APD o N
— v
w3 g gl [N g o CLI/GUL  |3FiE i RE S g WerR s IR CEARRTIAAD W
s syber0S wmke M5 e farm QT AR FHAEMA AR Aton QU AR sk
LEBY cos FEWNAZ  |AOSP s 1l arm CLI/GUT ATFIR FHLEH ARM P R A HE
égé £k £HILTI0S FEAK% |Linux+QT | arm CLI/GUI AFFUE BLETFHLELH  |ARM SREIVAZIE SRS HE
§ 360 360 FWA%  |AOSP SE il arm CLI/GUI LEAMEATFIE  |360FHLEH  |ARM 22 5LV AR UE
2 | wowe CHOSEN wts [opentiios [P0 g6 64 mndroia  WISKRURATRR | ooz s/ e/ dbs/amw et B s L
B —
% il Jide0s gemts [mdroid [UEFI/BIO L g6 64 Android | AT X863LH 4 [ARM/Atom g 2 A Rt
23 Phoenix ok el g Jarn Android  |[AIFUE XSTHLMI4GH  |ARM/Atom e S FH A s KAl
JTHRER TVOS WA |Android |zEf] arm Android AT TVE H ARM s N FHAERS e
SRR Jing0S FEMHK% |Ubuntu [SJF‘FT/BTO x86-64 CLI/GUT AT PR X86 AL nux % A LT /N N AR
£y 5] R FEWRE |lite0s | arm/RISC-V CLI/GUI FFIR :’;yﬂhg Ea ARM/ ¥ S, FE 2 A 2 W&
H#R 1ite0S FENKE |1ite0S  [5EH arm/RISC-V CLT/GUT TFIR LH ARM PR 2R 2 M 5E
R tencet0S—tiny  [ZN#% |N/A SE il arm CLI/GUT IR H ARM [EREIVAEEESE S e
LS aliOSThing Wk [N/A SE i) arm CLI/GUT FFE T ARM BN AR e
VY, S vela N NuttX FE Ml arm CLI/GUT FFI5 HH ARM FEEN FHAES e
L%% Rt-Thread ﬁgg/ N/A SE ] arm/RISC-V/mips/x86-64 CLI1/GUI FFE & ARM R4S s
-V edge0S FEWE N/A SE il arm/RISC-V/mips/x86-64/PowerPC CLI/GUT ASTF o ARM/ & SRCIVALIEE R WER
L]
B rEEH luat0S FEWZ N/A S il arm CLI/GUT ASFEIE L ARM FL A AR RS fivad
2] -
PR
132 REHM Hybridos 1’[@ 1’\]] z/ N/A S il arm CLI/GUT TFIR LA ARM P2 I AR 2 B
i /NIBLEEA iBot 0S FEH N/A S 1] arm CLI/GUT RFFIE 4 ARM 1 A A o
HETR Turing 0S FEWE N/A SE ] arm CLI/GUI AU = H ARM H R AR e
RER RooBo 08 FEWKZN/A SE il arm CLI/GUT AT L ARM SRV P
R E 3 One0S TN |N/A SE il arm CLI/GUI AU EH ARM SRV EESE S L
BRARE MiCO IoT 0S FEW N/A S il arm CLI ASTFIER L ARM FE 2RI AR 2 B
FEME B Ruff FEWAZ IN/A SE ffil] arm CLI/GUT AT LH ARM SECIVAZ RS i
H3C HMoasis FEWEZ N/A SE il arm CLI/GUI AR H ARM EREIVAEEEE S iy
#BR Uhome 0S EWE N/A SE arm CLI/GUT ATFE LH ARM @R A i
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(M) BRAZVRIERATIEARIRER R

I &5 WIS EE| LR [BI0S |Architecturof$(E T FESE o TRE \gpas orn RAES WP e
FRiL631 57 FkCore0S MK N/A EH powerpc/arm/x86/mips CLI AT LH powerpc ERATEEES B
# ?32 Bittroworks [ (VA E#l |poverpe/arm/x86/mips cL1 RIFU L arn/powerpe R RS B
- R N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A
v Space0S  |AHk |N/A  |E#l  |poverpe/arm/x86/mips o AT G arm/powerpe R A s
B Sylix K% [N/A 5 il powerpc/arm/x86/mips CLI LH EfcAik 0
PHR R IR Dao0S M N/A E ] powerpe/arm/x86/mips CLI ATTE LH [EREINA ks B
ST tree 0S FENE N/A 5 il MCS51/STC/AVR/MSP430/STN8/STM32 CLI RIFIE “H RN %
B R NECRO QIUNIU  |ZPi#%  |N/A SE ] arm CLI RIFIE LH H@MHES %
% —_— RE N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A
2 N R g N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A
% xos: WUAR  |ZWE VA |8 |poverpe/arn/x86/mips/dsp oL I i R e
ﬂ:gg?gﬁ R FEWE N/A SE 1] MIPS/ it CLI/GUI AT LH H @M RS s
5716 A MANAZ  N/A SE 1l powerpc/arm/x86/mips CLI ATFIR LA N RS Y%
FENE | mammA ewm @l /e a1 AT i R R
WL K% Wi KT A0S FENE /A SE il arn/x86-64 CLI RIFI LH EFIAE SRS KA
BRA%E BRI FWZ /A N/A N/A N/A N/A N/A N/A N/A N/A
TENE | orientais 0 [movk v [ | S0 JB B SEERILSER T % BRI i
TR djyos FEWE N/A SE STM32/arm CLT TFI5 LH H@MHAES RAf
Tee0S WA N/A SE ] ARM CLI AIFE et BN RS 7
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oA BEIERERT
SiP 555HEEEN Suny Li

B, ftoadexvE, REUNERRELAA “FET” BEET
SWFE. BRREF L ABER L, HE R, SRFE, #FRWR = AT
B, 5% TH:

ﬁéﬁm

BAZE—SAT oM, SHEITEZEN EDA, 1P, B =AFE X4
ShfEEENRE. TEAMR =T ERSAT: HRWRN MK 1;41%\
= o 2 A0 AR L 77 TE R 4 AT

o T 44— 406 R 2

wAERTE (EDA), REEBMAFHNERIE (IP) , il g ooy Efr
LRI R ¥ LATF 467 ﬁuﬁ? ﬁE FATE A it T A EDA, 4R =AY
TP, ULR & jk e B 03 IR AR R AT S B ik 3t

1. EDA

EDA (Electronic Design Automation) B F&%itEBzif, #HNAT
B, F % T R A

TaH ARKI: “EDA &%, THANTAR? 7 £, #Lst=s
MTE, IZEZATE, et A7 !

IAE A AL T ik e e e 2R AT A/NEY 1 P A Z RN LR 1 R
o RAE, REREREZANERNEELELARC) . S5 ERAN SoC



LK, ERAREHECEHBAIEHENLER. wREFHEN, TEETE AW EDA
TE, B2&it9R?

EDA X F kit 4 T A, HEl, Synopsys. Cadence # Mentor
(Siemens EDA) H4E&F AT 90% A ER T 74T, £ 10 29K UL TRy & &
ARt t, EEFEEZEX 100% Wt £, HEAHL—2 10nm LLTH
MFH, AU LE=ZFXWEDA TEJLFEA Y REEIW

TR rE B FIRITH E7A EDA T A

SERLERRRISI TR RHER Y3RzAY DA TH
Synopsys [ VSC,
RTLIGE ynopeys
e s Mentor [] Modelsim, Questa
HFEmRiT . ) :
PN Synopsys [ Design Complier
“H Cadence '] Genus
" s s Synopsys 1 ICC
—1 Ly IC i
RIS AR Cadence ['J EDI/Innovus
Mentor (1Y BSDArchit
BSCAN ,
Synopsys ] BSD Complier
Mentor [I'] MBITarchitect,
MBIST Tescentmbist
DFT Aliiigit e_ssen mois
Mentor [f] Testkompress,
ATPG ,
Synopsys [I'] Tetra
MAX Scan chain Synopsys fi*] DFT Complier
Synopsys [ PT 51 S HufL,
Timing BB EL ynopsy S
Cadence tempus 1745 #7317 40
Signoff IR1TTERE: Mentor [] Calibre /5 3 S,
Physical #JFBI&IE | Synopsys [ ICV, Cadence [1] PVS 1B
N Uy
TR B IR TRHEBIRERARE | Cadence Virtuoso H i fill 5 %

SRRt AR, E. RUEER T, X MEy EDA TE 4 oyt TE.
HETE, it TEE, BT EAMANEEANKE, AN 0 3 1
(ATEF) WEA, fFERRIETEMRERNHELA, LE 1 &2 1 &2
0.9 BF 1.1 B9, FEik, M EDA FRIAE, Xt TEWNFLAEEF A,
B, FAAMERA, TEFEERME, DA TAWNFARELE A, H
P EDA THHME—BHERIES T A FEA —RR4, EENEBITITH
WO T EETL2RELE, EAAAEERKEEXIT M=K HLAR
A EE, LEEEREFEHAETRELEALES A,

2, IP
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IP (Intelligent Property) REZFH R ER, IR EZ5—F
EHREX, ZEAREWN., TUEEFER, RET R ERNESR, 1P 24K
AAEE R B BNEMETT, SoC EEFUAZET IP EWEAK A, IP
A HER. SERER, P RN — R EAREESETE, B AN
IR, BA mARAE RE B UM B R R, B RVEMRRN; TP BAZ L HDL R
R, RiaME, EWeE AR AT T, 1P BAZE A &AL A
WHRIZE, AWM mART T Hh, WEZRE, R EEEfE A
FEETN, EEZARAZAITF .

TR ER KA 10 A IP B4R, TUFFTERAARANET T, E
EWE T ma sk H 3%, M ARM —F 3t G387 40%0A LW 544,
FENAWN EHET 0% T H A, R ARM HEFEAR K, £AL IPF
IMmEEENRTT . WARAMBWEZIH, 23KZARH K EDA /& Synopsys
A1 Cadence, f£ IP 4Bt EH SENE -, F_WNLE.

HES & BlEN(ERERT) | MiHhEm EzithX
1 ARM 1608.0 40.8% HE
2 Synopsys 716.9 18.2% eS|
3 Cadence 232.0 5.9% =E
4 SST 115.0 2.9% ESE|
5 Imagination Technologies 101.1 2.6% HE
6 Ceva 87.2 2.2% LA&#
7 Verisilicon 69.8 1.8% FE
8 Achronix 50.0 1.3% =H
9 Rambus 49.9 1.2% E S|
10 eMemory Technology 46.8 1.2% hESS
Top 10 Vendors 3075.6 78.1 [ 3%

TR IP B9fR2E, HFAERE 51%, 0 IP & 22.1%, #HFE
B8 1%, HE My 18.8%, AFEEE ARM — XA, EEDE IP ¥,
Synopsys & M FA4NF#
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IP Category Evolution 2017-2019 (source: IPnest 2020)

Interface; 22,1%

Processor;
Digital Other; 8,1% s 51,0%

Other Physical;

KNFELRWZ, EX TS FPAL 1P 28 %8, AEEHL
TRy, XA TP 26 FESTEER? W RIRIZITH SoC U AZEA
AW IPTEE S, A ETEEREATHMOT .

THE, ROV BEE 980 AFl, TH—-TERHRFW IP EHEFL,

BLEE 980 M HE E R B F EIMAF CPU. GPU (A EF) . ISP (A
BHAE) . NPU (ALTEREI %) fEk#H (AxERE)

RIEEFEFER, ISP BE 7 EH, NPU 2 W FERLAEHRE,
ZTF CPU (Cortex—A76) #1 GPU (Mali-G76) WM|Z4 k& ARM /7] 14 EH %
M, BFERAERAAZRA

w R SH TP, LHNAE G BB 980 X, HulEk, %AF
3. WitRE

MRFRITHRBEE T 48 BF ICKITREMEN IC1EITRE.

¥F IC HitmeE: SAEX - FBRIT - FEEE - WE X
it — PRI — RE XA

X E X (Specification) & 35 1R 38 % 3k #| & X5 o4 oh B8 Fo Mk BE 48 AT,
TR AT LS SR .

# % % it (Logic Design) £ 35 & T # - # £ & 5 £ RTL (Register—
Transfer Level) & 23 % 4% it, FH3 3% BI0E 8 F H A H0 9 & 10 1 3
20
e 1IE 4,
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% #4755 (Logic Synthesis) 38 RTL 44 4 = B -89 1R M %,
FRAPRER, BRI,

#1# % it (Physical Design) 245K TR P RRE LKA /. T E&H =
LERBENERE, BFXEE: ZEFAN ~ TRAX — £04 A — W4
i e — .

e BERANZHEEF OGS R KRR FARBBAXH, UKART
IR B E U

e WRANZHELHF LA BN/ 2T, FH UK EMEEHEHR
LB LA,

e B THBEEREWNEKANFAREBNHEAEETHITE,

. WHHRMEAEERE AN Z AR, £ RS NE, RO s ER
Fifmz T A2,

e HMEERKEREAEEHRG, &5, AHNEEAKXELHT, RE
HEAREEFELS N ETHEAE,
M B % iF (Physical Verificaiton) i & & 4% bk & 1% it A N £ &

(DRC) , MERZEE—HMEALE (LVS) B SHMN L (ERC) %,

JR B X At (Tape Out) == £ Fr A o & fo I iE 40 IE #8 TR B9 BT 48 T, (L8
MEXHERT £ KEBEEY, FEFEH,

BHLIC WHRR: MEEN ~ mBRT ~ KERT ~ AR
i~ RELA

Ee S h R X R E R T e B, B4 IC AR BT, RE
it MERIEAR T BB A AR

ENRBRIT2EREARFR, HITEEERNENEREN, HFX
Al SPICE % 17 2 T B Jo ik o 3 0y Ty gE AR 1 BE

EWUR BT 2 AT AN, 2 ] e 3 B2 B ey R B LT B Y, FF 10
TR T 6 3 g A I RE

BAR R 2 R R B TZAN L AL DLROR B e B T — B

XE, HMH—EEREE:

AWt R EDA TAMNXHET, BRIGX IP EX+EEH LR (&
EFF &) B 1P, FHEAE M & R B E R ERIERAE, TR RITH
BN, X ATREE, EDA, IP. PHNRITRE=F6H— 1,
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BR &R, EX-BFXFRETHELAEZTENH IR ITRET .
TRIET SRR 10 WE it ad, #AXSF,

HE& I Blfz(2019) Blz(2018) | EFMBX
1 {#i& (Broadcom) 17,246 18,547 Eoc|
2 =18 (Qualcomm) 14,518 16,370 Eoc|
3 IEEIA (NVIDIA) 10,125 11,163 =H
4 BAAREL (Media Tek) 7,962 7,882 FEES
5 #BEL (AMD) 6,731 6,475 =M
6 £RE (Xilinx) 3,236 2,868 =5
7 =5 (Marvell) 2,708 2,823 =m
8 EXDREHE (Novatek) 2,085 1,813 HEAS
9 IWE2HEK (Realtek) 1,965 1,518 FEEE
10 HTHE (Dialog) 1,421 1,442 =E

Top 10 Vendors 67,997 70,901

—\ inh#E

SRS EREREREE VTR ATY, BEAFFIIMAE KR,
HHME., MEABDREAIMEE, Baesm S E F v R T 6
A (TSMC) . =2 (SAMSUNG) Au3E4F/R (Intel) =X 7. TH, &4
AMNEE., TEMAME AT 'R R FE, FREAI L2 F E A
b= 8

1. &%
CHHAEFEERA T 2B I ZHAES TR, ENTRBERIEE
W& A REL I,
SHHEF, AZARBLRF: KL 2k, AR, ZATFEAFT
BRI ELZEN, RLHELABHE
CARRBIFERI =M RBEEEL, AR, 24, FETHA
BE, ZKBEEEERERNN22%. 22%. 20%44, E=MEHEER
= NN &
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PR AL
EBFEA Hik
s gy 5%

5%

HERE o
6%

sulE T
8%

TEHR

8%

T Bt DA s Ay S AL B Ot Z AL AR ZI AR AL A B SEAT A B AT E AR
n JERIAL

A LB R SR LT AL — B, BEoR AT OU I I e s e AR (Y
K E)Mask HPZERAAZKOHE L, 60 FRK, HAR R 151
ANZAGUR, LEEOEZIALF L RABILR 2 £ D

N T EIEREE, RABAFEETFELBE AL RER T (CD) FEK 30%-
50%. &= EAWIFEMRAZINNEK A, AW, HEKWFA 193nm LEFHF K
k20 Fo FREITIBELREEN T EBE, £wBELZKR LT Im B
B, 4B 193nm 89K KIS &R 134nm, R ABANRKZ . BAR KL &
Y 1567nm K&k, mEERAMEHAE L. £ HKE . Pitch-split. WE
REEZREHA, BARX 193nm X2 —E 7 AHE A KE Tnn & 5 (G
R OA12 fade G BE 980) . EVU X ZIHL EUV & %4 2| (Extreme Ultra-
Violet) & —M{# M &4 (FUV) BEKHF—RAEZIEA, ZHEKH 13.5
gk, T HZABERLAK, BV X AWEFEERKE, FLYT2NF
BB AL AT —E T, KA WS T ERKK 30cm £/ A ZF| 0. 3nm,
MY T RE EEN SR ERTEL 1 2%, —& BUV L2 EL 180 i,
10 FANAEMS, FEAOANEREFTH, LRRARELL —FHE. 2000
F£0f, HRRELZAZINTBNEA, BT 2009 F ASML B4 & &%,
W E AR T K. B, mAHNALZINALEA ASML —FK T LREET
EAWIEN, LEsETF (SMEE) BE4H 4% A 90nm # L2, FHHE
Z LA 2 R
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ns SSA600/20 55C600/10 S5B600/10
TR 90nm 110nm 280nm
= e ArF excimer laser KrF excimer laser i-line mercury lamp
kg 1:4 1:4 1:4
EARY 200mm3E300mm 200mm=E300mm 200mm=Z300mm

rRpEEFEY, X REEFPH KT, FILF LR LRI
RATHEHEIZT,

n R
Zik 2@ ERE A RENM REREEE. 2T 2T AZE,

RZIAF K ERE Loy B EM AR BT £, 2BAERREEF L
YR B A HEAT R, MEZ| AR R, LA R R £

HRZME T 20 A THZARUREEZ M, TEZMEERNFH K&
5% THRAT2M, BEZ T EE R 20 AR Z 08 B R A AT
Z| 1

TRz A FERZM T SEER, THSEWAE 95%, HEHZARHE
THB LI L mF 2, BT 2k 7] & 6 = B 7 AR R &, T
BB AR, ATRAEZE /N E AR Btk o I8 ik % T2 e B R 4
W, EEAFREBREZERET, EERAEBAL, FEREAEREZ.

BuitmXFALEER T ZRE, AR Z2ANM, 2T EZIEE
BVREAE R <P, e 14nm ST FE A N2 M P BIAE] 64 K, 3K 28nm & F
60%; 7nm FIEFT T 2P B E £ 5L 140 5k, I 14nm £ 7 118%.

THEBFRAZ KA RE
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SER AR T %0 H B2 NG 2 B 2Rk — 104K T

| ZHIA0UK I || FB2000K M || ZI208KA | | AUBA0ZR MK |

-
20#1*
b b

| pUB10BK A | | aauu 1omazm | | ) pe208K 8 |

FZIM—FE, ZIEALE) BRENERD, KRSV FEEZEZEHE Lan
Research (A F4K) . AMAT (R A A#) . HAMW TEL (REHETF) %
., X=RAN HEE2IFFERZ BN MU TR, MEMSESH
A 6%, HEF, Lam Research & W&k 55%, MATW w3k, ZHEETF
5 BRI A R A& B 20%F0 19%,

EANER, Bzl &RENG M AT ., LAEEl%, FHA
BB AL, TZFEAEALEE bnm. B2 T AREASYF, FHAF
EE#NEFARR, ENEMHENAENKENFERIE 14nm/7Tnm/5nm % 58 ¥
I7.

ETh, tREWAEAZINARBNNELABEERE, MLEEHF—
B 2| Pk AL B 86 4 Bk B = B R B R

2. TZHIE

CRHAERBEFENTLEIZHE, TE, RIER 8 ALENE
3 T2 HAT B 2N

(1) A& (XFEH)

A ZGHBANMERETF, LAE LEPERECZR T & & E
E. XAEERAERARKRA . BIE, LEXNE., BAVIERFERF. B
ATREE: BRI AN, XHE, BT RE,

(2) Z4k (4RZ))

/

ZERN
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2 EEMMERACNFREBHWEETIEATESRANE A, T2k
(dry etching) FIFI&®E FRETEA KO TEANWHWEER, REE T
REGAEBRTEHNAFRN, FZHAENESER. B2 H (wet
etching) AW AR MFER, ZIMFR ML Z| 1 EH .

(3) R AR (CVD)

CVD A F#et ., MESEIARFFOF RN TN, B RNYERE
FENBERELESEHE (film) BW—RMABE AR, COVD EAEYL FFIE
AR AR NS, WA E AR (dielectrics) . SR EF SRS AR AR
J CVD A 7 R o

(4) A ARAA (PVD)

PVD 2 EBHEMEMFHE, —HREALFEALR, EEZFUREAE T
MEUNEFTRELEM G, TEEMETF—DINREEE, HAEHRETE RN
MRS 5 AR & B R
(5) Z-F4HN (lon Implant)

BETEANTRS2AYUE TSN LERAGNREZXE £, LkE
BRI R, BTARMRERGHEES®RE, UFE (BN #E, 2|
B RNENERE . B FHENT AN X KBS FORE I DR & 5 4

(6) HFHuARFE (CMP)

b ALAR A BB B A LA B B M B LA SRR B S R ARV R BN AL 2 R
BEFAER, U E LR RELR 4 EHR-FEML, U B HEEITH,
(7) F&

HBEHRHWEWE ERE BT, AL, ML EaRaty; BiKE
AR E; JLTATRE RN A E BEE k.

(8) e/ #® (Die Saw)

EAVERENIZRNEE E—FREREELH (die) E L E,
& F J5 4 5 £ MR,

BIXAE B Foundry | IR ABAMEE, ELEN T EERGEAERT
LR AELSHFELIHOXA, BMERAZEN dnm, % E WS A FEER
JEIE 4T, HuleE4 & 7 Snm & H Y K TSMC A2 SAMSUNG., #F %@ T7,
R FEBHE Foundry LTI EEMIEREN I /1, FARMA T LItayik
%, M HARWY ., B LHGERIAKLEA T H, RINELITGER
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AERFE. RARAEBERAFTRATIMT . TEHRZARHE (T
=40nm) R TRy 2B B E R T B Top # %,

) Powerchip Q‘
s

@ll ERIME Fhimes §30 B’

SAMSUNG
SM@

TUEY, KRAFREFGESE Lo mw Hoalh: 6FE (FTEFE
28%) , B (13%) , #XERF (11%) , =& (10%) . gkAFE &
2020 FAEH KIE, FRRTEEH, AL AGERI WX T EAXNE,
M 2021 FH =Nk % B kB, XAEHCR N ESTEI N T E LEE,

2.3 #E

PR R B B AR T BT AR, B0 DA SR O 2 A Y R B AR O A
FRIEAT 24T

s fEmE

HEaRAEEREETVYHRE, EREEREMNE REEME, 90%
DL EH S B AR L e, ERT 300mm AR E A A EEN ERME, &
B AT 70%. ¥4, &E 300mm - FAHEEF 100%R B O, &K EE K
EBEFVHERSLRNEIERT. ARTENLEERE LR SN FH AR H
KA # ¥ (Shin-Estu) . HAB®E (SUMCO) . #£EF Siltronic. % E SK
Siltron UK FEEEWNAKELE. 6@ HFNT. EAREERFTHN L
PRy EIkE T 92%, EFHAGHMMAFESL 2%, HABE S 26%, &EHFK
ey & 17%, /2[E Silitronic & 13%, #[E SK Siltron & 9%. TxZ|IH T
A3 10 KERRERMER, ft54,

m TSMC
m UMC
| SMIC

Samsung

® GlobalFoundries
= Hua Hong group
m Vanguard

m PSMC

m Tower Semi

m Others
uMcC

-
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HE Ex —
= I Bam LOGO I NG
5
1. I 'c Vi https://www.shinetsu.co.ijp/
hinctsu | s
(Shin-Etsu)
Ioa—x
m=) 2
2 S,MCO BAR http://www.sumcosi.com/
(Sumco) ——
=]
mﬂﬁ . http://www.sas-
3 @ FEEE lobalwafers.com
g .com/
(Global Wafer)
el A .
4 S|Itron|c =5 https://www.siltronic.com/
(Siltronic) uuuuuuuuuuuuuuuuuuuuuuu
5 SK siltron "P ﬁlil https://www.sksiltron.com/
SK siltron
6 Soitec Szl tec *E
(=1 oy
7 WAFER WORKS FEEE http://www.waferworks.com/
(Wafer Works) ~—
8 Okmetic OKMETIC pr— https://www.okmetic.com/
9 EE-E(EWS'I) -ﬁl E % E.} FhELE http://www.epi.episil.com/
10 _tﬁ;‘%ﬁ—ﬁ ZINGSEMI FE http://www.zingsemi.com/

ERmEL, FEAGFIEEREMEFRFHESEKFLE 41 17%,
Wi T H23KF R T 25. 15%. ERHTHHAEFTEBERL
BFF, ETEE LS R, DARANSEGENEEFEH =

R
n R

KARZAZ I EREEZWNAEM, LARORESAZN I ZAFEER
. HBZIRE N F R EAZR. @R A PCB A2 K. 9, F7E&K
KA AELET. B ARAEZREEZL VA HAS ZEK (JSR) |
AE A (TOK) . EMA%¥ (ShinFtsu). Z+®F (FUJI) . £EZ %
#7 (Rohm&Hass) %, WHEFEETE, A THHHET 85%. TEHIER

zRb oAl R A7 R
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JSR
m TOK

M Rohm&hass

M ShinEtsu

FUlI

m Others

EAHENFFTERIAREF T ENFE R FRAELEFTNMHN, HE
PV EAGNEEALY = +FE=+HF, ARZAREAKFRE, EBAdL
AHRZER ., RZ LTIV EARAST . RARBEFEARPRENFHT, K
AU —FEEARZE, ARG RHIAANAA M ERE, LERKABE
£o. # PCB 9%, EFAZREET —RWEF/ES, EEXIAM IR &

(3
= HEML

HEMNKEEREE = ATV FAHRE—NFFT. — A KEHENRKH
BAGEMIHELEWHFHEMRK, EEEE SiP KA K AN H I i
BEE, FTREEFEXNEHFWNHEHKANRK, SiP Ra#tH ke HXERN =
MNFELE: YRR, RE#A, BEREENEMRE, T =R £
A EE, HEIBRKE., #TRAGEN, AHEZ2AEERIHAEE S
R EALAERABENEA., B, SIP K3t 3 44 £ E K E
H T FTEIALE Ak .

1. 3

KATNE St B3 27 7 |k AT A3 3.
1) T

BEWFHER LA E K (Integration) WA, HEXRITELKEE
#, o TEERLRMK, Auto CAD BtEF AWH K XITTE, FH MM,
SiP #AMYEIN, HEZITEFEHERMBRE L, mEHW SiP. L3t %,
Chiplet, R ERMAN T EZER RS, HENERWNELEMR
EEAREI LA, HEHEZTHWERLB RN E, SiP A #HE R TTAEE
B 2 A Cadence #1 Siemens EDA (Mentor) W&, Cadence =% ey E%
1T EDA R %, Wi E A EE, AFWEREMLLEE,
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Siemens EDA (Mentor) Z#H KX ITHEWERZF, HER KL H
EREIT SRR A, R KR TSMC, Intel, SAMSUNG 4414 #
Siemens EDA fE X H 3t 4% (HDAP) et TH, TEATHA: LH#HH
Wt TEfr R T,

FARMURBI TR, E—RBARET, Rit: “THATELHE
Bit, £ SIP RItA 3 FHEERRY, D RUFHTETRER
LEREN, B, METHEATEMMARSE, QRREE. B, ©
FHEE. BEHER. 2.50 £/, 30 £ A&, Bump...”

X — B F, Siemens EDA #Y SiP R #tH BRI T EE A mimfH 7
EXFMEHE. TEREALHHERE X ITTE XPD FHH %1+ 3D & E,
4 HEEHEES, B4 5 B (4HBM+1Logic) LA 3D TSV HHE—#&, fo
GPU — R E R AERELEER (2.5D TSV) b, HEERfEH, B 55 —2%
FRAE AR .

XPD = 89 5% 3t £ & 1% 11 & (3D)

AP EET 3D &£, 2.5D k. BlEE. Bump. ZERERES
AR, & XPD B EFEINTRENIZH., FHAHERIETEGFESR
WAf g BB, BEARIEEE 80 ZAMN, EANRZAH#ATET ZEM.
R T . EMINEMC e S A A Efiel, WERIEN 2 ET IC R
T E Calibre, 244 Calibre 3D STACK, &1 T 3D st HwyyE R
i, MEHEKNNERE., Rt ELER MRS, o TAENE Kb E RS,
T, ERBHESE, HERXTRERFRTWHEEHRRE, EEME
EEHERHBANHES, B EEITHWERE RS, =T SiP. #
R, RHHEWEARI AL ER, ¥ 5% BT Tk bRt 2R BT
BHREHH: (ETSIPEAWHMEASL)

2) FEmEEE
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REM BT TELRE, HETJUS A ERH R, EHELEHE=
MR, BHFEEATHENER, ZHATHLES&, KN, EEE,
NWHEE, BAAME. RERAKE, EAELXH#HER. REK, AEEFTT
Rz, MEHEFRABHENETEELTHEER, MEHE—HXA
HTCC #M#, 4B H N £ XA LTCC K, M FAMFEFS R, MAELRF,
Tt A RMEER, MEHRFACTE: THMEHF, HAEEESF, SRR
BEWRFELS, Z2HFE, ETEALNT; 4B HFEH AR,
EAARNEELEH, EAMEMAESAERAERNTIHENA; E
WFH, EFARK, EERMERERBLELEEHT R A, 2BHEELL
. BHMH, SANGEET, Z2HFM®, REEE; ERFAENSRA, F
MBERD, TEAEHREH, MK, AFASK, FEHAELENTM
R, THFEL, ZMAT MM Eit, MSMAABN ARy Lk, 5
KineBHENABH Y S IEM, BRI HFMBAKSE, ETHEEL A
“EE”, HEZEEMRNETEA PR,

2. O H IR
LRMAWTEES %2, XERNTEE T M — TH &N R S5 0R .
m Planis

—fk 248 X | ATE (Automatic Test Equipment) E iR 1% & & 54T
AR, MR ey E ARy e A AR N Y B S . AL & ] AR A A
DUT (Device Under Test) A& BV IRE. I [FE A fE FrIE . W
&, MK m & (Test Vector) & &ANBT4F B H N Fl T 8 42 My A T K
AR 1 fnZ R 0 IR, Edw AR EMEFRENELRE, SEET
Moo R FE. v G FHEUR EABFRTREENCERNE X R,

M EmENET DA TEWFEmE (B AETMHENmLE) ,
Zi it e, H R ATE AWM &, FIF EDA TEE T H4FHEA,
WA Z T —A Testbench fF ERIEF &, EREN R, #THE, B
WEZE R, K A B A o s, E R ATE mER N, £ R ATE HEX
.,
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FINBIRD Lt el 012

Wy
Mzt L %S*iﬂﬂﬂ%%#

1)<+
@)

WHER

TRERE AL

m ARG

AGPMAAARE R RN, BEEWULFELNTERE, A8
HATEMEE, AL REMERETER. R T A& MR R FARKZ A
RFENEAHAATT —RANARMETZ, AEEHE: RoFE. BEER,
MFd, AMES. EEmEE, BRe®wE. SHAHTERE. REFH,
BH., ARAARRE. MEAFAR., AFMANMRAGAELT, —M
SR RRERT, RGBT —AHT,

M. BEFHERY
wE, e TERE, BRINGEETHEE-IEHELE.

.

SERpRREl BT AR IR BTGt
- EDA 0~5%
©er
f* P 0~3%
543
it IC it R 80~100%

S, 5%
i
ot 7, 20%
" T4 30%
- 5T 5%
SR 5%
5 HEIRLT EDA 0~3%
- % (sip) i@ 80~100%
i PR 80%
it
Fuy=sline 80%
B —HS A= 5 ?227?
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MEBIUEY, ®A1E 1C ®RITRE. #HE (SiP) ®if, UREF &
HE, CTHANMAFRTHEETERELRE; 2480, SATEHELSA
— W E £, W& EDA, IP, XZIN, BH&T, LZARERFTEET
EHEEEFR, FAUemSARREZY “FRTF”, BAEmSHATAZ
W9 EDA, TP, X Z|#L, Hdam, HZK/LFL#IMEBMHIA D, B ETHEMRALK
B IC WATRAE. #HE (SiP) Hit#d /L P2 KMt ory EDA T H, &/~
ma A MR, HRREMNRFEEALN SO%L FB#H DX E; T
THE LGRSO L EEEAT., TRAXYE, fHELERNLEE
HAW, HAYBERELEE, 8T ENLARRK. LA AL FiETFHH
&, T"ERERT, WF—TREEYE; YHAAFETFTHARE, TERALK
I, FHhL2E FTHERF!

BRI, wRUERAEFEK, MBS HEAT 100%6 B £ 7%,
BATR AT LUK L BB IR T BN =00, — B T A mm e BB m Lo - i,
Fraeiuvd e, ALEATHEER G ETEN? AERTRAZERFEFT
E 2

REEENRBIBEN TR, LEXRE, BEIE, —F— B, ¥
FZUE, fEHIWEEF Y IRER, NTRDFETFEHEHLLE! 7
S, BIEHREITEL AL, EEAX ST EFERABRMH T, ENR
KTk E, GERREAEXHWER, BINRREAEX NN TRER, £
B 43
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