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Who am I

Container
Docker
eBPF
Kubernetes
Linux
Python



Agenda

How to debug Python code
How to check system performance
What is eBPF
Debug Python container with eBPF



How to debug Python code



How to debug Python code

print
logging



How to debug Python code

profile & timeit
bdb & pdb
trace
...



How to debug Python code

tracemalloc
Since Python 3.4
PEP 454 – trace Python 
memory allocations



How to debug Python code

sys.audit
Since Python 3.8
PEP 578 – Python 
Runtime Audit Hooks



How to check system performance



How to check system performance

Physical
CPU
Memory
Network
Storage I/O

Software
File descriptors
mutex



How to check system performance

CPU
sar
mpstat
top
ps



How to check system performance

Memory
sar
free
vmstat
top/htop



How to check system performance

Network
top/iftop
ifconfig
iproute2



How to check system performance

Storage
sar
iostat
iotop



How to check system performance



What is eBPF



What is eBPF

eBPF is a revolutionary technology 
that can run sandboxed programs in the 
Linux kernel without changing kernel 
source code or loading kernel modules.

 via:https://ebpf.io/what-is-ebpf/ 



What is eBPF

enhanced Berkeley Packet Filter
Use cases:
Networking
Tracing
Security
...



How does eBPF work



How to write eBPF programs

Raw BPF

Linux samples/bpf/sock_example.c



How to write eBPF programs

LLVM eBPF compiler

Linux samples/bpf/sockex1_kern.c



BPF Compiler Collection

BCC proper
BCC-tools
Front-ends
Python
Lua
C helper functions

https://github.com/iovisor/bcc



BPF Compiler Collection

https://ebpf.io/what-is-ebpf/#development-toolchains



BPF Compiler Collection



bcc eBPF compiler

How to write eBPF programs

 Backends & data structures
 “restricted C”

 Frontends & loaders
 Python/Lua 



bpftrace (DTrace 2.0)

High-level tracing language
Using LLVM as a backend to compile 
scripts to BPF-bytecode

The bpftrace language is inspired by 
awk and C



bpftrace (DTrace 2.0)



bpftrace (DTrace 2.0)



Debug Python container with eBPF



Debug Python container with eBPF

Container’s Namespace
docker run --pid container:xxxx
nsenter --target $PID --pid



Debug Python container with eBPF

USDT (--with-pydebug --with-dtrace)
pythoncalls.sh
pythonflow.sh
pythongc.sh
pythonstat.sh



THANK YOUTHANK YOU
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