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Server Reliability Required Level Increase Dramatically

Enterprise Minimum Required Levels of Reliability/Uptime

Increase Dramatically from 2013 to 2018

80%

In 2018, 80% of businesses require a
minimum 99.99% reliability /uptime; up
25% since 2014 and an increase of 43%
since 2013. 99.99%+ and greater
reliability are mission-critical.
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Top 5 hardware components
failure ranking in one datacenter;
Memory failure rate is the top one.

>99.999%

52 seconds

Source: ITIC 2017-2018, Global Server Hardware & Server OS Reliability Survey



RAS Enabling Framework
Fault Handling (Four Pillars of RAS)

Fault Tolerance
1. Avoidance 2. Detection
3. Correction

System Stack Fault Management
4. Reconfiguration

Application

Fault Recovery at App. Layer

OS/VMM OS—based Fault Management
o IR
RCETS
Fault Correction through FW Fi-based Fault Management

Error Signaling/Polling

Fault Avoidance, Detection,

and Correction in HW Error Logging through HW

HW (e.g., CPU, Memory)

e. g., Memory SDDC ) e.g., Failed DIMM Isolation

g
System Reliability: Extending the Uptime Diagnosability/Serviceability: Minimizing Downtime

RAS Enabling through the Whole System (HW + FW + SW)



MCA(Machine Check Architecture) on Intel® Xeon®

Type of Error! uc |EN |PCC AR |Signaling | Software Action Example

Uncorrected Error (UC) |1 1 1 x |MCE If EN=1, reset the system, else log
and OK to keep the system running.

SRAR 1 1 0 1 MCE For known MCACOD, take specific Cache to processor load
recovery action; error.
For unknown MCACOD, must
bugcheck.
If OVER=1, reset system, else take
specific recovery action.

SRAO 1 xZ 0 0 [MCE/CMC |For known MCACQD, take specific Patrol scrub and explicit
recovery action; writeback poison errors.
For unknown MCACOD, OK to keep
the system running.

UCNA 1 X 0 0 (MC Log the error and Ok to keep the Poison detection error.
system running.

Corrected Error (CE) 0 |x X x | CMC Log the error and no corrective ECC in caches and
action required. memory.

Global Control MSRs Error-Reporting Bank Registers
(One Set for Each Hardware Uni)
63 063 0
[A32_MCG_CAP MSR IA32_MCi_CTL MSR
63 0 6 0
|A32_MCG_STATUS MSR IA32_NCi_STATUS MSR
63 0 6 0
[A32_MCG_CTL MSR IA32_MCi_ADDR MSR
63 0 6 0
[A32_MCG_EXT_CTL MSR [A32_MCi_MISC MSR

IA32_MCi_CTL2 MSR

NOTES:

1. SRAR, SRAO and UCNA errors are supported by the processor only when IA32_MCG_CAP[24] (MCG_SER_P) is set.
2. EN=1, S=1 when signaled via MCE. EN=x, S=0 when signaled via CMC.

Software write 1 to enable
31

14

MCi_CTL2

30 29

Error threshold

53 52 |

38 37

Count overflow threshold -> CMCI LVT in local APIC

o

—

o APIC_BASE + 2FOH

MCIi_STATUS

T 1
Error count
I




INntel™ Xeon® Processor rault Classitication

Detected

(e.g., MCA) Undetected

Corrected Uncorrected

Catastrophic Recoverable
(DUE)

(UCR)

SW Recoverable SW Recoverable
Action Optional Action Required
(€117.Ye)) (SRAR)

MCA: Machine Check Architecture Uncorrected No

DUE: Detectable but Uncorrected Erro g
UCR: Uncorrec ted Recoveral ble Action (UCNA)




Intel® Xeon® Processor Fault Classification

Detected
(e.g., MCA)

o
Catastrophic Recoverable
(DUE) (UCR)

Undetected

SW Recoverable SW Recoverable
Action Optional Action Required
(SRAO) (SRAR)

MCA: Machine Check Architecture Uncorrected No
DUE: Detectable but Uncorrected Erro Action (UCNA)

UCR: Uncorrected Recoverable




Linux MCA Recovery

Legacy MCA/EMCA/EMCA?2
CE/UCE handling

Memory Failure to isolate
the error page and even kil

impact applications

VM RAS

UCE: Uncorrected Error
CE: Corrected Error

CE > page threshold

Legacy MCA

VM VM

User space QEMU-KVM QEMU-KVM

Linux Kernel

trigger !
g8 SIGBUS
/

. /
trigger L7
Soft offline ‘

page failure notifier

Hardware Platform(*Error



Local MCE

Backgroud:

 Historically, MCE on Intel x86 processors broadcasts to all logical
processors

Issues:

* Broadcasted MCE events may result in fatal event and prevent system
recovery.

Actions:
* Intel MCA to allow signaling to only one logical processor.
* No require to perform rendezvous with other logical processors.

Kernel commits: (bc12edb8, 88d53867, 243d657¢e, 8838ebbc)

Benefit: 1. Enhances MCA recovery-execution path 2.Increases the possibility of recovery



Prevent Speculation Access to Poisoned Data

Problem Statement

B

-Speculative access log error in SIGBUS Whle page
MCA bank MSRs.

- Escalation of a subsequent error
since the overflow bit set.

- Cause fatal error for the overflow

(kernel commits: ceOfa3e, fd0e786d, 284ce4d0, c748610, 17fael129)
Result: Injection memory UCE error up to 20,000+ without issue with patched kernel



Patrol Scrub SRAO Downgrade to CE — Mitigate UCE + OVR

Hardware/
Firmware Enable Patrol

Scrub UCE
Downgrade?

Problem Statement

e Patrol Scrub detected UCE
(SRAQ) signal as MCE

UCE/SRAO

* Nested MCE thus triggering
catastrophic fault (IERR)

PS UCE
downgrade
enable?

Kernel

Downgrade Patrol scrub UCE to CE patch merged to v5.10 with kernel commit fd258dc4

11



MCE Recovery when Kernel Copy from User Space

Without patch, kernel panic directly With Patched Kernel

<

SIGBUS SIGBUS

is kernel
get/copy from
ser

is kernel
context

With pathset, MCE recovery from kernel context when executing copy_user_xxx serial functions.
Patchset is merged to v5.10 now. (kernel commits: 41ce0564, a05d54c4, 278b917f, a2f73400, cOab7ffc, 30063810)




Address Range Memory Mirror
CPU

iMmC iMC
Address Range

CHD Il'.'H1 CHO CH1
Mirror Mode

OS view of physical memory
Independent
Mode




Address Range Memory MIirror — recovery: kernel data UCE -> CE

[18504.676026] kernel buffer virtual address=(
# efibootmgr-m 1 -M 11.25 s g :

vare Error]: Mach

RequestMirroredPercentageAbove4G: 11.25 [19088.709514] E skx MC1: HANDLING MCE MEMORY
# dmesg | grep mirror anea 141 .
[ 0.000000] efi: Memory: 38647M/3454208M mirrored memory

rootld]

I WLW] ! LN
L Lo I e

|

echo (OxZbact 4

echo OxEffffffffffffo0(
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Linux Memory RAS Status

€ UE (Uncorrected Error)

v" SRAR/SRAO MCA recovery — Done (v3.14)

Address Range/Partial Mirror - v4.6+

UCNA memory error isolate — v5.6

Downgrade Patrol Scrub UCE to CE - v5.10

Recovery for MCE when kernel copy from user - v5.10

1GB Hugepage Recovery - ??
Enhancement/Bug fix

Speculation to approach UCE page
SRAO overflow handling
“Unknown Source MCACOD”

€ CE (Corrected Error)
v' Memory Failure Prediction/Analysis — user space & kernel support(EDAC)

eee X N N X X X
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» SDDC+1
« ADDDC+1

« Memory Mirroring



BE R ZEXILL

« SDDC+1

Write Read
Transaction: Transaction:
Normal MNormal

L.

2. After Device Tagging
?) oo 19 (— (o)

Transaction:
Replace D0 bits
With
Parity-device bits

Transaction:
Normal

1. Normal Memory Write/Read

2. Example: Device DO hard failure.
1. Corrected Error Count would reach threshold quickly.

2. BIOS/SMM detects the failed DRAM Device DO.
Triggers Device Tagging.

After Device Tagging

1. Memory Writer operation: Unchanged (Normal).

2. Memory read operation:
1. DO device data is replaced with that of Parity Device.
2. iMC does normal error Checking.

3. Intel Xeon Scable Processor Family: Upon detecting
error, logs error and signal MCE.

L HCPURBMHRUEFIEMFEZETR, LHOSHHTH, SfEE
TRES MM T 2$ERE 1, 7EfT device tagginglE A S iE /54 UCEIRIE L, 3|#&CPU IERR



BER3 SEXILL

- ADDDC+1

F 1. N I M Write/Read with S
Memory write/read after DDC Device Sparing ormal Memory Write/Read with Spare

Device as DO.

2. Example: Device D1 hard failure (second
device).

1. Corrected Error Count would reach
threshold guickly.

2. BIOS/SMM detects the failed DRAM
Device D1, Triggers Device Tagging.

Memory Write/Read after DDDC Device Sparing After DDDC Device Sparing

and Device Tagging 1. Memory Write operation: Unchanged. Still
— - — using spare device.

2. Memory read operation:

1. D1 device data is replaced with that of
Parity Device.

2. iMC does normal error checking.

/ 3. Upon detecting error, logs error and
corrects SBE. In case of MBE, logs error and

1jl IE signal MCE.
Lo/\\\

1. FCPURBHRUEFIEMGFEIESEA, TMOSHHT i, H£RlEE
2. TJPEIRE = M Rank 913 70 /N R Bk

1. LocksteptR™ BIEXN ARG M T —EF N
2. TEfh&Z 7 device sparingfg, & —PRERNERASEMELEUCHEIRIESL, 5[ CPU IERR




BER3 SEXILL

« Memory Mirroring

Data writing Data reading
[—J‘ = “——| Syslem
— Memory A and Uncorrecta -~~~ keeps on
E data is ble ermor running
1 compared I found t
Memory Access Memory Access Memory Access
Controller Controller Controlier
= — ~—— Data read
ﬁ_.,. Error > - .
Memory Memory Memury' Memnry Memory Memaory
A B A B

When no emor found When an ermor is found

=

1. {EFSERE, A NIRE
2. FCPUREMH R UEFIEMFE SR, TTOSEHFET i, SEakfEs

[ s ]
0T BB S RAAFAI A




MCA Recovery

o RIS

1. UGBIRABEEMAOSHIE SRR, 1IBRENIZL50S
2. BRFUGEIRIBIEMAIZSEH —THM5D ISRAR, SRAO, UCNAZEHESR
3. OSHREARREVEIREEINR HIUCEIRMNAERENFERER, REAERRE SRS



MCA Recovery
* SRAR:

MCPUFfF=2 HIBIERE A I K

HIEPIA R A FFHE LA

AL AK £ UCHRIR BRI IAN R MR TTE

BIOSHt&ZMCER 5 NHETAZBSEFERNE=RART
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MCA Recovery
e SRAO:

BIOSfi A& A7 i
Wie %I A FHE AR A UCIRIR

BIOSft AMCER &%

OSHAFE LIERTE
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MCPUFZFRRHIBIEIRE S T RE
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NHETRZBESEERNIE=RRT

KETTENERAFRIBEREELAEEEE
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W REEREHER
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 SRAOEJBEIGRKMCERRE S |FCiRSZESHESL
S

1.  SRAOPEZ:ACE, BidCMCI=hlT HiRZS
9. OSECMCIEIJ%MEEF%E?%%UB%?&E’\JT%R, SN ELERIRE

3356947.608435
3356947.608458
3356947.608627
3356947 .608660
3356947.609667

[SRAD-downgrade]| UE error downgrade to CE!!! mce->addr=0x5e5cc59400

mce: [Hardware Error]: Machine check events logged

MCE Ox5ebcc59: Killing mca recovery sr:388676 due to hardware memory corruption
MCE 0x5e5 9: dirty LRU page recovery: Recovered

EDAC skx : HANDLING MCE MEMORY ERROR

3356947 .609671
3356947.609672
3356947.609674
3356947 .609675
3356947 .609683

EDAC skx MC2: TSC O

EDAC skx MC2: ADDR 5e5cc59400

EDAC skx MC2: MISC 900000140014086

EDAC skx MC2: PROCESSOR 0:50654 TIME 1602830621 SOCKET 1 APIC 40

EDAC MCZ2: 1 |CE memory scrubbing errorf on CPU SrcID#1 MC#0 Chan#0 DIMM#0 (channel

[ ]
[ ]
[ ]
[ ]
[ ]
[3356947.609669] EDAC skx MC2: CPU 20: Machine Check Event: O Bank 13: 8c000040801000c0
[ ]
[ ]
[ ]
[ ]
[ ]




1] ;) 730

* 3/5/RSRARB #liEE I IE TSR IE R E RS RS

o0

.652615
.652616
.652685
.65’7J0

] mce: [Hardware Error]:| CPU 41: Machine Check Exception: 7 Bank 1: b930000000100134
] mce: [Hardware Error]: Machine check events logged
| mce: [Hardware Error]: RIP 10:<ffffffff81334139> {copy user enhanced fast string+0x9/0x20}
] mce: [Hardware Error]: TSC a2fl140ccl40 MISC 86
52757] mce: [Hardware Error]: PROCESSOR 0:50654 TIME 1548405546 SOCKET 0 APIC 3 microcode 2000043
.65’?@5] mce: [Hardware Error]: Run the above through 'mcelog --ascii’
.182285] mce: [Hardware Error]: CPU 1: Machine Check Exception: 5 Bank 1: b%30000000100134
]
]
]
]
]
]

o0 CO Co 0 Co

[T= Y

.182319] mce: [Hardware Error]l: RIP 'INEXACT! 10:<ffffffff816b3555> {intel idle+0xd5/0x15a}
.182360] mce: [Hardware Error]: TSC a2fl40ccl3a MISC 86

.162386] mce: [Hardware Error]: PROCESSOR ©0:50654 TIME 1548405546 SOCKET © APIC 2 microcode 2
.182423] mce: [Hardware Error]: Run the above through ‘mcelog --ascii’

.185054] mce: [Hardware Error]: Machine check: Action required: unknown MCACOD

.185084] Kernel panic - not syncing:|Fatal machine check

==
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CPUBTFTRIEUS SEREBHTHRE

[exception RIP: copy _user_enhanced fast string+9]

RIP: ffffffff81334139 RSP: ffff885f7272fd28 RFLAGS: 00050206

RAX: 0000000000000000 RBX: fff885f7272fdd8 RCX: fFFFffffffffffe [EEREESIETle NS RGE R

RDX: 0000000000001000 [RSI: fff882f59460077] RDI: 00000000759d607T —|NENNINNRYICHNE IR INNNAURIIIEF Y EYr s

RBP: ffff885f7272fd58 R8: 0000000000000001 RQ: ffffeaddbd6517dc

R10: ffff885f7272fd28 R1l: 0000000000000000 [R12: 099H00HAAAA01000]

R13: 000000000000000 R14: 0000O00000NO0000 R15: ffffeadObd6517co R1ISEA— BRI pageSfapRitit, ZFERFHE— ) TREAHSE (0x1000)
ORIG_RAX: FFFFFFffffffffff CS: 0010 SS: 0018 T T IAT T

--- <MCE exception stack> --- . |
#10 [Ffff885F7272fd28] copy user enhanced fast string at ffffffffg1334130fl(1€a00bd6o1/cO 2159451000 T1118827160b72a/0

crash> dis copy user enhanced fast string

OxFIFffff81334130 <copy_user_enhanced_fast_string>:  stac RCX: Oxffffffffffffff09 = -247

J <copy_user_enhanced_fast_string+3>:

5 <copy user enhanced f string+5>:

7 <((:py:user':enhanced:fast:string+7>: mov RSI: Oxffff882f594600f7 == %EEiﬂj,th 0x2f594600f7
copy_user_enhanced_fast_string+9>: | rep movsb rdi
copy_user_enhanced_fast_string+l1l»: xor

d <copy user enhanced fast string+13>: clac 535%:\%” 0X2f5945f000 + 0x1000 + 247 = OX2f594600f7

Oxffffffff31334140 <copy user enhanced fast string+16>: retq

_ ERAR

XJFhwpoisonedfREAYTRE, BITIRERFRIPCD, BINZNEERERF
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 TAJSCINZFFMCA RecoverytBRINBERI BN B IRIEE R AEFEAYE N

;] inject UC not fdtdl error to addr = 9x5ec211b460
c211beee: allocated new page at virt addr=0x7f0eBeSa3000,physical addr 8xSeceddSooe
_recov S
11] inject UC not Tdtdl error to addr -
RAR. Recowvery from addr : ): allocated new page at virt addr=0x7f0e8e89a3000,physical addr 0x5ecl4%2600
inject times t recovery times=2%
) 14] inject UC not Tdtdl error to addr Secl
0B8] SRAR Recovery from addr=8 : 90: allocated new page at wvirt addr=0x7fBeB8efa3000,physical addr 9x5ec5045000
recovery ) times|, inject 0 errors in total.

[2019-3-11 18:41:07] inject UC not fatal error to addr = ©x5dd61fc400

[18 / 18] SRAO Recovery from addr=0x5dd61fcO00: allocated new page at virt addr=0x7f6183df3000,physical addr ©6x5e91176000
srao_recovery_times=18,inject_times=18, last_recovery_times=17

[2019-3-11 19:32:57] inject UC not fatal error to addr = ©x5e91176400

[19 7 19] SRAO Recovery from addr=0x5e91176000: allocated new page at virt addr=0x7f6183df3000,physical addr ©x5de4c©aboO
srao_recovery_times=19,inject_times=19, last_recovery_times=18

[2019-3-11 19:33:45] inject UC not fatal error to addr = ©x5de4c0a400

[260 7 20] SRAO Recovery from addr=0x5de4c0af00: allocated new page at virt addr=0x7f6183df3000,physical addr ©6x5f59c70000
Successfully [recovery 20 times from SRAO,inject 20 errors 1in total.

Restore /proc/sys/vm/memory failure early kill To ©

inject 1 CE error to paddr = ©x2ecd9e3000 begin.
inject 1 CE error to paddr = 0x2ecd9e3000 finish.
detect soft offline recovery for S times,old addr=0x2ecd9e3000,new addr=0x2ecd928000

Successfully soft offline recovery for S times




b YU ey s £

B AAT o fg@g
. s fEHpEE
A TH ey e BAE,

KBRS

2B =%

VMR #
— T 7% A0 38

Ig% [EX)

S5
R 2
TR ERE
DERG

A=k
(e —




Hardware Event

ScheduleSystem

VM Schedule

igrate Agent
Monitor
Agent

ATEFSHE AR R R [ 28 10 18
J:”E? EEYREASEM, RIEAREER
. REVMIFE, #uTZEIEREARE, msghli, AEmvMik s

\ 4
Manage
Agent

Monitor
Agent
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MCA Recovery B EEF=

« CPUAEBHIN T PCC (Processor Context Corruption) , S&{fatal UCE

« CPURBYCbo#=ELR Tor Table /&4 3-strike timeout , fif& 7 CPU IERR

- BIEREERZBSFERNREF LEARIIRERN AR ERR L

o RAEBHE LIALBIRZER, H—LIREMCA RecoveryERER
« RTFECESERAMLENT R oM
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