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Source:  ITIC 2017-2018, Global Server Hardware & Server OS Reliability Survey 

Top 5 hardware components 
failure ranking in one datacenter;  
Memory failure rate is the top one.

Server Reliability Required Level Increase Dramatically 



RAS Enabling Framework
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Fault Handling (Four Pillars of RAS)

Fault Tolerance
1. Avoidance 2. Detection

3. Correction

Fault Management
4. Reconfiguration

e.g., Failed DIMM Isolation

Diagnosability/Serviceability: Minimizing Downtime

Error Logging through HW

FW-based Fault Management

OS-based Fault Management

HW (e.g., CPU, Memory)

FW (Intel)

FW (OEM/IBV/BMC)

OS/VMM

Application

System Stack

Error Signaling/Polling

RAS Enabling through the Whole System  (HW + FW + SW)

e.g., Memory SDDC

System Reliability: Extending the Uptime

Fault Avoidance, Detection, 
and Correction in HW

Fault Correction through FW

Fault Recovery through OS

Fault Recovery at App. Layer



MCA(Machine Check Architecture) on Intel® Xeon® 



Intel® Xeon® Processor Fault Classification
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MCA: Machine Check Architecture
DUE: Detectable but Uncorrected Error
UCR: Uncorrected Recoverable

Faults

Detected

(e.g., MCA)

Corrected Uncorrected

Catastrophic

(DUE)

Fatal

(DUE)

Recoverable

(UCR)

Uncorrected No 

Action (UCNA)

SW Recoverable

Action Optional
(SRAO)

SW Recoverable 

Action Required
(SRAR)

Undetected

Benign Critical



Intel® Xeon® Processor Fault Classification
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MCA: Machine Check Architecture
DUE: Detectable but Uncorrected Error
UCR: Uncorrected Recoverable

Faults

Detected

(e.g., MCA)

Corrected Uncorrected

Catastrophic

(DUE)

Fatal

(DUE)

Recoverable

(UCR)

Uncorrected No 

Action (UCNA)

SW Recoverable

Action Optional
(SRAO)

SW Recoverable 

Action Required
(SRAR)

Undetected

Benign Critical



Linux MCA Recovery
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• Legacy MCA/EMCA/EMCA2

• CE/UCE handling

• Memory Failure to isolate 
the error page and even kill 
impact applications

• VM RAS



Local MCE

Backgroud:

• Historically, MCE on Intel x86 processors broadcasts to all logical 
processors 

Issues:

• Broadcasted MCE events may result in fatal event and prevent system 
recovery. 

Actions:

• Intel MCA to allow signaling to only one logical processor.

• No require to perform rendezvous with other logical processors. 

Kernel commits: (bc12edb8, 88d53867, 243d657e, 8838eb6c)
Benefit: 1. Enhances MCA recovery-execution path  2.Increases the possibility of recovery
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(kernel commits: ce0fa3e, fd0e786d, 284ce40, c748610, 17fae129)
Result: Injection memory UCE error up to 20,000+ without issue with patched kernel

Prevent Speculation Access to Poisoned Data

Problem Statement 

-Speculative access log error in 
MCA bank MSRs. 

- Escalation of a subsequent error 
since the overflow bit set.

- Cause fatal error for the overflow

set_error page to no 
speculation (no present)

Applications

do_machine_check

MCE

do_memory_failure

Offline and Isolating 
error page

SIGBUS
Whole page 

impact?
set_error page  to no 

speculation (UC)

Y

N
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Downgrade Patrol scrub UCE to CE patch merged to v5.10 with kernel commit fd258dc4

x86_mce_decoder_chain

intel_threshold_interrupt

Offline and Isolating error 
page

Y

Patrol Scrub SRAO Downgrade to CE – Mitigate UCE + OVR

Patrol scrub detect UCE

Y

CMCI

Enable Patrol 
Scrub UCE 

Downgrade?

Check bank MSR to detect 
PS signature, handle it as 

SRAO

PS UCE 
downgrade 

enable?

uc_decode_notifier

memory_failure

Kernel

Problem Statement 

• Patrol Scrub detected UCE 
(SRAO) signal as MCE

• Nested MCE thus triggering 
catastrophic fault (IERR)

Hardware/
Firmware

N

UCE/SRAO



MCE Recovery when Kernel Copy from User Space

is kernel 
get/copy from 

user

Without patch, kernel panic directly

FFM(Firmware First 
Mode)

kernel copy/get data 
from user

Applications

do_machine_check

SRAR-> Fatal Error -> Kernel 
panic

is kernel 
context

Y

With Patched Kernel

FFM(Fimware First Mode)

Track kernel copy/get 
data from user

Applications

do_machine_check

IN_KERNEL_RECOV

is kernel 
contextNIC/DISK driver etc. NIC/DISK driver etc.

kernel copy/get data 
from user

memory failure 
recovery

SIGBUS

N

Kernel panic
NN

memory failure 
recovery

SIGBUS

DDR Memory 
Access user 

space

UCE

DDR Memory 
Access user 

space

UCE

Y

Y

With pathset, MCE recovery from kernel context when executing copy_user_xxx serial functions.
Patchset is merged to v5.10  now. (kernel commits: 41ce0564, a05d54c4, 278b917f, a2f73400, c0ab7ffc, 30063810)
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Address Range Memory Mirror
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Address Range Memory Mirror – Recovery: kernel data UCE -> CE

# efibootmgr -m 1 -M 11.25
RequestMirroredPercentageAbove4G: 11.25
# dmesg | grep mirror
[    0.000000] efi: Memory: 38647M/3454208M mirrored memory



Linux Memory RAS Status
 UE (Uncorrected Error)

 SRAR/SRAO MCA recovery – Done (v3.14)

 Address Range/Partial Mirror  - v4.6+

 UCNA memory error isolate – v5.6

 Downgrade Patrol Scrub UCE to CE  - v5.10

 Recovery for MCE when kernel copy from user - v5.10

 1GB Hugepage Recovery - ??

 Enhancement/Bug fix
 Speculation to approach UCE page

 SRAO overflow handling

 “Unknown Source MCACOD” 

 CE (Corrected Error)

 Memory Failure Prediction/Analysis – user space & kernel support(EDAC)
15



Memory RAS 在腾讯云的应用实践

• 腾讯云星星海首款自研四路服务器

• 基于第三代英特尔® 至强® 可扩展处理器

• 使用第二代英特尔® 傲腾™ 持久内存



背景

• 腾讯云英特尔® 至强® 可扩展平台服务器硬件故障导致的宕机中，内存故障占比很高



原因分析

• 业界难题：DRAM内存颗粒上的Cell容易受环境因素及电气特性影响发生故障

• 内存故障发生后，目前业界采用的解决方案是在CPU的内存控制器上增加ECC算法来进行内存纠错

• ECC算法可以纠正的错误称为CE错误，无法纠正的错误称为UC错误

内存故障多的原因



解决方案对比

在英特尔® 至强® 可扩展平台上，业界用于提高内存可靠性的技术有：

• SDDC+1

• ADDDC+1

• Memory Mirroring



解决方案对比
• SDDC+1

优点：由CPU硬件及UEFI固件直接完成，无须OS软件干涉，集成简单

缺点：牺牲了纠错能力，在做了device tagging后容易造成后续UC错误增多，引起CPU IERR



解决方案对比
• ADDDC+1

优点

缺点

1. Lockstep模式启动后对系统性能有一定影响

2. 在触发了device sparing后，后续进一步发生的错误容易造成后续UC错误增多，引起CPU IERR

1. 由CPU硬件及UEFI固件直接完成，无须OS软件干涉，集成简单

2. 可以同时覆盖两个Rank上的任意两个故障颗粒



解决方案对比
• Memory Mirroring

1. 作用范围广，容错能力突出
2. 由CPU硬件及UEFI固件直接完成，无须OS软件干涉，集成简单

优点

增加了服务器内存的成本

缺点



MCA Recovery

• 核心概念：

1. UC错误不直接触发OS的硬件宕机流程，把决定权交给OS

2. 将内存UC错误根据触发场景进一步细分为SRAR、SRAO、UCNA等概念

3. OS根据不同的错误类型以及出现UC错误的内存页面的使用情况，采取不同的恢复策略



MCA Recovery
• SRAR：

进程P访问内存地址A

内存地址A发生UC错误

BIOS触发MCE异常

OS进入异常处理流程

从CPU寄存器判别错误是否可恢
复

触发
服务
器宕
机

否

获得内存地址A对应的内存页面

是

页面属于内核自身已使用的非空闲页
是

找出页面的使用方并给其发送
SIGBUS信号

否

将出错的内存页面隔离

返回正常流程进程P退出，系统恢复正常运行



MCA Recovery
• SRAO：

BIOS触发内存巡检

巡检发现内存地址A发生UC错误

BIOS触发MCE异常

OS进入异常处理流程

从CPU寄存器判别错误是否可恢复
否

获得内存地址A对应的内存页面

是

页面属于内核自身已使用的非空闲页
是

找出页面的使用方并根据配置决定是否要
给其发送SIGBUS信号

否

将出错的内存页面隔离

返回正常流程系统恢复正常运行



面临的挑战

• 底层固件和BIOS支持不完善

• 硬件平台设计的缺陷

硬件及底层固件层面

软件层面

• 缺乏实用的自动化注错工具

• SRAO带了OVERFLOW、UCNA错误忽略不处理导致演变成fatal UCE

• 对1G大页隔离支持不完善

• 错误传递到VM，有些情况下会给客户带来困扰



面临的挑战

• SRAO可能造成MCE嵌套引起服务器挂死

解决方案

1. SRAO降级为CE，通过CMCI中断上报给OS

2. OS在CMCI中断处理程序里判别降级的情况，实现页面正确隔离



面临的挑战

• 3万次SRAR自动注错测试过程中会概率性发生服务器宕机



面临的挑战
• 3万次SRAR自动注错测试过程中会概率性发生服务器宕机

问题原因

CPU缓存预取后导致底层硬件行为异常

注错测试程序注入错误的地址是：
inject UC not fatal error to addr = 0x2f59460000

R15是另一个应用程序访问的page结构体地址，该程序访问一个页面的长度（0x1000）

RCX: 0xffffffffffffff09 = -247

RSI:  0xffff882f594600f7     ==   物理地址 0x2f594600f7

注意到：0x2f5945f000 + 0x1000 + 247 = 0x2f594600f7

解决方案

对于hwpoisoned隔离的页面，通过设置页表项PCD位，禁止该页面高速缓存



自动化注错及检测工具
• 可实现多种MCA Recovery相关功能的自动注错和流程是否触发正常的检测



腾讯云现网运维举措

高效内存
颗粒隐患
筛查工具

服务器上
线前压测

VM快速热
迁移规避
隐患服务

器

全面的监
控和隐患
通知机制，
及时识别
隐患机器

故障自动
化分析系

统

服务器多
维故障统
计及隐患
分析系统



快速热迁移

VM

VM

Manage
Agent

ScheduleSystem

Monitor
Agent

Manage
Agent

Monitor
Agent

Hardware Event

VM Schedule

Migrate

结合热迁移技术快速隐患规避
1. 监控宿主机硬件事件，识别硬件异常信息
2. 发起VM调度，热迁移主动规避硬件隐患，ms级切换，不影响VM业务



改善数据

• 目前腾讯云英特尔® 至强® 可扩展平台上，内存UCE故障约有50%可以通过MCA Recovery来予以

容错避免宕机

• 腾讯云宕机故障中，内存故障的占比从50%以上下降至23%

• 腾讯云服务器月度硬件故障宕机率下降至原来的一半以下



MCA Recovery失效的主要因素

• 深入挖掘上述失效的因素，进一步提高MCA Recovery生效率

• 内存CE错误的细化解析及分析

下一步计划

• CPU内部出现了PCC（Processor Context Corruption），导致fatal UCE

• CPU的Cbo模块 Tor Table 发生 3-strike timeout ，触发了CPU IERR

• 故障发生在内核自身使用的内存上或不可恢复的内核函数路径上
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