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>>> import check
>>> check.password('123")

terrible

>>> check.password('zxcvbnm')
simple

>>> check.password('fk3Ms@x1lsu')
strong
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F=Z: terrible, simple, medium, strong .
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10000 &% F %85 (https://raw.githubusercontent.com/danielmiessler/SecLists/master/Passwords/10k_most_common.txt)
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NUMBER = re.compile(r'[0-9]")
LOWER_CASE = re.compile(r'[a-z]")
UPPER_CASE = re.compile(r'[A-Z]")
OTHERS = re.compile(r'[*0-9a-zA-Z]")

ATHEEZER, BIVEEH re EHRE compile ARRFT XESFE. RINEREFREETEE—MFERAR re B search AEHRAT -

BIMNEX -1, EEFLERERXMERA:

class Strength:

def __init_ (self, valid, strength, message):
self.valid = valid
self.strength = strength
self.message = message

BIMNEXTXFEEN=AEE, RERBYMNEM (valid) , 3BE (strength) , KIFHIRRIEE (message)
KRNZHEEEEAEN, BNASREZFBEREZA THAI10000 5 AZEX 4!
def load_common_password():
words = []
with open('1@k_most_common.txt', 'rb') as f:
for word in f.readlines():

words.append(word.strip())
return words

COMMON_WORDS = load_common_password()

AU ZEIE AR ERBERINFEERMM—IT, M adfghjkl, XE &R ASCI BIfF:

def is_regular(input):
reverse = input[::-1]
regular = ''.join(['qwertyuio', 'asdfghjkl', 'zxcvbnm'])
return input in regular or reverse in regular

def is_by_step(input):
delta = ord(input[1l]) - ord(input[@])
for i in range(2, len(input)):
if ord(input([i]) - ord(input[i-1]) != delta:
return False

return True

BETRARXNMEFZLT, RNEBEE%, EEELFERE:
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class Password:

TERRIBLE
SIMPLE =
MEDIUM =
STRONG

0

W N =

@staticmethod

def is_regular(input):
reverse = input[::-1]
regular = ''.join(['gwertyuio', 'asdfghjkl', 'zxcvbnm'])
return input in regular or reverse in regular

@staticmethod
def is_by_step(input):
delta = ord(input[1]) - ord(input([@])

for i in range(2, len(input)):
if ord(input[i]) - ord(input[i-1]) != delta:
return False

return True
@staticmethod
def is_common(input):
return input in COMMON_WORDS
def __call__(self, input, min_length=6, min_types=3, level=STRONG):

if len(input) < min_length:
return Strength(False, 'terrible', 'ZEMKET")

if self.is_regular(input) or self.is_by_step(input):
return Strength(False, 'simple', 'ZEHEHM ')

if self.is_common(input):
return Strength(False, 'simple', 'ZfREL"')

types = 0

if NUMBER.search(input):
types += 1

if LOWER_CASE.search(input):
types += 1

if UPPER_CASE.search(input):
types += 1

if OTHERS.search(input):
types += 1

if types < 2:
return Strength(level <= self.SIMPLE, 'simple', 'ZWKEHET")

if types < min_types:
return Strength(level <= self.MEDIUM, 'medium', 'ZEWAiE, HERBE")

return Strength(True, 'strong', 'SEEMZE')

password = Password()

REHNMERT—1 Password EITETSEMENEXMFRE, FEMAAT— Python MEEHE _call__, SHHENHAKEY—HEA Passw
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# coding: utf-8

check

A

Check if your password safe.

import re
import json

_all__ = ['password']

NUMBER = re.compile(r'[0-9]")
LOWER_CASE = re.compile(r'[a-z]")
UPPER_CASE = re.compile(r'[A-Z]")
OTHERS = re.compile(r'[*0-9a-zA-Z]"')

def load_common_password():
words = []
with open('1@k_most_common.txt', 'rb') as f:
for word in f.readlines():
words.append(word.strip())
return words

COMMON_WORDS = load_common_password()

class Strength:

def __init_ (self, valid, strength, message):
self.valid = valid
self.strength = strength
self.message = message

def __repr__(self):
return self.strength

def __str__(self):
return self.message

def __bool__ (self):
return self.valid

class Password:

TERRIBLE = 0
SIMPLE =
MEDIUM =

STRONG

W N =

@staticmethod

def is_regular(input):
reverse = input[::-1]
regular = ''.join(['qwertyuio', 'asdfghjkl', 'zxcvbnm'l])
return input in regular or reverse in regular

@staticmethod
def is_by_step(input):
delta = ord(input[1]) - ord(input[@])

for i in range(2, len(input)):
if ord(input[i]) - ord(input[i-1]) != delta:
return False

return True

@staticmethod
def is_common(input):
return input in COMMON_WORDS

FFLEEEI IT HRARBERHAR! FFI4 SR8
def __call__(self, input, min_length=6, min_types=3, level=STRONG):
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if len(input) < min_length:
return Strength(False, 'terrible', 'ZFRBKET')

if self.is_regular(input) or self.is_by_step(input):
return Strength(False, 'simple', 'ZHREHM ')

if self.is_common(input):
return Strength(False, 'simple', 'ZMRERER")

types = 0

if NUMBER.search(input):
types += 1

if LOWER_CASE.search(input):
types += 1

if UPPER_CASE.search(input):
types += 1

if OTHERS.search(input):
types += 1

if types < 2:
return Strength(level <= self.SIMPLE, 'simple', 'ZRKEET")

if types < min_types:
return Strength(level <= self.MEDIUM, 'medium', 'ZFRIAFE, (BEXELRMEE")

return Strength(True, 'strong', 'SEEMZE')

password = Password()
FIF ipython, SARNMESHER, MK TRNZATEXHZED:
a.
XHHE SRHR(E) MEN) BSET) A WENH)

import check

check.password('123"')
terrible

check.password('zxcvbnm')
simple

check.password('fk3Ms0*1su')
strong

It's worded!

3.2 i
AT LESMIR? REFMRFAATRERSHHEREEN Rt TENIFTY! XRARBELERAMGUERNESKRD, EXRFEATUESFEHNNREN. {18

=T, MRMGHEFE—FEIER, MRSMEZEXBEXREK, WRIIRMGFELTREFS— S, RURETHAHRENE. WRFRRAESH
W, REFHEEFE—E, SRM!
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# coding: utf-8

""" Tests for check.

import check
import unittest

class TestCheck(unittest.TestCase):

def test_regular(self):
rv = check.password('qwertyu"')
self.assertTrue(repr(rv) == 'simple')
self.assertTrue('#M' in rv.message)

def test_by_step(self):
rv = check.password('abcdefg"')
self.assertTrue(repr(rv) == 'simple')
self.assertTrue('#M"' in rv.message)

def test_common(self):
rv = check.password('password')
self.assertTrue(repr(rv) == 'simple')
self.assertTrue('&M' in rv.message)

def test_medium(self):
rv = check.password('tdnwh@1l")
self.assertTrue(repr(rv) == 'medium')
self.assertTrue(' 858" in rv.message)

def test_strong(self):
rv = check.password('tdnWwhol.")
self.assertTrue(repr(rv) == 'strong')
self.assertTrue('5E% " in rv.message)

if __name__ == '__main__"':
unittest.main()

Terminal 23 - shiyanlou@26a671c34628:

MfHE fR$R(E) HME(V) #EED AREHA) WEIH)
shiyanlou:Code/ $ python test_check.py

Ran 5 tests in 0.004s

OK

4. {EAl

1. check HIMIXABIFATE, KEBEMLEN X AR
2. A check FM—MAEEEEEEMMINGE, FHAEIRIEMFELRE, ERAAENT:

>>> import check

>>> e = check.email('foo@gmail.com"')
>>> e

True

>>> e.type

'gmail’

>>> check.email('bar@l23"')

False

Fra i A Gl .

BEEWS£454E: htps://www.shiyanlou.com/questions/6579 (https://www.shiyanlou.com/questions/6579)

BT
MEREEE T IT RARERHAHR! FroaR
protream

https://www.shiyanlou.com/courses/712/labs/2371/document 6/7


https://www.shiyanlou.com/questions/6579

2017/6/26
LR3I IR

N

SIFWSER, BNRFAIT
L) &

LN (http://weibo.com/shiyanlou2013)

%F A1 (/aboutus)

EXZRF A (/contact)

IAZAT (http://www.simplecloud.cn/jobs.html)
HAREE (https://blog.shiyanlou.com)

BR %5

AV hR (/saas)

SEEIIZRE (/bootcampy)

2 AR (vip)

L3R & (/courses/reports)

# 88K (/questions/?
tag=%E5%B8%B8%E8%A7%81%E9%97 %AE%EI%A2%98)
B RS (/privacy)

Python S35 L5 A M5

&1

FERFS (/contribute)

BIFE1E (/labs)

BRETE (fedu)

KIEHESE (/ffriends)

F &% (/developer)

I

Python 3] #& 4% (/paths/python)
Linux22 3] 8§12 (/paths/linuxdev)
KEHRE S AR (/paths/bigdata)
Java# ] #& 1% (/paths/java)
PHPZ S B2 4% (/paths/php)

28 (/paths/)

Copyright @2013-2017 SLIEELHE | HICPHE130197625 (http://www.miibeian.gov.cn/)

PERBRLS IT RARERHAR!

https://www.shiyanlou.com/courses/712/labs/2371/document

EEZITHEIRIE > (teacher/634)

717


https://www.shiyanlou.com/user/634/
https://www.shiyanlou.com/teacher/634
http://www.miibeian.gov.cn/
http://weibo.com/shiyanlou2013
https://www.shiyanlou.com/aboutus
https://www.shiyanlou.com/contact
http://www.simplecloud.cn/jobs.html
https://blog.shiyanlou.com/
https://www.shiyanlou.com/contribute
https://www.shiyanlou.com/labs
https://www.shiyanlou.com/edu/
https://www.shiyanlou.com/friends
https://www.shiyanlou.com/developer
https://www.shiyanlou.com/saas
https://www.shiyanlou.com/bootcamp/
https://www.shiyanlou.com/vip
https://www.shiyanlou.com/courses/reports
https://www.shiyanlou.com/questions/?tag=%E5%B8%B8%E8%A7%81%E9%97%AE%E9%A2%98
https://www.shiyanlou.com/privacy
https://www.shiyanlou.com/paths/python
https://www.shiyanlou.com/paths/linuxdev
https://www.shiyanlou.com/paths/bigdata
https://www.shiyanlou.com/paths/java
https://www.shiyanlou.com/paths/php
https://www.shiyanlou.com/paths/

