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Sign in to GitHub - GitHub - Mozilla Firefox

£ BEm ij"-Q Sign in to GitHub « GitHub x-\d;n

(- & GitHub, Inc. {US) https://github.com /login?client_id=36f21cd825556507e41! v | & | |C?,tgg§

Sign into GitHub
to continue to github cafe

Username or email address

Password Forgot password?

| |
—————

New to GitHub? Create an account.

BRI E R IR Alogo, RHIRER AlogoriEm & i MM AIEER LK.
ZRE:
BRAS—1TKSERT—%EE.
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kground photograph designed by @nlyyougj - Freepik.com

—  SrIAILE
. RIRIR
T, HA Code B, SIE oauth2.0 XHE, FEEIEARMMIMEER.

$ cd Code
$ mkdir oauth2.0 && cd oauth2.0

=. OAuth 2.0 IFfEIE

1. f+ 42 OAuth 2.0

OAuth 2.0 BRI ZEAKRBUMENIY, EESE=ANAEBETLBIRPAKSERNELTETRIERN (CHIMERPAMRSANEE) Kif
B2 AP ATR. YE=ANARERNAIN, ESBE—MARKRMAN token (LUITEFRIAE token) , Z/FEREMAIFIE token SRIREVAE R
T

2. OAuth 2.0 M FhiZ I E

OAuth 2.0 HEFIFINAKE:

1. R IRA (B F Web FZf)
2. BRI (GERTFHBIIRA)
3. APZ0EN (FHEFER)
4. F PRI (&R TEHE )

BTG B3 8RR A E AR
E Rimig i

FEPRRNAAENMENRNEREREEMN. BAXMEENENFFZHATREAFPHRRARE, MIEPiKESFEETRNGESE token Kif
B SR M E R MR SED.
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INMERIZMTE (5% https://tools.ietf.org/html/rfc67494#section-4.4 (https://tools.ietf.org/html/rfc6749#section-4.4) ) :

1. B PEERRIE

NFE P

2. i} @ Token SRR 2

1. B PR AR R AR IR A HATIR A IR 5588
2. IR S5 2RIEEIA ) token 25% Fif

BROMEFEMEIE—RHE—D client_id M—1 client_key , RERFZREE (SLAKFE) BERBFUREAMHKSHBE, SRELNRE d
key tWRJBES MY APl Key, Secret Key %, Xui&HEMRIAIZIZTE S XEHTHHIAT .

R PEGIRR
APEBENARNBER RS TRAE=H M. KM F BN UREEER.

IMERIZIITE (5% https://tools.ietf.org/html/rfc6749#section-4.3 (https://tools.ietf.org/html/rfc6749#section-4.3) ) :

1. BRHS/EE

2. BRI (WS/AZEB)

\ 4

SR 5 28

3. {f7[E] Token

A

1. BRI PRSI AR B AFRERD
2. B ik & E RN AN EIEA RS2
3. IBIPR 5522 1R Eij 18 token 5% Fif

BT R FRIME EERR A P & 5 A A .
R

BRI A AT ILER 8 A e L AR AT IR AR I, EEAN KR IEAASRENTE, APENERSEERERIEEMNTTEUR.. BNRERSEEERAURI
MR E#E E—/1 684 TiAE token B fragment, fragment 24N FHE http://www.example.org/foo.html#bar BH #bar , BEHFEITEEEGEH
TUEHER js MIAZE]X4 token BEANAE Fif.

INMEFRIZSN TE (5%: https:/tools.ietf.org/html/rfc67494#section-4.2 (https://tools.ietf.org/html/rfc67494#section-4.2) ) :
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1. 2P id & EER url

2. PER

> BREE
3.EEM url, ifidltoken

£ url Y fragment 1

4. EEM url (FEfragment)

T NRERH
5. 3R token H js B2 FEFARE

A

6. I laltoken

(User-Agent kX &5t %588, Client 55 % Fif)

(XEREGRA—T: —RBEMNEEERRSHE, WEREFT K. BEXRLEZXAER ZZRSHB—AUE K,

. B A% Pimid@ il YT 2814 A P S g A ST

F P

. FBRURERIEEEREE URI, F7E URI L% token

. M EEIFEIEREE URI (FE&1A1E token, {BLFRL token B RN K
. B TEAY js BIAIRELIAIE) token

. %75 18] token 4R R A E Fin

o0 A LN =

RALAGIRAN
BV AB B AR ISEAEEIRALSE token.

FRABR S HIA— T 0 AR 553

INMERIZMTE (5% https://tools.ietf.org/html/rfc67494#section-4.1 (https://tools.ietf.org/html/rfc6749#section-4.1) ) :

1. £ id & EEH url

2. F AR

ERREsE

Y

3. FHB

4, B0 & EER URI

5. if[altoken (] HEE=P Rl ETOken)
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1. MAEPHBELN EEIEAAREERTE
2. PN
3. IFIUAR 5 25IR B IR ANEY
4. [ A% FIRIE R EAZBUEIE, EEE URI E D HBIIEIE mIZ 4R 58815 5K/ 15 token
5. IZIAR K 2RIR B8] token (FTHEMTTERIFtoken) 45K F & P

/518 token Ha{E Fl—ARET A RTEIPR &, RIET token FJ FASEIRELETEOIAE] token (FEZRFBREFER) -

B B A7 A TG B IREFAEI 2 PR LL http IR EWAME. ZHREMASBUAENAER, F5ITHER. MESANUENTEFN, BEZAMI
MY BREERN, BXBHRZAUSEXFEL: {XHiL OAuth 2.0 E{EE R (https://blog.yorkxin.org/2013/09/30/oauth2-
implementation-differences-among-famous-sites). FTIXE{Ki% 2 Eilid 5% 5 AR XA FERTZMAIE. EXLEBS, EESHFAKAE
Github B API 3214, B iX#H AR 3 OAuth 2.0 IR EIHIE.

M. IR B3LhK

TEHEMNEIEZR—1 web RARMRI OAuth 2.0 MUK, BNAXABRDEZL.

BT Github EEIE—AN#TAIRN A, Hiik: https://github.com/settings/applications/new (https://github.com/settings/applications/new)

Personal settings Register a new OAuth application
Profile o
Application name
Account github cafe
Emails Something users will recognize and trust
Notifications Homepage URL
Billing https://127.0.0.1:5000

The full URL to your application homepage
SSH and GPG keys

Application description
Security

Blocked users P

This is displayed to all potential users of your application
OAuth applications
Authorization callback URL
Personal access tokens
https://127.0.0.1:5000/callback

Repositories Your application’s callback URL. Read our OAuth documentation for more information.

Organizations

Cancel

Saved replies
FEE T URL #A Callback URL FERA{EF https 1%, E4 Oauth2 2 TEZE SSL B.LRY, X#HARERIEEHMLEM. HREEER http HiLBEA
PR, XEZHEZA https.

BEEE K id 5 secret
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HEEFIEXESH: https://developer.github.com/v3/oauth/#web-application-flow (https://developer.github.com/v3/oauth/#web-application-flow)

Personal settings
Profile

Account

Emails
Notifications

Billing

SSH and GPG keys

Security

OAuth applications

Repositories
Organizations

Saved replies

TEX A ERIE.

Github Oauth 2.0 ##[0

OAuth 2.0 FZAURHL 5 524K

Authorized applications | Developer applications \

github cafe

z ekCit owns this application.

2 users

Client ID

Client Secret

Revoke all user tokens Reset client secret

Application logo

Upload new logo
oD

Drag & drop

“ou can also drag and drop a picture from your computer.

1.ZE M AP E Github FTTE

XHZ AL GUE M AR T

GET https://github.com/login/oauth/authorize

e client_id (#i%) : FPiRID, AIEM A TTE (https:/github.com/settings/applications/)if B & &
redirect_uri: EEE url, ZMULLHZE callback url IFERT

HAAE client_id 2441%8.

scope: scope F¥kig

EREREUFLALIR . MRAEN RAEZEAPH—LERAFES, X Scopes

(https://developer.github.com/v3/oauth/#scopes)
state: BhlE CSRF I A RIBEHLF 5 5
allow_signup: TAERTE 21 FiEM Github, BRIAA true

RE L ERE RSN GET 15K A9 iEl ik AT B AMEF

https://github.com/login/oauth/authorize?

client_id=...&

scope=user%s2@public_repo

PEXBRLS IT RARERHAR! FHaRL

REMRRZESEAPEESESAFCENRES.

2.5 7E [ B R AT R BT

LENTTHEEMERMEATERN, EEME URL RESE LRIESH, KFIGXE:

https://fREIEEEuUrl? code={RI—BIFNEB&s tate=fH L CSRFILEHHIBEN F 5
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AT AT HLAE S FH AL i ltoken T

X ifidltoken & i STEf HiERK

POST https://github.com/login/oauth/access_token

FIHSH:

e client_id (@) : FFimid, ATERMFATE (https://github.com/settings/applications/)if Bl & &

* client_secret (@Wi%) : & Pifsecret, AJFERN ATIE (https://github.com/settings/applications/)if A1 & &
e code (#if) : $Z4NEG

e redirect_uri: ES5ZHEIMEER url —F

* state: 1t CSRF Ik AAIRENLE 5 &

Mg RZBRIA R I T :

access_token=e72e16c7e421292c6912e7710c838347ael78b4ad&scope=user%s2Cgist&token_type=bearer

Rt AT A FE SR Sk EpHE R AR R M R S K

Accept: application/json
{"access_token":"e72e16c7e42f292c6912e7710c838347ael78b4a", "scope":'"repo,gist", "token_type":"bearer"}

Accept: application/xml
<0Auth>
<token_type>bearer</token_type>
<scope>repo,gist</scope>
<access_token>e72e16c7e42f292¢6912e7710c838347ael78bda</access_token>
</0Auth>

3. {E /A1) token i8] API

YRAT L% 18] token FI7E URL S8 E:

GET https://api.github.com/user?access_token=...

oo AR IR Sk BB tokeen:

Authorization: ifEltoken OAUTH-TOKEN

I B 524

EARGBEZRATHFRELF OAuth 2.0 ZILAN, ATEEEECHZINAE, AN E RS AMBIEEN Python &, LRI H LM
fite FEFRRIZXEBAFMERIT, EACNHRBHBETRE-RAMESERTAH.

BE&#IEER Mongodb, FRFNEIZHIEE, NoSQL, #E{E Mongodb IR # iR 4 —#EfE &
5536 Python RS NFRBRE S IT HARELH A a5

o flask : 222 Python {42, MREFTE, TRENEIDFlask - 1RiE EF (http://dormousehole.readthedocs.io/en/latest/quickstart.html)RiE N\
1—T.

* flask_pymongo: flask T#:{E mongodb #iEEHIE, B 773X (https:/flask-pymongo.readthedocs.io/en/latest/)

e requests_oauthlib: —43F AZK&ZIFHY oauth FE, B/ X4 (https://requests-oauthlib.readthedocs.io/en/latest/index.html)

I B35

BETHHEZFENANEG:
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$ wget http://labfile.oss.aliyuncs.com/courses/644/material.zip
$ unzip material.zip
$ rm —rf material.zip __MACOSX

AHREHABTNT:

l— requirements.txt
j— ssl.crt

}— ssl.key
— static

— css

I

| | L— style.css
| L— image

I L— bg2.]pg
L— templates

L— index.html

e static 5 templates RFXFMITUERAINMY, XEEZFSLT.
e ssl.crt 5§ ssl.key RATHER https HHXFTEEMXH, REFTAECSER. SFXI M

iik: http://werkzeug.pocoo.org/docs/0.11/serving/#ssl (http://werkzeug.pocoo.org/docs/0.11/serving/#ssl)
e requrements.txt @& THHEEREMNE.

%% mongodb:

$ sudo apt-get install mongodb

I B K532 python2 5 python3 BRHI, FEFFIRIE A SHEFRIEERE:

Python2:

$ sudo pip install virtualenv

$ virtualenv venv

$ source venv/bin/activate

$ pip install -r requirements.txt

Python3:

$ sudo pip3 install virtualenv

$ virtualenv —-p python3 venv3

$ source venv3/bin/activate

$ pip3 install -r requirements.txt

I B S
IEERTE py X, BEeEGQHEHRBE——#E. EL, XESHET NI
TR T opoy T % FUUSHI rn B B RN SR
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#-%— coding:utf-8 —k-—

OAuth 2.0 FZHUFR I 5 521,

from flask import Flask, request, session, redirect, url_for, render_template

from flask_pymongo import PyMongo

from requests_oauthlib import OAuth2Session
import datetime, time

import os

app = Flask(__name__)

mongo = PyMongo(app)
app.config[''MONGO_HOST"] = "127.0.0.1"
app.config["MONGO_PORT"] = 27017
app.config["MONGO_DBNAME"] = "github_cafe"

client_id = "B IREAIFENNANE PHid"
client_secret = "M IREBIEHMNANE Pimsecret”

authorization_base_url = "https://github.com/login/oauth/authorize"
token_url = "https://github.com/login/oauth/access_token"

@app.route('/', methods=["GET", "POST"])

@app.route('/page/<int:page>"', methods=["GET", "POST"])

def index(page = 1):

if request.method == "POST":
session['geek_wisdom"] = request.form['"geek_wisdom"]
try:
githuber_say()
except:

github = OAuth2Session(client_id)

authorization_url, state = github.authorization_url(authorization_base_url)

session["oauth_state"] = state
return redirect(authorization_url)

wisdom_list = get_githuber_wisdom(page=page)

return render_template("index.html", wisdom_list=wisdom_list, page=page, page_count=get_page_count())

@app.route('/callback', methods=["GET"])
def callback():

github = OAuth2Session(client_id, state=session['oauth_state'])
token = github.fetch_token(token_url, client_secret=client_secret,
authorization_response=request.url)

session['oauth_token'] = token
githuber_say()
return redirect(url_for("index"))

def githuber_say():

github = OAuth2Session(client_id, token=session['oauth_token'])
profile = github.get('https://api.github.com/user').json()

wisdom_dict = {
"username": profile['name"],
"avatar_url": profile["avatar_url"],
"html_url": profile["html_url"],
"geek_wisdom": session["geek_wisdom"],

"datetime" : datetime.datetime.today().strftime("%Y/%-m/%d %H:%M"),

"timestamp" : time.time()
}

del session["geek_wisdom"]
mongo.db.wisdom. insert(wisdom_dict)

def get_githuber_wisdom(count=10, page=1):

return mongo.db.wisdom.find({}).sort([('timestamp"', —1)1).skip(count * (page—1)).limit(count)

def get_page_count(count=10):

# python3 Wi§ / MR /AHFRBEE S IT HARERAHR!

return mongo.db.wisdom.find({}).count() / count + 1

if __name__ == '_main__"':
app.secret_key = os.urandom(24)

app.run(debug=True, ssl_context=("ssl.crt", "ssl.key"), threaded=True)

flask BB —LHEERER:
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app = Flask(__name__)

mongo = PyMongo(app)

# mongodb fFEXLEERMA, FAFIERE
app.config["MONGO_HOST"] = "127.0.0.1"
app.config[""MONGO_PORT"] = 27017

# BIEEZTHEEN, ESAmtIE

app.config ["MONGO_DBNAME"] = “"github_cafe"

client_id = "EREIRFAIBRIR FAME Fihid"

client_secret = "EiMIRHIEHNANE Riksecret”

# R TTEAbiE

authorization_base_url = "https://github.com/login/oauth/authorize"
# S &iFiE token Hydthit

token_url = "https://github.com/login/oauth/access_token"

HTUHREWMEFR, ¥WAER name {2 geek_wisdom :

A
HIHREEIZEE:
@app.route('/"', methods=["GET", "POST"1)
@app.route('/page/<int:page>', methods=["GET", "POST"])
def index(page = 1):
if request.method == "POST":

# RORBEHE, FEHFZREEER, %£%E session BEEHE—T.

session[''geek_wisdom"] = request.form[''geek_wisdom"]

try:

# X—TSBREBRRIENRETRBERE, NREAMHHANENSE
githuber_say()
except:
# ... WIETTSEOENTEELE ...
# ... REBPEZRE ...

return redirect(authorization_url)

# MEUIREES githuber MBE
wisdom_list = get_githuber_wisdom(page=page)
return render_template("index.html", wisdom_list=wisdom_list, page=page, page_count=get_page_count())

WIEF T S MR E itk :

github = OAuth2Session(client_id)
authorization_url, state = github.authorization_url(authorization_base_url)
session["oauth_state"] = state

MZRIIEXEENEE XS RE clientid 24ET, RINNWESALARFTELAPHNELSEZAA, FHALRE scope, MEFE, &
OAuth2Session 2# I scope SHFHALLT -

PFEREREIITHEARERMNAR! FFi4sens
authorization_url BEHESEHENEET TSHM url, RRSE L state S, REZSHMA T CSRF Wi

Elif RE R4S
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@app.route('/callback', methods=["GET"])
def callback():
github = OAuth2Session(client_id, state=session['oauth_state'])
# BEiAIE token
token = github.fetch_token(token_url, client_secret=client_secret,
authorization_response=request.url)
session['oauth_token'] = token
# IFEERRE, TH—RBESHRR
githuber_say()
# EEEEETR
return redirect(url_for("index"))

RIBREEE@AIZH.

| 1270041
| callback?code=0c36470c763b00a16d38astate=6bOdHUJ CJBiaUmSKWeasYMnUFY 1AY's

FRELIA 8] token BYIX—# HEE client_id, client_secret, state 1 Z#XfL{5 2 EIA . requests_oauthlib BINEEAIMAERE json &R, FLEHRZK
£ 35T, RITEERAEZE)HE token,

githuber_say() HBYSEI

def githuber_say():
github = OAuth2Session(client_id, token=session['oauth_token'])

# REAPIMARER
profile = github.get('https://api.github.com/user"').json()

# —XBEMEENERYERE
wisdom_dict = {
"username": profile[''name"],
"avatar_url": profile["avatar_url"],
"html_url": profile["html_url"],
""geek_wisdom": session[''geek_wisdom"],
"datetime" : datetime.datetime.today().strftime("%Y/%-m/%d %H:%M"),
"timestamp" : time.time()
}

del session["geek_wisdom"]

# BEEBA—FESHE

mongo.db.wisdom. insert(wisdom_dict)

XTEMEZEOTER, 21T 4ThEE, 5% https://developer.github.com/v3/users/ (https://developer.github.com/v3/users/) HiL—7%l.

mongo.db REEEREIEE, mongo.db.wisdom BHBETH—1NEE (RIE SQL HIEEERMNE) , EAMNEFEW (EXER wisdom ) , HRITE
EHBARENS BN ERREDIEIZES.

REMRAETHSHEIEE ssl_context , XN ARAEE ssl ELERET.

if __pame__ == '__main__':
app.secret_key = os.urandom(24)
app.run(debug=True, ssl_context=("ssl.crt", "ssl.key"), threaded=True)

NERBELI IT BARELHS R FroasR
BITER

HA—NHRETEE) mongodb:
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thiF B

OAuth 2.0 2R 5L,

. 3 FTFFARE( Shift+Ctri+T

Shift+Ctrl+D

RN
B

$ mkdir db
$ mongod —--dbpath ./db

iB1T flask A (R virtualenv BIERIRET) -

(venv)$ python app.py

iAiE] https://127.0.0.1:5000

(—=Z ML https #iYk)

BTREEFRE, XMRERMEISMEA:

@
j O FRremmsE x |
<\=' i I_|L’.:.5:. 127.0.0.1:5000

3

A 324 4% HE - Mozllla Firefox

Q @k

% =

127.0.0.1 fHEIE RAIEMBCEML. HBRERNEERDT | Frefox [RERISAEMuAMIEHE.

EEA R

AT

RERMENR AR B Mozilla IRSIFIE=EUE RS 5

127.0.0.1:5000 uses an invalid security certificate.

fRIR

~

The certificate is not trusted because the issuer certificate is unknown.

The server might not be sending the appropriate intermediate certificates.
An additional root certificate may need to be imported.
The certificate is not valid for the name 127.0.0.1.

Ermor code: SEC_ERROR_UNKNOWN_ISSUER

B - "””

HELBELS IT RABRERHAR!

O Firefox B Mozilla £3% —E4HE | ILRIAESUFEOERBER.
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OAuth 2.0 FZAURHL 5 524K

el B =

|
7L

12

o I T o © x

A HESE Firefox JMTHEATIRLLSES,
AHNELT. BEURABARESRSEREMERE.

BEE
ik I https://127.0.0.1:5000/ ﬁEliE-‘ﬁ(g]]
ERRSE
¥ aENERTHNAESRIFRES. HAHEV)
FHR MRS R
M TFIARMSS | F7TTAER S AARTCH UL,
FEIFR

FATERMGES AR EENETIALZEOAREE | FUTHEEHES,

1 *Aﬁmmir;{g}/
. wnz2 BN &
A0S
MAER:
Github i EU0E 4T x \+
i 8 127.0.0.1 c | &%

A A el
' ,

Background photograph designed by Onlyyougj. - Fregpikicom

HFRERFEI IT HARHHHAK! Fri&

. B4

ERIREHR, HKi1¥EIT OAuth 2.0 UMIFTIGRIE, TUT—NEEME=ZFMNA, BEREMBINETEGIHE, LLURIF token BIER, X—Ho7
#1313 https://tools.ietf.org/html/rfc67494section-6 (https://tools.ietf.org/html/rfc6749#section-6) B 2 requests-oauthlib B 75 3 HIA
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