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https://github.com/HTFTIMEONE/py_Vulnerability_drone/blob/main/pycon2020/%E7%94%A8%E6%88%B7%E5%90%8D%E7%88%86%E7%A0%B4.
Py

FitHMNEBEME — M EHREREAYM TS
Hp B BRMABWNT

sqll = "select * from newuser where username=:username"
sql2 = "insert into newuser(username,password,email,phone,name) values(:username,:password,:email, :phone, :name)"
result = db.session.execute(sqll,{"username":username})
if len(result.fetchall()) > 0:
return "ZRFE&% 0"
else:
result = db.session.execute(sql2,{"username":username,"password":password,"email":email,"phone" :phone,"name":name}
if result:
return “EMALIH"
else:
return "EHSIE"
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BATEMER XBHARER

BRIMRMENBRFEETRIED BERATERSEEZX AREEXRITESHNRIEBRKE TS NRRBERRE MBFERRK
100001 AP X1 EOJZARFTEREN X ERZNIRISZIAI1000BAMEEIBLRY X LB IERRK
T.XMMEREENRE ZERE TEZEFNEIES Busername RENEE BRNFHARERNE1000MNEF HBIREMN
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i_IJ:Ihttps://github.com/HTFTIMEONE/py_VuInerability_drone/blob/main/pycon2020/%E9%AA%8C%E8%AF%81 %E7%A0%81%E9%80%BB%E8%BE%
91%E9%94%99%E8%AF%AF.py

new_captcha = CaptchaTool()
img, code = new_captcha.get_verify_code()
session["code"] = code
. return render_template('register.html',img_stream=img.decode('ascii'))
ENRBEIEAIT LB
XERIBBIERE codefiEFElsessiond AEBHITWLLAMEABERAPBARNKNSMsessionFflcode#iTXdt HiISk
MiXsessions—EHEF FRIFFANIFBFENTTE FUX P codeMASWEET RMNMALL—ERNENIBEX
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POST reister HTTP/1.1

Host: 192.168.3.71:5000

Content-Length: 54

Cache—Control: max—age=0

uUpgrade-Insecure-Requests: 1

Origin: http://192.168.3.71:5000

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/88.0.4302.0 Safari/537.36

Accept:

text/hhml,Bppllcahzon/xhtm1+xm1,Bppllcahlon/xml'q-ﬂ 9,image/avif, image/webp, image/apn
g,*/*;q=0.8,application/signed-exchange;v=b3;g=0

Referer: http 7/192.168.3.71:5000/reister

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cockie: session=eyJjb2R1IjoiNDgxNSJ9.X7kKBg.Us-attHX-JDYSSVUOFWCKIM3thE
Connection: close

username=4&password=4&email=4 asname=4 815

POST /reister HTTP/1.1

Host: 192.168.3.71:5000

Content-Length: 54

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://192.168.3.71:5000

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15 7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/88.0.4302.0 Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;qg=0.9,image/avif, image/webp,image/apn
g,*/*;g=0.8,application/signed-exchange;v=b3;g=0.9

Referer: http://192.168.3.71:5000/reister

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9

Cookie: session=eyJjb2R1IjoiNDgxNSJ9.X7kKBg.Us-attHX-JDYSSVUOFWCKIM3thE
Connection: close

username=5&password=4&email=5&phone=5&name=5&code=4815

HITP/1.0 200 OK
Content-Type: text/html; charset=utf-8§
Content-Length: 12
vary: Cookie

wWerkzeug/1.0.1 Python/3.8.2
Date: Sat, 21 Nov 2020 12:39:37 GMT

FERRRETH

HTTP/1.0 200 OK

Content-Type: text/html; charset=utf-8
Content-Length: 12

Vary: Cookie

Server: Werkzeug/1.0.1 Python/3.8.2
Date: Sat, 21 Nov 2020 12:41:33 GMT
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Iﬂi H ﬂﬁi_l]:: https://github.com/HTFTIMEONE/py_Vulnerability_drone/blob/main/pycon2020/%E7%9FhADYEA%BFUAI%ES8%BD%BO%E 7%82%B8. py
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session = "131%%799518"
sessions = "131**{799518 "
if session==sessions:
print("X2EEFMHN")
else:
print ("fH8F")

MITEREAET TR AER AT ST IR AR USE B AR @ TS H S
EEBAFIS+— 1218 SEE 7 HATRIRES MXPDFHS+=18 BT apiROLHKapi BE1LET

s [

TRIBEXR FNS+BEIZE BTIR FHS+ =T LAULSEHE

{"status":"error”,"code":411,"msg" : "empty sms signature”}
curl -d 'appid=37697&to=1310W995188errtent ==

P IMNGEERNIED: 4438, FEI0DHAM AN . &signature=93U% 2 daf25d176459d899f2' https://api.mysubmail.com/message/se

nd.json
{"status":"success","send_id":"0a@9ffd46f304343004486c1010bldf8","fee":1,"sms_credits":"28","transactional_sms_credits":"0"}
Wa®5edaf25d176459d899f2' https://api.mysubmail.com/message/sen

curl -d 'appid=37697&to=1314P799518 &content= =B SR N EERIER : 4438,
d.json
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{REBU0T: https://github.com/HTFTIMEONE/py Vulnerability drone/
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test:test
demo:demo
t1:t1
123:123

S A AR B L

g 2620



1.2 "B "RERIrEREC



@k/m For Good |

nChina 2020 | PYTHON REFRE AR 2020

SRMHE ERAIEERUN WAERE 2N FERE HEXERF

IS FRIMEME LEHE HEERK BERES BSHEWHARREEX
KBEs N BREEHE NEEERME

EREEHE: RITRENEELSAS SENEZRERHE

BREEME: BYEMRREENREREBIAENMTERENNRMERINER

EXERMNAAEZRERMEE BREEXHIZTA=T
[225%
2. RIZWN
3.GitHUbBEEEARZS

g 2620



@kbOn P Gooo(‘

PyCon China 2020 | PYTHON REFRN X% 2020
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KRS : https://github.com/HTFTIMEONE/py Vulnerability drone/

inftos():
id = request.args.get('id')

sqll = "select *x from newuser where id=:id"

result = db.session.execute(sqll,{"id":id})

userinfo = result.fetchall()

print(userinfo)

data = {'username':userinfo[@] [1], 'email’':userinfo[@] [3], 'phone':userinfo[@] [5], 'name’':userinfo[@] [5]}

return render_template('info.html"',*kdata)
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NS XRBTIRBERT AT LEGitHub (REFEFR

ZEREEZR 1.:.,@2,1’5*&%7 XXRETE BEEEMELT SUEE NBMEXEARY RAK
JRRER BBENHB AR TGitHub LM

NHBEERRER AEANE —#IF—b BRI AZME—H=FRIA EGitHub EEA Y

Repositories 630,167 code resuits Sort: Best match +

Code
sachin-kumbhar-jiem/saiten_test

(5]
[ 630K ]
Commits (<] WEB-INF/src/config/ perti properties
D
(2]

saiten.masterdb.url=jdbc:mysql://localhost:3306/saiten_master
saiten.masterdb.username=root

Issues

Discisaione (Bet saiten.masterdb. password=

Packages saiten.commondb. url=jdbc:mysql://localhost:3386/saiten_common
saiten.conmondb. username=root
Marketplace saiten.conmondb. password=
Java Properties  Showing the top four matches  Last indexed 14 days ago
Topics
Wikis
/ apache/shardingsphere-benchmark

Users. shardingsphere-benchmark/src/main/resources/config/dbconfig,properties

mark. fullrout ing.encrypt.dse. host=jdbc. benchmark. ful Lrouting. encrypt.ds@

chmark. fullrouting.encrypt.ds@ 06

Languages jdbe. benchmark. fullrout 0. U ane=root

Markdown 21,794 jdbc. benchmark. fullrouting. masterslave.ds8. host=jdbec
& rk. fullr g 5
G i benchmark. fullrouting.masterslave.ds®

jdbe. benchmark. fullrouting.masterslave.ds@.port=3306
XML 81,209 I Showing the top six matches Last indexed on 13 Oct
Java Properties 77,049

YAML 82,645 o' captainScc/yycg2
src/main/resources/resource/jdbc.properties
INI 53,336 ey 4 YidbC:prop
103,930 #jdbe. driver=cc 5 er
#jdbe.url=jdbe: / 0st:3306/excel?characterEncoding=utf-8
5,300
://\ocalhost :3306/ Lemeng?characterEncoding=ut {-8
3,669

750
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IMEHLUE: https://github.com/HTFTIMEONE/py Vulnerability drone/
fERARELREE MEEKNNES KIMTLLERR 1234 XHFHNID REZ A IEE
Hk BB R ENEEN

fgn 123abc

B E R 123 #Tmd5INE 1234i#Tmd5 N

fr T md5INE EEERbase64 =

LA SR #ERI 7T R AT LA SR 42
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In B ek - https //github.com/HTFTIMEONE/py_ VuInerablllty drone/

I Wt N I I N e e

POST /shop HTTP/1.1 B HTTP/l.O 200 OK

Host: 172.20.10.10:5001 . Content-Type: text/html; charset=utf-8
Content-Length: 14 Content-Length: 12

Cache-Control: max-age=0 Vary: Cookie
Upgrade-Insecure-Requests: 1 Server: Werkzeug/1.0.1 Python/3.8.2
Origin: http://172.20.10.10:5001 Date: Sun, 22 Nov 2020 13:44:41 GMT
Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 TEREIh
(KHTML, like Gecko) Chrome/88.0.4302.0 Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,image/avif, image/webp, image/apn
g,*/%*;9=0.8,application/signed-exchange;v=b3;gq=0.9

Referer: http://172.20.10.10:5001/shop

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9

Cookie:
session=eyJjb2R1IjoiNzIwMyIsInVpZCI6MiwidXNlcm5ShbWUiOiJhZGlpbiJd9.X7pgTA.EMHOSh] jdBMY
kzYRVAioOhv2UPk

Connection: close

id=3&pay=50&yhj=123|
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IMEHLUE: https://github.com/HTFTIMEONE/py Vulnerability drone/
HAEIME WA LUE S TRIE B

POST /shop HTTP/1.1 HTTP/1.0 200 OK

Host: 172.20.10.10:5001 Content-Type: text/html; charset=utf-8
iContent-[.ength: 14 Content-Length: 12

Cache-Control: max-age=0 Vary: Cookie

| Upgrade-Insecure-Requests: 1 Server: Werkzeug/1.0.1 Python/3.8.2
forigin: http://172.20.10.10:5001 Date: Sun, 22 Nov 2020 13:44:41 GMT
Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 WIS RLTH
(KHTML, like Gecko) Chrome/88.0.4302.0 Safari/537.36
| Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apn
g,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Referer: http://172.20.10.10:5001/shop

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9
lCookie:

lsession=eijb2R11joiNzIwMyIsIanZCIGMiwidXNlcmShbWUiOiJhZG1pbiJ9.x7quA.EMHOSh1deMY
! kzYRVAioOhv2UPk
Connection: close

iid=3&pay=0.01hyhj=123

BATTIUBE RS HN0.01 HBHTHE
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BAIMAENEZRXE Django FIFlask F/iJ&0E 1Y IMVCHELE

BAMBIIAEEF REMS FIREEER MEER MXMREEEREERENREE
SCEHIEEEN S UEEEERZSATRMESQLIIN BESQLENREEMRBETIR HEAE
FREIARFRBIES 1984555 K KE5

AEUEIER UEBIERKRZHIABAHMAR SSTI XSS

EBEENDERERAESHFNAEBER AFEILAFT RS htmiirEE G

BARFRBERDEZRZERE B ERFFAIRA EMIZH
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LEERANIMSQLIEANRIGIFRE
BARMEERREEMITAR adminfldemo
R AT:
Hf1{EEusername=ad'or+1=1#
sql = "select * from users where username=:username"”
result = db.session.execute(sql,{"username”:username})
nore
sql=text("SELECT * from users WHERE username = '%s"';" %username)
result = db.session.execute(sql)
& : SELECT * from users WHERE username = 'ad'or 1=1#";"

(1, 'admin', 'admin123')
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CSRFBA1H
Django® CSRFfA1Hl REZERImAIFREIZERIN{% csrf_token %}

MWAF{{ username }}
method="POST"
{% csrf_token %}
@@m: {{ shopinfo }}
gfr: {{ payinfo }}
name="pay" value="{{payinfo}}" type="hidden"
s : name="yhj"
type="submit" value="Ig=x"

g 2620
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CSRFRG1H

Flask®h CSRFR1H
B CHpY SR
CSRFProtect(app)

app = Flask(__name__)
CSRFProtect|(japp)

TERIERZR BRI

<input type="hidden" name="csrf token" value="{{ csrf token() }}"/>

BETY, MEXAEE

g 2620
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csrf AT ZBREERE AFRMERBRELDNEEEHRITS
FTA—RBEANEZREARAR S TEXEZ FEEERES FRorm B2— 1R EHEE
xssPHESLRE R RF|ERIREERELHEFNELSWERIT R sstiffE 2t

HXWTFXEERAwebiER PG ERER MEEAEANETHEFNRASTE
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