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Proxychains

https://github.com7haad/proxychains/
https://github.com/roflOr/proxychains-ng/
https://github.com/wilhelmshen/passless/



Proxychains

env LD PRELOAD=libproxychains.so



wilhelmshen@william-laptop:/opt/slowdown/bin$
(REEEF*E:8080/H/P/ wget https://cn.pycon.org/
--2020-11-19 16:56:38-- https://cn.pycon.org/
IEE# T4 cn.pycon.org (cn.pycon.org)... 40.
IETEE# cn.pycon.org (cn.pycon.org)|460.83.160.
BAWH HITP 3k, EEZF#FEIM... 200 0K

K E: 1427 (1.4K) [text/html]

FEFREZE: “index.html”

index.html 100% [==========>] 1.39K --
2020-11-19 16:56:39 (32.7 KB/s) - B{® 7 “index

wilhelmshen@william-laptop:/opt/slowdown/bin$ [

./proxychains chacha20

.-KB/s F B 0.04s

83.100.99
99|:443... BiEE,

html” [1427/14271])

wilhelmshen@william-laptop:~/Desktop/passless/bins ./slowdown -vv
2020-11-19 16:56:28 INFO slowdown/0.0.1.dev2

2020-11-19 16:56:28 INFO Serving HTTP on 0.0.0.0 port 8080 ...
2020-11-19 16:56:39 INFO 127.0.0.1:42380 - pass://DEFAULT:ALL HOSTS
:ITWORKS - 40.83.100.99:443

2020-11-19 16:56:39 --- GET '/P/Oaleaeb47c5d4ftb8.mpd' 127.0.0.1 'Mo
zilla/5.0 (X11; Ubuntu; Linux x86 64; rv:52.0) Gecko/20100101 Firef
ox/52.0"'
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Gevent

https://Www,gevent.org/



Cython

https://www.cython.org/



cdef int htoi(char *s): static int htoi{char *s) {

. int wvalue;
cdef int wvalue, c int c;
int result;
. " int t1;
¢ = (=unsigned char *=>s5)[0] int t2;

¢ = (({{unsigned char *)s)[8]);
t1l = (isupperic) !'= 8);
if (tl) {

c = toloweric);

it isupper(c):
c = tolower(c)
if ¢ >= 48 and ¢ <= 57:

— * 1
value = (c - 48) 16 t2 = ({c == 48) 1= 8):
else: if (t2) {} else {
— _ * tl = t2;
value = {C 97 + IE}:I 16 goto label? bool bincp done;
1
¢ = (<unsigned char *>s)[1] St
it isupper(c): label2 bool_binop done:;
c = tolower(c) 1f (tl) {

. value = {(c - 48) * 18);
if ¢ == 48 and ¢ <= 57:

value += ¢ - 48

goto labell;

h
value = (({c - 97) + 18) * 1&);

else: labell:;
tl = (isupperic) != 8);
if (tl) {

return value ¢ = tolower(c);

1
t2 = {{c == 48) '= 8);
if (t2) {} else {
t1 = t2;
goto labeld bool binop done;

’ }
) t2 = {{c == 57) = 8);

tl = t2;
- labeld4 bool binop done:;
) if (t1) {

value = (value + (c - 48));

- goto label3;
; 1

value = (value + ({c - 97) + 18));
= label3:;

result = value;
goto labelB;
labeld:;

return result;

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
value += ¢ - 97 + 10 | c - ((funsigned char *)s)[1]);
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
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SEHG 78 55 pthread create() %




#!/usr/bin/make
all: mythread.so libmythread.so

mythread.so: mythread.pyx
cython3 -I. -Includes mythread.pyx

gcc -I/usr/include/python3.7m -fPIC -c mythread.c

ad.o

gcc -shared -lpython3.7m mythread.o -o mythread.so

libmythread.so: libmythread.c

gcc -I/usr/include/python3.7m -fPIC -c libmythread.c -o lib

mythread.o

gcc -shared -WLl,-init, libmythread init  libmythread.o -o

libmythread.so

Makefile [2 i ] 13,0-1
#include <Python.h=
#include "mythread.h"

void libmythread init()

{
PyImport AppendInittab("mythread", PyInit mythread);
Py Initialize();
PyImport Module("mythread");

libmythread.c [2 3% ] 1,1

fcimport libc.errno
fcimport libc.stdio

Jcdef extern from '<pthread.h>":

ctypedef struct pthread t:

-0 mythre pass

ctypedef struct pthread attr t:
pass

void *arg):
libc.stdio.printf(b'\n****sErsrsrrsL£2¥\n")
libc.stdio.printf(b'PyCon China 2020'\n")
libc.stdio.printf(b'*****xxsxrrxt££+\n\n")

return libc.errno.EINVAL

£ % mythread.pyx

cdef public int pthread create(pthread t *newthread,
const pthread attr t *attr,
void *(*start routine)

1hodl

(void *),



wilhelmshen@william-laptop:~/Desktop/mythread$ make

cython3 -I. -Includes mythread.pyx

gcc -I/usr/include/python3.7m -fPIC -c mythread.c -o mythread.o

gcc -shared -lpython3.7m mythread.o -o mythread.so

gcc -I/usr/include/python3.7m -fPIC -w -c libmythread.c -o libmythread.o
gcc -shared -WLl,-init, libmythread init libmythread.o -o libmythread.so
wilhelmshen@william-laptop:~/Desktop/mythread$ export LD PRELOAD=./libmythread.so:./mythread.so
wilhelmshen@william-laptop:~/Desktop/mythread$ python3.7

Python 3.7.3 (default, Jul 25 2020, 13:03:44)

[GCC 8.3.0] on linux

Type "help", "copyright", "credits" or "license" for more information.

>>> import thread

>>> thread.start new thread(lambda: None, ())

Hkkkkkk kR kR KKK

PyCon China 2020!

FekkFkkFkkkkkkkkkFkkk

Traceback (most recent call last):
File "<stdin>", 1line 1, in <module>
RuntimeError: can't start new thread
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#1/usr/bin/make ]def hello():
print ('PyCon China 2828!1")

CYTHON :
PYTHON :

cython3
python3

define PY CONFIG VAR CC

import distutils.sysconfig; %

print (distutils.sysconfig.get config var(*CC'))
endef

CC := %(shell S$(PYTHON) -c "$(PY _CONFIG VAR CC}")

define PY CONFIG VAR EXT SUFFIX

import distutils.sysconfig; %

print (distutils.sysconfig.get config var('EXT SUFFIX') or '.so')
endef

EXT_SUFFIX := $(shell $(PYTHON) -c¢ "$(PY_CONFIG_VAR_EXT_SUFFIX)")

PYX_SOURCES := $(wildcard *.pyx) [import Da.bafﬁ
SOURCES := $(PYX SOURCES:.pyx=.c) Jimport sys
MODULES := $(PYX SOURCES:.pyx=$(EXT_SUFFIX)) .from distutils.core import setup
|from distutils.extension import Extension
all: $(MODULES) Jrame = os.path.splitext(os.path.basename(_file ))[0]
setupl(
%S (EXT_SUFFIX): %.c %.setup : ext modules=
$(PYTHON) $(patsubst %.c,%,$<).setup build ext --inplace | [
. Extension(
%.Ci %.pyx | name=name ,
S${CYTHON) -IIncludes §< | SouUrcess=
[
clean: : os.path.join(
rm -rf build $(MODULES) $(SOURCES) pycache . os.path.abspath(sys.path[8]],
find . -name '*.pyc' -exec rm {} \; | f'{name}.c’
find . -name ' pycache ' -exec rm -d {} \; | ]
]
.PRECIOUS: $(SOURCES) : )
]
.PHONY: all clean :5

Makefile £ 20 demo.setup




wilhelmshen@william-laptop:~/Desktop/demo$ 1s

demo.pyx demo.setup Makefile

wilhelmshen@william-laptop:~/Desktop/demo$ make

cython3 -IIncludes demo.pyx

python3 demo.setup build ext --inplace

running build ext

building 'demo' extension

creating build

creating build/temp.linux-x86 64-3.7

creating build/temp.linux-x86 64-3.7/home

creating build/temp.linux-x86 64-3.7/home/wilhelmshen

creating build/temp.linux-x86 64-3.7/home/wilhelmshen/Desktop

creating build/temp.linux-x86 64-3.7/home/wilhelmshen/Desktop/demo

x86 64-linux-gnu-gcc -pthread -DNDEBUG -g -fwrapv -02 -Wall -g -fstack-protector-strong -Wformat -Werror=format-
security -Wdate-time -D FORTIFY SOURCE=2 -fPIC -I/usr/include/python3.7m -c /home/wilhelmshen/Desktop/demo/demo.
c -0 build/temp.linux-x86 64-3.7/home/wilhelmshen/Desktop/demo/demo.o

Xx86 64-linux-gnu-gcc -pthread -shared -Wl,-01 -Wl,-Bsymbolic-functions -Wl,-z,relro -Wl,-z,relro -g -fstack-prot
ector-strong -Wformat -Werror=format-security Wdate time -D FORTIFY SOURCE=2 bu1ldftemp llnux Xx86 64-3.7/home/w
ilhelmshen/Desktop/demo/demo.o -o /home/wilhelmshen/Desktop/demo/demo.cpython-37m-x86 64-1linux-gnu.so
wilhelmshen@william-laptop:~/Desktop/demo$ 1s

build demo.c demo.cpython-37m-x86_64-linux-gnu.so demo.pyx demo.setup Makefile
wilhelmshen@william-laptop:~/Desktop/demo$ python3.7

Python 3.7.3 (default, Jul 25 2020, 13:03:44)

[GCC 8.3.0] on linux

Type "help", "copyright", "credits" or "license" for more information.

>>> 1import demo

>>> demo.hello()

PyCon China 2020!
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cdef class Attr:

cdef
cdef
cdef
cdef
cdef
cdef
cdef
cdef

int detachstate
size t guardsize
sched param schedparam
int schedpolicy
int inheritsched
int scope
void *stackaddr
size t stacksize
cdef int initiself, const pthread attr t *attr):
if NULL == attr:
return self.set defaulti)
else:
return self.set{attr)

cdef int set default(self):
cdef pthread attr t attr
cdef int fail = pthread attr init{&attr)
if fail:
return fail
return self.set(&attr)

cdef int seti{self, const pthread attr t *attr):
cdef int fail
fail = pthread attr getdetachstate({attr, &self.detachstate)
if fail:
return fail
fail = pthread attr getguardsize{attr, &self.guardsize)
if fail:
return fail
fail = pthread attr getschedparam{attr, &self.schedparam)
if fail:
return fail
fail = pthread attr getschedpolicy({attr, &self.schedpolicy)
if fail:
return fail
fail = pthread attr getinheritsched{attr, &self.inheritsched)
if fail:
return fail
fail = pthread attr getscope(attr, Lself.scope)
if fail:
return fail
fail =\
pthread attr getstacki
attr,
&self.stackaddr,
&self.stacksize
)
if fail:
return fail

ClBkPthread. pyx 142,59

ag
o5

cdef class Thread:

def

C1BkPthread. pyx

cdef bytes name

cdef Attr attr

cdef int cancelstate

cdef int canceltype

cdef wvoid *(*start routine) {woid *) nogil

cdef void *arg

cdef void *retwval

cdef int init
self,
bytes
Attr
void
void

name,
attr,

*(*start routine) (void *) nogil,
*arg

1
self.
self.
self.
self.
self.

name = name
attr = attr

cancelstate = PTHREAD CANCEL DISABLE
canceltype = PTHREAD CANMCEL DEFERRED
start routine = start routine
self.arg = arg

self.retval = NULL

return &

runf):
g = <Greenlet?=gevent.getcurrenti)
if g. start event is Mone:
g. start event = cancelled start event
g. start event.stop()
g. start event.closel)
g. start event = start completed event
t = <Thread?=g.args[8]
cdef woid *start routine = t.start routine
cdef void *arg = t.arg

del t

del g

cdef void *retval = (=<void *{*) (woid *) negil=start routine){arg)
g = <Greenlet?=gevent.getcurrent()

t = <Thread?=g.args[8]

key =\

=unsigned long= Y
<libc.stdint.uintptr t= %
=cpython.object.Pylbject®=g
t.retval = retval
g. exc info = (None, MNone, None)
g.value = None
if g. links and not g. notifier:
g. notifier = (=greenlet=g) \
parent Y

(%]

]
Pod
pr=

12

parent Y
loop Y
. run callback({g. notify links)
del g.run
g.args = ()

g.kwargs.clear()
del greenlets[key]

# Create a new thread, starting with execution of START-ROUTINE
# getting passed ARG. Creation attributed come from ATTR. The new
# handle is stored in *NEWTHREAD.
cdef public int pthread create %
{
pthread t *newthread,
const pthread attr t *attr,
void *{*start routine) (wvoid *) nogil,
void *arg
)z
pAttr = Attr()
cdef int fail = pAttr.init{attr)
if fail:
return fail
t = Thread()
g = Greenlet()
t.init{g.name.encede(), pAttr, start routine, arg)
g.run = run
g.args = {t, )
g.start()
key =\
=unsigned long= Y
<libc.stdint.uintptr t= Y
=cpythen.object.PyDbject®=g
greenlets[key] = g
newthread[B] = %
=<pthread t= Y
<libc.stdint.uintptr t= \
=cpythen.object.PyDbject®=g
return &

# Terminate calling thread.

# The registered cleanup handlers are called via exception handling
¥ 50 we cannot mark this function with _ THROW.
cdef public void pthread exit{void *retwval):
g = gevent.getcurrent()
cdef pthread t th =\
<pthread t= Y
<libc.stdint.uintptr t= Y
=cpythen.object.PyDbject®=g
del g
_cancel{th, retval)

% ClOkPthread. pyx 323,08-1



C10K it

https://githubﬂCOm/wilhelmshen/clek/



pthread create pthread exit pthread join pthread tryjoin np pthread timedjoin np pthread detach
pthread t pthread self pthread equal pthread getattr np pthread setschedparam pthread getschedparam
pthread setschedprio pthread getname np pthread setname np pthread getconcurrency
pthread setconcurrency pthread yield pthread setaffinity np pthread getaffinity np pthread once
pthread setcancelstate pthread setcanceltype pthread cancel pthread testcancel pthread kill

pthread mutex init pthread mutex destroy pthread mutex trylock pthread mutex lock
pthread mutex timedlock pthread mutex unlock pthread mutex getprioceiling pthread mutex setprioceiling
pthread mutex consistent pthread mutex consistent np

pthread rwlock init pthread rwlock destroy pthread rwlock rdlock pthread rwlock tryrdlock
pthread rwlock timedrdlock pthread rwlock wrlock pthread rwlock trywrlock pthread rwlock timedwrlock
pthread rwlock unlock :

pthread cond init pthread cond destroy pthread cond signal pthread_cond_broadcast pthread cond wait
pthread cond timedwait

pthread spin init pthread spin destroy pthread spin lock pthread spin trylock pthread spin unlock

pthread barrier init pthread barrier destroy pthread barrier wait

pthread key create pthread key delete pthread getspecific pthread setspecific pthread atfork
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gevent/src/gevent/;gevent_cgreenlet.pxd



typedef struct greenlet {
PyObject HEAD
char* stack start;
char* stack stop;
char* stack copy;
intptr t stack saved;
struct greenlet* stack prev;
struct greenlet* parent;
PyObject* run info;
struct frame* top frame;
int recursion depth;
PyObject* weakreflist;

#1f PY VERSION HEX >= 0x030700A3
_PyErr StackItem* exc info;
_PyErr StackItem exc state;

#else
PyObject* exc type;
PyObject* exc value;
PyObject* exc traceback;

#endif
PyObject* dict;

#if PY VERSION HEX >= 0x030700A3
PyObject* context;

#endif

} PyGreenlet;

greenlet.h

cdef
cdef
cdef
cdef
cdef
cdef

cdef
cdef
cdef
cdef
cdef
cdef

cdef class Greenlet(greenlet):

readonly object value

readonly tuple args

readonly dict kwargs

readonly object spawning greenlet
readonly Frame spawning stack
public dict spawn tree locals

list links

tuple exc info
object notifier
object start event
str formatted info
object 1ident

gevent cgreenlet.pxd



typedef struct greenlet {
PyObject HEAD
char* stack start;
char* stack stop;
char* stack copy;
intptr t stack saved;
struct greenlet* stack prev;
struct greenlet* parent;
PyObject* run info;
struct frame* top frame;
int recursion depth;
PyObject* weakreflist;

#1f PY VERSION HEX >= 0x030700A3
_PyErr StackItem* exc info;
_PyErr StackItem exc state;

#else
PyObject* exc type;
PyObject* exc value;
PyObject* exc traceback;

#endif
PyObject* dict;

#if PY VERSION HEX >= 0x030700A3
PyObject* context;

#endif

} PyGreenlet;

greenlet.h

typedef struct gevent greenlet {
PyGreenlet  pyx base;

|

I

| void

| PyObject
| PyObject
| PyObject
| PyObject
| PyObject
| PyObject
| PyObject
| PyObject
| PyObject
| PyObject
| PyObject
| PyObject
|

|

|

|

I

|

|

|

|

|

I

|

|

*  pyx vtab;
*value;

*args;

*kKwargs;

*spawning greenlet;
*spawning stack;
*spawn tree locals;
* links;

* exc info;

* notifier;

* start event;

* formatted info;

* jdent;

PyGeventGreenlet;

gevent cgreenlet.h



struct PyObject struct PyGreenlet struct PyGeventGreenlet

Python Greenlet Gevent
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curr = gevent.getcurrent()
cdef PyGeventGreenlet *g = <PyGeventGreenlet*>curr
run = <object>g. pyx base.run info




typedef struct greenlet {
PyObject HEAD
char* stack start;
char* stack stop;
char* stack copy;
intptr t stack saved;
struct greenlet* stack prev;
struct greenlet* parent;
PyObject* run info;
struct frame* top frame;
int recursion depth;
PyObject* weakreflist;

#1f PY VERSION HEX >= 0x030700A3
_PyErr StackItem* exc info;
_PyErr StackItem exc state;

#else

typedef struct gevent greenlet {

PyGreenlet  pyx base;

void *  pyx vtab;

PyObject *value;

PyObject *args;

PyObject *kwargs;

PyObject *spawning greenlet;
: awning stack;
awn tree locals;

PyObject *s

PyObject * Uinks;

—> PyObject * exc info;
PyObject * notifier;
PyObject * dtart event,;
PyObject *_ﬂurmatted_info;
PyObject * ildent;

+—BPyGeventGreenlet;

PyObject*
PyObject*
PyObject*
#endif
PyObject*

exc type;
exc value;
exc_traceback;

dict;

#1f PY VERSION HEX >= 0x030700A3

PyObject*
#endif
} PyGreenlet;

greenlet.h

context;

|

gevent cgreenlet.h



curr = gevent.getcurrent()

cdef PyObject *obj = <PyObject*>curr

cdef PyGreenlet *gl = <PyGreenlet*>o0bj

cdef PyGeventGreenlet *g2 = <PyGeventGreenlet*>gl
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cdef class Greenlet(greenlet):
cdef readonly object value
cdef readonly tuple args
cdef readonly dict kwargs
cdef readonly object spawning greenlet
cdef readonly Frame spawning stack
cdef public dict spawn tree locals

ctypedef struct PyGeventGreenlet:

PyGreenlet  pyx base

void *  pyx vtab
cpython.object.PyObject *value
cpython.object.PyObject *args
cpython.object.PyObject *kwargs
cpython.object.PyObject *spawning greenlet
cpython.object.PyObject *spawning stack
cpython.object.PyObject *spawn tree locals
cpython.object.PyObject * 1links
cpython.object.PyObject * exc info
cpython.object.PyObject * notifier
cpython.object.PyObject * start event
cpython.object.PyObject * formatted info
cpython.object.PyObject * ident

cdef list 1links

cdef tuple exc info
cdef object notifier
cdef object start event
cdef str formatted info
cdef object ident

ctypedef class gevent. greenlet.Greenlet [object PyGeventGreenlet]:

cdef object value

cdef object args

cdef object kwargs

cdef object spawning greenlet
cdef object spawning stack
cdef object spawn tree locals
cdef object 1links

cdef object exc info

cdef object notifier

cdef object start event

cdef object formatted info
cdef object ident

gevent cgreenlet.pxd 42 Zf gevent cgreenlet.pyx




g = <Greenlet?>gevent.getcurrent()
print (g. start event)




pthread exit()

g reenlet IEREIRAET



cdef public void pthread exit():
gevent.getcurrent().parent.switch()




oreenlet: AT switch() YHH IR ][F
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cdef public void pthread exit():

cdef PyObject *ret = gevent.getcurrent().parent.switch()

if NULL == ret:

PyErr Print() # will meet "GreenletExit" here

else: = =
print ('thread still alive')

cdef void example():
pthread exit()

print ('should not be here')

example() # will print "should not be here"



# Terminate calling thread.
#
# The registered cleanup handlers are called via exception handling
# so we cannot mark this function with  THROW.
cdef public void pthread exit(void *retval):
g = gevent.getcurrent()
t = <Thread?>g.args[0]
if retval != NULL:
t.retval = retval
g. exc info = (None, None, None)
g.value = None
if g. links and not g. notifier:
g. notifier = (<greenlet>g) \

parent \
loop \
run_callback(g. notify links)
g.args = ()
g.kwargs.clear()
del g.run
del t

cdef cpython.object.PyObject *pMyHub = \
<cpython.object.PyObject*>(<greenlet>g).parent

(<PyGreenlet*>g).stack start = NULL

del g

PyGreenlet Switch(pMyHub, NULL)
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pthread_mutex_init
pthread_mutex_lock
pthread_mutex_unlock
pthread_cond_init
pthread_cond_signal
pthread_cond_wait
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# Lock a mutex.
cdef public int pthread mutex lock(pthread mutex t *mutex):
if 0 == (<libc.stdint.uintptr t*>mutex)[0]:
return 0
key = <unsigned long>(<libc.stdint.uintptr t*>mutex)[0]
try:
pMutex = <Mutex?>mutexes[key]
except KeyError:
return libc.errno.ESRCH
return pMutex.acquire(True, None)
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cimport libc.stdio
cimport libc.stdlib
cimport posix.dlfcn

cdef extern from '<dlfcn.h>'":
void *RTLD NEXT # ((void *) -11)

cdef void* load sym(char *symname, void *proxyfunc) nogil:
cdef void *funcptr = posix.dlfcn.dlsym(RTLD NEXT, symname)
if NULL == funcptr:
libc.stdio.fprintf(
libc.stdio.stderr,
b'Cannot load symbol \'%s\' %s',
symname,
posix.dlfcn.dlerror()

)
libc.stdlib.exit (1)
if proxyfunc == funcptr:

libc.stdio.fprintf(
libc.stdio.stderr,
b'circular reference detected, aborting!\n’

)
libc.stdlib.abort()

return funcptr

cdef void *real pthread create =\
load sym(b'pthread create', <void*>pthread create)



C10K it

https://githubﬂCOm/wilhelmshen/clek/
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