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Who am I

*Contalner
*Docker
*eBPF

*Kubernetes
*LinuX
*Python




*How to debug Python code
*How to check system performance
*What 1s eBPF

*Debug Python container with eBPF
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How to debug Python code 'ﬁ/#@nﬁrﬁmd

*profile & timeilt
*bdb & pdb
*trace
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test.py
#!/usr/bin/env python

# coding=utf-8
import tracemalloc

*tracemalloc
*Since Python 3.4 a
*PEP 454 - trace Python §
memory allocations snapshot = tracemalloc.take_snapshot()

top_stats = snapshot.statistics('lineno')

tracemalloc.start()

range(1000)
range(1)

print("[ Top 10 ]")
for stat in top_stats[:10]:

print(stat)
test.py
[ Top 10 ]

test.py:7: s1ze=652 B, count=3, average=217 B
test.py:8: si1ze=48 B, count=1, average=48 B

i
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test.py
#!/usr/bin/env python

# coding=utf-8

° SyS . aUdlt import sys
*Since Python 3.8
® PEP 578 _ Python def audit(event, *args):

. 4 print(f'event: {event}; args: {args}')
Runtime Audit Hooks

sys.addaudithook (audit)

with open('test.txt', 'w+') as f:
f.write('Hello PyCon China 2020'")

test.py | test.txt
event: open; args: ((' 'y, 'w+', 524866),)
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*Physical

*CPU

*Memory

*Network

*Storage 1/0
*Software

*File descriptors
‘mutex




How to check system performance @ewﬁ:—@m&

PyCon China 2020 | PYTHOMN @7 X8 %@ 2020

-P111
Linux 5.9.8-100,fc32.x86 64 (moelove.info) 11/25/20 ~x86 64 (4 CPU)

23:24:17 CPU %usr  %nice %sys %iowait %irq %soft %steal %guest %gnice
23:24:18

Average: CPU %usr  %nice %sys %iowait %irq %soft %steal %guest %gnice %idle

Average:
-P111
Linux 5.9.8-100,fc32.x86 64 (moelove.info) 11/25/20 ~x86 64 (4 CPU)

23:24:23 CPU %user %nice  %system %iowait %steal %idle
23:24:24
Average:

i
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How to check system performance

*Memory

-r1l1

o Sa r- Linux 5.9.8-100.fc32.x86 64 (moelove.info) 11/26/20

Ez— Goac(‘
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_x86_64_ (4 CPU)

00:34:22 kbmemfree kbavail kbmemused %memused kbbuffers kbcached kbcommit %commit

® free 00:34:23

Average:
-h

° VmStat ‘ total shared

15G1 .76 1.0G7

* top/htop et

swpd free buff cache
@ 2250784 1775356 2026572 4405316
0 2250784 1770872 2026588 4409476

buff/cache available
6.1G1 6.3G1

cs us sy id wa st
96 56 30 27 43
280 4824 6312 11 9 80
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*Network
*top/1iftop

-n DEV 1 1
Linux 5.9.8-100.fc32.x86_64 (moelove.info) 11/26/20 _Xx86_64_ (4 CPU)

00:50:18 IFACE  rxpck/s  txpck/s rxkB/s txkB/s  rxemp/s  txcmp/s rxmest/s  %ifutil
00:50:19

*ifconfig i

00:50:19

® 1 t 2 00:50:19
lp rou e 00:50:19
00:50:19

00:50:19

00:50:19

00:50:19

00:50:19

00:50:19

00:50:19

00:50:19

00:50:19

00:50:19
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*Storage
) S a r Linux 5.9.8 Fc32.x86_64 (moelove.info) 11/26/20 x86_64_ (4 CPU)

avg-cpu: %user %nice ystem %iowait %idle

°
l O S t a t evice /s rkB/s Frgm/ s “rgm r_await rareq-s v/s wkB/s wrgm/s -gm w_await wareq-sz
s dkB/s -gm, C _ it da } F t  aqu-sz i

*iotop

22620
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strace SS  Operating System , Hardware Various:
1sof \1trace netstat sysdlg ror

pcstat\ 1111 sar /proc

= perf
75 pidstat \ \Appllcatlons / / / / / // dstat dmesg
turbostat
" N \ System Librarigd /[ [ # mpstat rdmsr
fier \ a Svsteﬁ\Call Interface / / / * ¥ CPU \ *
race N N v Interconnect

s tap 1 VFS Sockets / Sched uler/ CPU
lttng \ File Systems TCP/UDP ¥ L top ps — - "

I s '\ Volume Manager P - — pidstat oo | eiptop
Block Device Interface Ethernet Bus perf

_ _ ~~ vmstat -—
NP / Device Drivers sl abtop-""'* o

iostat perf tiptop —>| /O BU?\\\ \ free

iotop Expander Interconnect I70 Bridge J.ptraf tcpdump numastat

blktrace 1 I I

I/0O Controller Network Controller |w__nicstat
Interface Transports netstat

Disk Disk Swap Port Pon & 1P

Linux Kernel

swapon P ethtool/ snmpget l lldptool
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N RN x® 20

*eBPF 1s a revolutionary technology
that can run sandboxed programs 1in the
Linux kernel without changing kernel

source code or loading kernel modules.

* via:https://ebpf.io/what-is-ebpf/
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What is eBPF

*enhanced Berkeley Packet Filter
*Use cases:
*Networking

*Tracing
*Security
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eBPF bytecode

load - bpfO Userspace

Uprobes

Trocepoints

PyCon China

2020
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Raw BPF

struct bpf_insn prog[] = {

BPF_MOV64_REG(BPF_REG_6, BPF_REG_1),

BPF_LD_ABS(BPF_B, ETH_HLEN + offsetof(struct 1diphdr, protocol)
BPF_STX_MEM(BPF_W, BPF_REG_10, BPF_REG_0, -4),
BPF_MOV64_REG(BPF_REG_2, BPF_REG_10),

BPF_ALU64_IMM(BPF_ADD, BPF_REG_2, -4),

BPF_LD_MAP_FD(BPF_REG_1, map_fd),
BPF_RAW_INSN(BPF_JMP | BPF_CALL, ©, ©, 0, BPF_FUNC_map_lookup_elem),
BPF_JMP_IMM(BPF_JEQ, BPF_REG_0, 0, 2),
BPF_MOV64_IMM(BPF_REG_1, 1),
BPF_RAW_INSN(BPF_STX | BPF_XADD | BPF_DW, BPF_REG_0, BPF_REG_1, 0, 0),
BPF_MOV64_IMM(BPF_REG_0, 0),
BPF_EXIT_INSN(),
I

size_t insns_cnt = (prog) / (struct bpf_insn);

Linux samples/bpf/sock example.

22620
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LLVM eBPF compiler

1 SEC("socketl")

2 int bpf_progl(struct __sk_buff *skb)

int index = load_byte(skb, ETH_HLEN + offsetof(struct 1diphdr, protocol));
long *value;

(skb->pkt_type != PACKET_OUTGOING)

3

value = bpf_map_lookup_elem(&my_map, &index);
(value)
__sync_fetch_and_add(value, skb->len);

’
15 }
16 char _license[] SEC("license") = "GPL";

Linux samples/bpf/sockex1 kern.c

22620
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*BCC proper
*BCC-tools
*Front-ends

*Python
*Lua
*C helper functions

https://github.com/10ovisor/bcc




BPF Compiler Collection ﬁm&on B @ooo(‘

PyCon China 2020 | PYTHOM chEF 882 2020

m ERRgRaN Process

[ b’: BCC sendmsg()‘ Trecvmsg()
[

| syscall |

— Y
U [ﬁeﬂPF Verifier ] Sockets

v
TCP/IP
U [@hespr JIT Compiler | [ 4

https://ebpf.io/what-is-ebpf/#development-toolchains PyCon China

2020




ucalls uflow

Linux bcc/BPF Tracing Tools

c* java* node* php*

mysqgld_gslower

opensnoop statsnoop : thon* rubv* dbstat dbslower gethostlatency
syncsnoop uobjnew ustat PY o bashreadline memleak
\\\ uthreads ugc | sslsniff
filetop \ /
A  rfilelife fileslower o + / syscount
vEscount vEfsstat Applications killsnoop
cachestat cachetoP\\\ Runtimes execsnoop
dcstat dcsnoop “(/' exitsnoop
mount snoop \ System Libraries pidpersec
p cpudist cpuwalk
trace \\ » runglat runglen
argdist L System Call Interface rungslower
funccount ~\~L “5:””’,,,,~f'cpuunclaimed
guncilzwer VFS 4 Sockets - deadlock
n n
Szagk:oingy Scheduler offcputime wakeuptime
profile y~ File Systems / TCP/UDP , < — offwaketime softirgs
. slabratetop
btrfsdist / Volume Manager 1= _ |___—— oomkill memleak
btrfsslower Virtual -
. 7{’ shmsnoop drsnoop
ext4dist extdslower ) ) Memory
nfsslower nfsdist 4 Block Device Net Device hardirgs
xfsslower xfsdist criticalstat
zfsslower Devi Driver ttysnoo
YV =zfsdist / / evice ers d e
mdflush biotop biosnoop tcptop tcplife tcptracer
_ biolatency bitesize tcpconnect tcpaccept tcpconnlat 11estat | CPUS
Other: tcpretrans tcpsubnet tcpdrop
capable sofdsnoop tcpstates

https://github.com/iovisor/bcc#tools 2019



1 ' fusr/bin/env python
i cmd1ng utf-8

How to write eBPF programs -

import socket

from bcc import BPF

ebpf_str e
finclude <uapi/linux/if_ether.h>
finclude <uapi/linux/ip.h>

b C C e B P F C Omp i ]_ e r BPF_ARRAY (count_map, u64, 256);

int count_packets(struct __sk_buff *skb) {

3
4
5
6
7
8

u64 *value = count_map.lookup(&index);
if (value)
count_map.increment(index) ;

* Backends & data structures eturn o
“restricted C” )
* Frontends & loaders
bpf - BPF(text-ebpf_str)

° PythOH/Lua pfilter bpf.load_func("count_packets", BPF.SOCKET_FILTER)
BPF.attach_raw_socket(pfilter, "lo")
7 range(10):

("TCP: {0}, UDP: {1}, ICMP: {2}".format(
bpf["count_map"] [socket.IPPROTO_TCP].value,
bpf["count_map"][socket.IPPROTO_UDP].value,
bpf["count_map"] [socket.IPPROTO_ICMP].value,

THIRL

))
time.sleep(1l)

int dindex = lﬁad_hgtekdkh, ETH_HLEN + offsetof(struct iphdr,



bpftrace (DTrace 2.0)

*High-level tracing language
*Using LLVM as a backend to compile
scripts to BPF-bytecode

*The bpftrace language 1s 1inspired by
awk and C




opftrace Internals

bpftrace

main.*, bpftrace.*

structs_ g

printf args
stackid map_ g

program

—p

Parser
driver.”, lexer.l, parser.yy

bpftrace program

\

AST
v

Clang Parser
clang_parser.*

parse bpftrace
program into AST

process structs

Kernel

Events:

M v tracepoints
aps
create maps c syntax checks,
maps.* |- —raps () Semantic Analyzer map creation, kprobes
maps__ firace_- add__probe'l ) ast/semantic_analyser.* add probes uprobes
bp —
* perf_events
Probes . as Code Generation AST Nodes to A
probes_ name_+° 7 ast/codegen_llvm.* LLVM IR calls
* IR Builder BPF func calls BPF
ast/irbuilderbpf.*
bcc
Attached libbpf/libbcc bpf load prog() *
Probes — — BPF bytecode »| Verifier
attached probes_ bpf attach_ *(), bcc_usdt enable probe()
bpf create map()

Async Summaries Y
print map( ) - Maps
perf event - Per-event Output, Async Actions I

. perf buffer
printer () printf ()

AsyncAction: :*




bpftrace Probe Types

Dynamic Tracing tracepoint: Static Tracing syscalls hardware:
ext4d sock
Operating System sched cpu-cycles
/ task instructions

uprobe: Applications / / i’_—gnal branch-*

imer frontend-*
uretprobe:
usdt - System Librarie / workqueue backend-*
System Call Interface / 4 CPU l
T VFS Sockets 4 Scheduler / Interconnect cPU | bus
kprobe: File Systems TCP/UDP A em 1
em
Block Device Interface Ethernet 4 Memory , writeback Bus
Device Drivers -
! S~ - DRAM
jbd2 / net 1rq f
block scsi skb

cache-*

BEGIN software: cpu-clock page—-faults profile:
END cs migrations minor-faults interwval:

major—faults
Special Events Timed Events
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Debug Python container with eBPF @#&qﬂﬁr@oo‘

*Container’s Namespace
*docker run --pid contalner :XXXX
‘nsenter --target $PID --pid




Debug Python container with eBPF ﬁﬁonﬁr@ooo(‘

*USDT (--with-pydebug --with-dtrace)
*pythoncalls.sh

*pythonflow. sh

*pythongc.sh

*pythonstat.sh
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